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The Committee of Sponsoring Organi-
zations of the Treadway Commission 

(COSO) announced on February 4, 2009, 
the release of its Guidance on Monitor-
ing Internal Control Systems. Developed 
by COSO and led by a team from Grant 
Thornton LLP, “the guidance is designed to 
help organizations to better monitor the 
effectiveness of their internal control sys-
tems and to take timely corrective actions 
if needed.”

COSO defines internal control as “a 
process, effected by an entity’s board of 
directors, management and other per-
sonnel. This process is designed to pro-
vide reasonable assurance regarding the 
achievement of objectives in effectiveness 
and efficiency of operations, reliability of 
financial reporting, and compliance with 
applicable laws and regulations.

Internal control is a process. It is a 1.	
means to an end, not an end in itself. 

Internal control is not merely docu-2.	
mented by policy manuals and forms. 
Rather, it is put in by people at every 
level of an organization. 

Internal control can provide only rea-3.	
sonable assurance, not absolute as-
surance, to an entity’s management 
and board. 

Internal control is geared to the 4.	
achievement of objectives in one or 
more separate but overlapping cat-
egories.” 1

The newly released Guidance on Moni-

1	  “Resources – Definitions.” COSO: Commit-
tee of Sponsoring Organizations of the Treadway 
Commission. 2008. COSO. 27 Feb 2009. http://
www.coso.org/resources.htm

toring speaks directly to the need for and 
value of continuous monitoring of trans-
actions to “ensure that internal control 
continues to operate effectively.” The key 
differentiation between control (or con-
figuration) monitoring and transaction 
monitoring, as substantiated by the COSO 
Guidance, is the measurement of the op-
erational effectiveness of controls. 

Ongoing, near real-time monitoring of 
transactions not only ensures that internal 
controls are operating effectively, it also 
serves as both a preventive and corrective 
control itself, serving to establish “tone at 
the top,” providing a deterrent presence, 
and enabling upstream identification and 
remediation of control shortcomings and 
the resulting issues before they can have 
material impact. This latter point exposes 
a key weakness in the quarterly reviews 
that characterize the typical Internal Audit 
approach to controls monitoring. 

A solid foundation for monitoring 
the effectiveness of controls depends on 
both the objectivity (consistency) of the 
monitoring and the persuasiveness of re-
sults. Automated transaction monitoring 
reviews, on a completely objective basis, 
all transactions carried out under a given 
control or set of controls. This monitor-
ing surfaces exceptions that may signal a 
control failure or weakness, irrespective of 
operation or configuration. Such monitor-
ing will identify unintended consequences 
and impact of changes to controls, and will 
continuously validate, through actual ob-

served results, that controls are function-
ing properly.

COSO defines the most persuasive 
information to be that which is the most 
relevant (direct information), reliable (con-
sistent and objective), and timely (ongoing, 
real-time). The most persuasive informa-
tion, therefore, will be the most direct: 
transactional data that results directly 
from the operation of the control, verifying 
whether or not it is working as designed. 
Process control configuration analysis can 
easily miss the use of a new application, or 
a newly integrated sub-process, such as an 
e-procurement application like e-invoicing 
or automated payments. Such changes will, 
however, be reflected in the transaction 
data—the direct results of the operation 
of the control—and can immediately sig-
nal potential issues with the control arising 
from the introduction of new elements. 

This is especially critical in the case of 
those controls where a failure carries the 
greatest exposure for the business; the 
greater the exposure, the more crucial it 
is to use direct, objective, and timely in-
formation to determine that controls are 
working as designed. These are key ben-
efits of monitoring transactions on an on-
going basis. In addition, monitoring 100 
percent of transactions ensures early, pro-
active notification of control weaknesses, 
including those controls where the failure 
impact would be greatest—even when the 
potential of that impact is not recognized in 

The need to monitor direct 
information increases in 
relation to the potential 
impact of a control failure.

Objective monitoring of di-
rect results ensures controls 
are operating as intended.
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advance of a failure. For example, monitor-
ing general ledger transactions to ensure 
against revenue manipulations that could 
impact the integrity of financial reporting.

The key differentiator between after-
the-fact control evaluations and ongoing 
monitoring is the operational integration 
of ongoing monitoring. Real-time, dynamic 
ongoing monitoring is more effective and 
objective, and monitoring the most per-
suasive information (i.e. transaction de-
tails) may eliminate altogether the need for 
subsequent separate evaluations of a spe-
cific control to determine that it is work-
ing. From the perspective of operational 
efficiency, the real-time nature of ongoing 
monitoring makes it possible to identify 
and correct errors earlier in the process, 
where they are easier and less expensive 
to correct. For example, in the procure-
to-pay process, finding a duplicate vendor 
record or identifying duplicate invoices, 
before they can lead to the creation of du-
plicate vouchers; or eliminating a duplicate 
voucher before it can lead to a duplicate 
payment, thereby avoiding the resulting 
impact on cash availability and the high 
costs of recovery. In addition, identifying 
problems through ongoing direct monitor-
ing of transaction data may be used to in-
form root-cause analysis that can be used 
to improve and streamline processes for 
greater operational efficiency.

Continuous monitoring technology that 
automates the detailed review of transac-
tion data and results serves both to moni-
tor the effectiveness of internal controls, 
and as a key control, itself. Such technol-
ogy also provides many of the benefits of 
a process management tool, especially if 
it provides documentation of exceptions 
identified, investigation, and remediation 
actions. Dashboard-level views of trends, 
patterns, and anomalies further support 
the process management and performance 

improvement benefits of continuous trans-
action monitoring technology.

Continuous monitoring that meets the 
foregoing requirements will also provide 
the strongest support for external report-
ing. Specifically, continuous transaction 
monitoring will offer the most persuasive 
information; based on the definition in the 
COSO Guidance, this is direct information 
that is the most “relevant, reliable, and 
timely.” 

A monitoring program that delivers 
highly persuasive results will help sup-
port external assertions. The program 
itself should be sufficiently well-designed 
and executed to ensure external parties 
of the reliability of the information as well 
as the effectiveness of the internal control 
system; and the best designed programs 
will facilitate the work of external par-
ties. Monitoring programs that provide the 
most objective measurement of controls 
effectiveness (driven by direct informa-
tion) and comprehensive documentation 
(evidence of assertions) increase the likeli-
hood that external auditors will be able to 
use the monitoring results to provide sup-
port for their audit conclusions. (This is in 
line with Auditing Standard 5, issued by the 
SEC’s Public Company Accounting Over-
sight Board.) The result is a more efficient 
external audit process, with the potential 
elimination of separate testing and a reduc-

tion in audit costs. For example, one global 
media company implemented continuous 
monitoring in a high-transaction volume 
General Ledger environment, to detect 
and correct errors and anomalies in manu-
al journal entries on an ongoing basis. The 
direct and objective results and self-doc-
umentation of the monitoring implemen-
tation resulted in the company’s external 
auditors reducing the projected scope of 
their GL audit by 400 to 800 hours.

In summary, based on the COSO Guid-
ance on monitoring, the optimal solution 
will monitor direct information on the 
performance of internal controls in order 
to deliver the most persuasive feedback 
regarding the internal control system’s op-
erational effectiveness. The best solution 
for identifying and communicating internal 
control deficiencies in a timely manner will 
be an ongoing, real-time monitoring solu-
tion, with features that facilitate and speed 
investigation and correction of control de-
ficiencies before they can materially affect 
financial results or organizational objec-
tives. Such a solution will itself serve as a 
key control, improving operational perfor-
mance through both detective and preven-
tive functionality, and enhancing external 
confidence in reporting and results. ■

ABOUT OVERSIGHT
Oversight Systems’ continuous monitoring har-
nesses powerful analytics that excel at finding 
problems, offers an investigator’s workbench 
for fixing problems, and establishes a work-
flow-enabled audit trail for proving problem 
resolution and compliance. For more informa-
tion on how Oversight’s software delivers the 
optimal monitoring features defined in the 
COSO Guidance, visit www.oversightsystems.
com, or call Oversight Systems at 770-984-
4600.
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The documentation pro-
vided by a continuous 
monitoring program helps 
support external assertions 
and reduce external audit 
scope.

on


