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Humana GRC Program

Vision

Humana believes that any sustainable, effective & efficient process

requires several interrelated steps.

“What do we “How do we build “How do we execute “How do we
need to do?” a sustainable the requirement?” know we are
H 7

process?” succeeding?

2 3 4

Implement Embed Self Assess
Identify and Requirements, Requirements Execution, Metrics
Interpret Develop Procedures, within a Process, and Controls;
Requirements; Assess Risk of Adhere to a Process Report Results
Develop Policy and Failure, Design Management
Standards Controls & Metrics Control System

“Where do we
need to

Foundational Requirements improve?”

Universe Development 6
* Laws and Regulations
* Risk Framework and Controls

* Business Objectives

Compile and Manage
Issues (CAPS) &

“How do we get
outside perspective
for improvement?”

Monitor and
Validate Execution
(outside the
business)

* Business Processes opportunities (gaps);

Manage External

Risk Appetite and Risk Tolerance

Review

A e “Our goal is to create great business processes
that are efficient, effective, and compliant — as
opposed to a compliance process that is

separate from the business processes.”
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Humana GRC Program

as seen by the Business

Board Strategy Expectations
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Internal Investigations
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Interpret Develop Proced
Raguirements; Assess Risk

Compliance Monitoring ¥4~ EIS Policies
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T “Where do we

Privacy Policies

Associate / Leader Turnover

Internal Controls
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Service Level Agreements State Agency Asks
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Legal Inqu1res es (gaps);

xternal
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Humana GRC Program

Objectives

Silos to Synergy

Clear Guidance

Accountability

Ask Once, Answer Many

Sim p| Icity “To make the efforts of our frontline

business leaders simpler, more efficient,

more transparent, and more effective

Transparency with regard to managing processes, risk,
controls, and compliance”
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GRC Architectural View

Business Process is B
the center of the Cont
Humana GRC

universe

- Guidance

Processes &
« Business Context Procedures

Accountabilities
Organization
Location
Legal Entities
Financial
Technology
Vendors

- Monitor, Assess &
Improve

Monitor '.L_J.‘.tl- Change
& Assess V4




Humana GRC Program
Risk Linkage to Core GRC Model

External
Requirements

& Corporate
Objectives

Compliance Risk

Business
Requirements
(Policies &

Standards)
validated

Business Context

provides are measure .

+ Organization Contextto . implemented Procedures Performance Business

- People Business through [Bpcrafiohal & and/_or Measiiroments
* Infrastructure Processes Control) co:gg::zce * Tests

* Financial requirements * Metrics

« Attestations

Process Risk

Organizational Risk

Operational Risk

Overlays

*BCM (Business Continuity)
*ERM (Enterprise Risk Management)
¢TVM (Threat & Vulnerability)
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