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Key conclusion: compliance fatigue

Compliance efforts are running out of steam because:

1. Economic downturn - a justification to lower/postpone investments
in compliance programs and even allow unethical behaviour

of CFOs could justify
making changes to
I o assumptions relating to
I 1 7 / valuations and reserves
O l o given financial pressure

of sales and marketing
C executives could justify
H o introducing more flexible
s 44 / return policies to meet
o financial targets.
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Key conclusion: compliance fatigue

Compliance efforts are running out of steam because:

2. Persistent minority of businesses - that are still not taking the
basic steps to deliver effective programs

6 I 0/ of C-suite executives have not
0 attended ABAC training.

of businesses never conduct
u 3 80/ forensic or anti-corruption due
diligence as part of their mergers
0 and acquisitions processes.
,* o of businesses do not
\ﬁ 45 /o have a whistleblower
reporting hotline.
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Key conclusion: compliance fatigue

Compliance efforts are running out of steam because:
3. Underestimation of new emerging threats

Less than

o of those surveyed
50 / see cybercrime
o as a significant risk.
’ 600/ stated that cybercrime should
be discussed regularly by the
0 board of their organization.
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Key conclusion: compliance fatigue

Compliance efforts are running out of steam because:

4. Underestimation of regulatory risks, especially in countries
with a weak regulatory enforcement and low number of public disclosures

e 6 0 ©
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More than 1 in 10 executives surveyed

reported their company as having experienced
a significant fraud in the past two years.

of respondents whose

o businesses had been breached
“ - ? 4 / stated that the breach had not
- o been publicly disclosed.
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Key conclusion: compliance fatigue

Compliance efforts are running out of steam because:

5. Underestimation of the expectations of the mature
reg ulators, especially regarding the use of the latest technologies
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Key element of best practice:
use of forensic data analytics tools

Board engagement

Boards need to appropriately challenge
management regarding the quality and frequency
of their risk assessments, particularly around new
risks like cyberfraud/cybercrime. Board members
can push the company to foster better
collaboration between legal, compliance and
internal audit, and they should request regular
updates from management regarding fraud,
bribery and corruption risk.

Big data

Mining big data using forensic data analytics tools
can improve compliance and investigation
outcomes and can help management provide
useful summary information to the board.

Anti-corruption due diligence

Such specialized due diligence should be the
norm, not the exception. If conducting such work
pre-close is not possible, then doing robust post-
close procedures is essential given that the
company may own the liability for illegal acts if not
identified and disclosed to regulators in a timely
manner.
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Escalation procedures

Companies should have clearly defined escalation
procedures, whether to respond to a whistleblower or a
cyber incident, to minimize the damage being done and to
speed the process of board notification. And, when
necessary, they should consult with outside legal counsel,
forensic accounts and IT security professionals.

Training

Companies should have ABAC training programs tailored to
general job functions and levels of seniority. The training
should be offered in local language and should include a mix
of classroom and other online/video components. Participant
information should be tracked, and business unit leaders —
including those in foreign locations — should be evaluated on
participation levels. C-suite executives need to lead from the
front on training and cannot be exempt from it. Board
members too should be trained.

Budget support for internal audit and compliance functions
While the business needs to own the risk, internal audit

and compliance play essential roles in both improving standards
of business conduct and in keeping the company out of trouble.
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Key findings - benefits

Big risks require Big Data thinking

» 72% of respondents believe emerging big data
technologies can play a key role in prevention and
detection

Believe big data
can play a key role
in fraud prevention
and detection

Key benefits

» Enhance risk assessment process (90%) 0
7%

Are aware of

any specific big

data technologies

0

2%

Are actually
using them

»  Detect potential misconduct that could not be detected
before (89%).
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Key findings - opportunities for improvement

Need to do more

63% of respondents agree that they need to do more to improve their
anti-fraud/anti-bribery procedures, including the use of FDA

Biggest challenge
Getting the right tools or expertise for FDA (26%)

Data volumes analyzed are small relative to company size

71% of companies more than US$1 billion in revenues report working
with data sizes less than or equal to 1 million records

42% of companies with revenues between US$100 million and US$1
billion report working with data sets under 10,000 records
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Maturity model

Figure 4. FDA maturity model
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Low adoption of more sophisticated FDA tools

Base
Leyel

More Sophisticated
\

Total
Spreadsheet tools such as Microsoft Excel 65%
Database tools such as Microsoft Access or Microsoft SQL Server 43%
Continuous monitoring tools, which may include governance risk and 29%
compliance (GRC) tools (SAP, SAI Global, Oracle)
Text analytics tools or keyword searching 26%
Forensic analytics software (ACL, iDEA) 26%
Social media/web monitoring tools 21%
Visualization and reporting tools (SAP Lumira, Tableau, Spotfire, QlikView) 12%
Statistical analysis and predictive analytics (SAP Infinite Insight, SPSS, 119
SAS, R, Stata) °
Big Data technologies (Hadoop, Map Reduce) 2%
Voice searching and analysis (NEXIDIA, NICE) 2%

Q: From the tools mentioned, which, if any, are you currently using in your organization? Base (422)
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FDA challenges

Q: With respect to forensic data analytics, what would you say is your single biggest challenge
or requirement in your organization?
Base: All respondents (466). The “Other,” “Don't know,” “Nane” and “Refused” peccentages have been
omitted {o allow better comparisen among the responses given. Multiple answers aliowed, may exceed 100%.
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FDA success factors

Embedding FDA in your organization

Embedding the use of FDA within the business can
require significant investment of time and money.
Qur recent Global Forensic Data Analytics Survey,
Big risks require big data thinking, identified
the following five success factors:

@

Focus on the
“low-hanging fruit™
initially — it is important
to deliver tangible
results early.

Enterprise-wide Go beyond “rules-based”

deployrment ta tirme — Five descriptive analytics —use
don't expect structured and unstructured

overnight adoption. data, text-mining tools and

success statistical analy
factors

Share information to gain

o
-

Use trained professionals
to interpret results — t
in developing a team with
the skills required to

broad business support —
involve a mul plinary
team including
business users and
functional specialists.

sustain FDA efforts over
the long term.
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Where is FDA deployed ?

Common testing areas
of FDA in investigations and
compliance monitoring include:

» Payment stream, accounts
payable analysis

» Altered invoices, duplicate
or fake invoices, inflated
prices, suspicious payment
descriptions, requestor/
approver conflicts

» Vendor master/employes master
analysis and comparisons

» Fictitious vendors, vendor
risk ranking, background due
diligence, conflicts of interest

» Employee expensas/travel
and entertainment

»  Over limits. unusual or
inappropriate expenses,
miscellaneous/sundry expenses,
split or duplicate expenses

» Payroil

»  Ghost employees, faisified
wages, commission schemes

» Financial misstatement

» Fictitious revenues, bill-and-hold
schemes. concealed liabilities,

improper disclosures,
oversiated asseis

» Bnbery and corruption

» Bid rigging, conflicts of interest,
contract compliance, kickbacks,
ili=gal gratuities

» Capital projects

» Contract noncompliance,

project abuses and overcharges
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EY Vendor Ranking Dashboard
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Contact information

Frank Staelens / Partner EY Europe/ Fraud Investigation & Dispute Services

Forensic Data Analytics leader EMEILA -
President European Institute of Fraud Auditors

Honorary President Institute of Forensic Auditors

Ernst & Young Bedrijfsrevisoren
Ce Kleetlaan 2, 1831 Diegemn, Belgium

Mebile: +32496.57.45 24 / frank staelens@ be ey.com

http:/ fenene. ey comyd BE en/Services/A=suranceFraud-| nvest isatio n—Di spute-Services
Azzistant: fandra Goethals, sandra.goethalsi@be. gy.com, +329242.52.25




