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Program Objectives & Structure

Karen Nelson

SVP & Chief Compliance Officer
American International Group, Inc.
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Compliance Testing Program Objectives

Compliance Testing refers to a pointin time review of business processes aimed at
identifying key risks within a particular subject area and opiningon the control
design and effectivenessin place to mitigate the risk.

Compliance Monitoring/Surveillance refersto a periodicor continuous
observation of processes to identify control deficiencies. It doesn’tinclude control
testing.

Objectives of Compliance Testing include:
Identification of key risks and validation of associated control design and effectiveness
Identification of non-compliant processes or practices
Development of remediation plans to address non-compliance with requirements
Standardization of testing methodology including sample sizes, reporting, and ratings
Trend analysis, including root cause, to identify systemic issues
Reporting of Compliance test results to management and other relevant stakeholders
Interlinking of applicable laws & regulations, risk assessments, policies and training
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Governance Structure Components

The governance structure for a Compliance Testing Program should include:

Program ownership

Staffing resources

Senior management oversight
Coordination with other control functions
Formalization and approval of the program

Key characteristics of an effective program include:

Centralized oversight
Standardized methodology and documentation:

= Annual schedule = Reporting
=  Sampling methodology = Tracking of remediation
=  Work papers = Quality Assurance

Global data repository system

Linkage to laws and regulations, risk assessments, policies and training
Coordination of, and reliance upon, testing reviews performed by other control
functions
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Testing Scope & Staffing Model

Arda Arslanian

Compliance Assurance Global Leader
GE Capital
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Testing Scope

Determining what to test:
v Risk-based approach

v Cornerstone =Annual Risk
Ti i last
Assessment (and 6 month “refresh”) [
Annual RIS

v Other considerationsinclude Based Plan
discussions with business, Internal

ALIdIt findingsl regu |at0 ry |a ndsca pe, Continuous Feedback Loop
changes to business, date of last . g
testlng, etc. results andascape

Examples of Key Compliance Risks for Financial Institutions:
- Financial Crimes Compliance / AML
- Anti-Bribery & Anti-Corruption
- DataPrivacy and Protection
- ConductRisk/ Treating Customers Fairly (consumer)

Discussions with
Business
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Organizational Structure — Centralized View

- Center of Excellence
(“COE”) -- Centralized,
global function with
regional leadership
and HQ functional
roles (standards,
reporting, quality
assurance, etc.)

- Testing done by
Compliance — a
combination of
dedicated Assurance
and part-time testers
(i.e., compliance roles
that perform some
testing in smaller
businesses)
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COE Significant Advantages

A Center of Excellence is a shared service model and subject matter specialist network. A testing COE is most efficient
and flexible option to ensure independence, address gaps, and provide surge capacity.

Adding value to the organization
* Leverages economies of scale

Adding value to the employee
» Opportunity to grow knowledge and

(horizontal & targeted reviews) 3o become an SME across multiple BUs
» Rapid deployment of resources to test ’." » Develop employee cross-training
emerging risks in any BU or region o capabilities

* Increased efficiency in annual test
plan coverage and allocation of
resources

« Utilize employee strengths to create
high performing teams

Manage language and geography
barriers

An effective

Compliance

Assurance
function

Human

Independence Capital

Adding value to regulatory expectation

* Promotes greater fact and appearance
of independence

* Promotes segregation of duties and
role clarity (e.g., BU CCO as controls
creators vs control checkers)

» Decreasesrisk of regulatory criticism of
possible conflict of interest

» Consistent Compliance Assurance
program across Americas, Europe, and
Asia

t people in the right roles?
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Good testers are

good compliance
professionals — with

Tester Skills

extra skills

A skills assessment that focuses on functional skills, or those capabilities for successful day-to-day job performance in
Compliance Assurance is a good way to determine what talent you have, and what talent to look for.
Input can include:
First round stakeholder interviews with leadership (Compliance, Risk, Audit, Training and HR)
Manager and tester focus groups (US, Europe, and Asia/ANZ)

Second round stakeholder interviews with Compliance Assurance leadership

External benchmarking and Compliance and Skills Assessment Specialists

Overall Skills for Compliance Professional

Environment

Organization

Business, Legal and Compliance Risk . - i Testin
Regulatgry Ident'i)ﬁcation and Communication Pg rliinirlngtgnd AdaFﬁta!:bl!:?und | (Specific to Cor?rp/iance '
Knowledge Mitigation cflaboration exibiity i Assurance) '

Knowledge of Knowledge of * Written Build and Adapt to I » TestPlanning :
the Business Compliance Communication Maintain Internal and I and Scoping '
Knowledge of Risks and Skills Working External I . Fieldwork I
Current Legal Controls + Verbal Relationships Changes ! Execution I
and Regulatory ComplianceRisk | Communication Maintain Prioritization : « Root Cause |
Environment Identification Skills Independence Leverage I Analysis |
7 © Apply Legal and G’Td S » Compliance Risk GSOCOntrol Diverse Work | . Documentotion)l
i Regulatory Prioritization Escalation Function Experiences |  Evidence '
;g KnOWIedge to Mltlgote ¢ Executive Stakeholder Continuous|y | . Ch0||enge the |
= the Business Compliance Presence Engagement/ Build New and | BuSiness I
© Continuously RiSkS, Prioritize Deliver Difficult Monagement Share Existing 1 . Identif Process'
Develop Actions, and Messages Collaboration Skills and I and Coyntrol I
Business, Legal Build a with Businesses Knowledge : Deficiencies ond:

and Regulatory Sustainable and Functions | Imorovements
Knowledge Control across the I P '
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Implementation

Edward Tso
SVP, Chief Compliance Officer
First American Title Insurance Company
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First American Title Insurance Company makes noexpress orimplied warranty respecting the information presented and assumes no responsibility for errors or omissions. First American, the eagle logo, and Firs American
Title are registered trademarks or trademarks of First American Financial Corporationand/or its affliates.

The following presentation is for informational purposes only andis not and may not be construed as legal advice. No third party entity may rely upon anything contained herein when making legal and/or other determinations
regarding its practices, and such third party should consult withan attorney prior toembarking upon any specific course of action.

©2016 First American Financial Corporation and/or its affiliates. Al rights reserved. v NYSE: FAF
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Implementation

Planning Reporting

\

* Track & monitor
remediation activities

* Report outstanding
remediation items y

« Perform pre-work * Perform & document

* Conduct kick-off testwork
meeting * Collaborate with mgmt.

to confirm findings

* Conduct exit meeting
* Prepare draft report
* Issue final report

* Information request list * Status reports * Draft report for mgmt. || ®* Remediation tracking
* Planning memo * List of preliminary response report
including timeline findings * Final report

Communicate, Document and Perform Quality Control

First American Title Insurance Company makes no express or implied warranty respecting the information presented and assumes no
responsibility for errors or omissions. First American, the eagle logo, and First American Title are registered trademarks or trademarks of First
American Financial Corporation and/or its affiliates.

First American Title™

The following presentation is for informational purposes only and is not and may not be construed as legal advice. No third party entity may rely
upon anything contained herein when making legal and/or other determinations regarding its practices, and such third party should consult with
an attorey prior to embarking upon any specific course of action.

©2016 First American Financial Corporation and/or its affiliates. All rights reserved. v NYSE: FAF
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Questions?

Be sure to join the Twitter conversation: @CW_2016
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Thank you

We want your feedback! Use the conference app or visit the
Registration desk.
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