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The Securities and Exchange Commission 
announced in April that Italian oil company 
Eni will be mandated to pay $24.5 million 

in disgorgement and prejudgment interest to settle 
charges that it violated the books and records and 
internal accounting controls provisions of the For-
eign Corrupt Practices Act concerning the award of 
certain contracts to Eni’s former subsidiary Saipem 
in Algeria.

According to the SEC’s order, Saipem entered into 
at least four sham contracts with an intermediary 

between 2007 and 2010 to assist in obtaining con-
tracts awarded by Algeria’s state-owned oil com-
pany. The order finds Saipem paid approximately 
€198 million (U.S. $215 million) to the intermediary, 
which directed a portion of the money to Algerian 
government officials or their designees, including 
the energy minister at the time.

The SEC order goes into significant detail about 
Eni’s failure to maintain accurate books and re-
cords. It also describes how a former senior execu-
tive at Saipem orchestrated the scheme and, after 

Oil firm Eni to pay $24.5M 
to resolve FCPA charges

Italian oil company Eni will pay for violating the FCPA in awarding 
certain contracts to its former subsidiary. Jaclyn Jaeger reports.

he was hired to be Eni’s CFO, how he continued to 
facilitate Saipem’s improper payments to the inter-
mediary.

“Saipem claimed the intermediary payments as 
a legitimate business expense and obtained an ap-
proximately $57 million tax benefit as a result,” the 
SEC order states. “That inaccurate expense account-
ing was also reflected in Eni’s financial statements 
by virtue of its consolidation of Saipem’s financial 
statements.”

Saipem was previously charged by the SEC in 2010 
for violating the same FCPA provisions concerning a 
bribery scheme in Nigeria by its then-wholly owned 
subsidiary Snamprogetti Netherlands.

Ineffective accounting controls
The SEC order goes on to describe Saipem’s failure to 
maintain internal accounting controls. “Eni, as the 
controlling minority shareholder, required Saipem 
to maintain its own internal controls policies, in-
cluding adopting Eni’s directives of transparency, 
traceability, and anti-bribery compliance,” the SEC 
order states. As a result of the CFO’s misconduct at 
Eni and others at Saipem, however, “Saipem’s inter-
nal accounting controls were not adequately imple-
mented and were ineffective.”

Specifically, Saipem conducted no substantive 
review of the intermediary contracts. “For example, 
Saipem’s legal department conducted a pre-review 
of the sham contracts prior to anyone signing them, 
but these contracts had no names inserted, not even 
the name of the intermediary,” according to the SEC 
order. “Accordingly, Saipem’s legal department did 
not conduct any review of the intermediary’s busi-
ness or reputation.”

Saipem’s CFO at the time and other senior officers 
“bypassed contracting and procurement controls to 
enter into contracts with the intermediary, includ-
ing by falsifying and backdating documents con-

cerning the intermediary contracts in board notes 
and approvals,” the SEC order states. “Saipem also 
made payments to the intermediary on at least one 
occasion without approval from the appropriate se-
nior officer until nearly a year after the payment had 
been made.”

It was not until late 2012 that Eni became aware 
Saipem had entered into four agreements with the 
intermediary without conducting adequate due dili-
gence, according to the SEC. Eni also learned the CFO 
had continued to involve himself in Saipem’s pay-
ments to the intermediary. Immediately upon dis-
covering those facts, Eni separated the CFO from the 
company, notes the order.

Because Saipem’s accounting for intermediary 
fees was inaccurate, and because the CFO participat-
ed in the approval of and payments to the interme-
diary while at Saipem and continued to take certain 
actions to facilitate payments to the intermediary 
while CFO of Eni, “Eni failed to proceed in good faith 
to cause Saipem to devise and maintain sufficient 
internal accounting controls.”

Remedial efforts
In determining to accept the offer, SEC staff consid-
ered remedial acts promptly undertaken by Eni and 
its cooperation efforts, “including compiling finan-
cial data and analysis relating to the transactions 
at issue; making substantive presentations on key 
topics; and providing translations of key documents 
and foreign proceedings.”

Under the settlement terms, without admitting 
or denying the SEC’s findings, Eni will pay disgorge-
ment of $19.75 million and prejudgment interest of 
$4.75 million. It also has consented to the entry of 
an order to cease and desist from violating the books 
and records and internal accounting controls provi-
sions of Sections 13(b)(2)(A) and 13(b)(2)(B) of the Ex-
change Act. ■

“Saipem claimed the intermediary payments as a legitimate business 
expense and obtained an approximately $57 million tax benefit as a result. 
That inaccurate expense accounting was also reflected in Eni’s financial 
statements by virtue of its consolidation of Saipem’s financial statements.”

Securities and Exchange Commission Order
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Goldman Sachs takes care 
to avoid FCPA charges

A former Goldman Sachs exec is facing FCPA charges, but the 
firm's good due diligence put it in the clear. Jaclyn Jaeger explores.

The Securities and Exchange Commission re-
ently announced charges against a former 
Goldman Sachs executive for violating the 

anti-bribery provisions of the Foreign Corrupt Prac-
tices Act for orchestrating a bribery scheme to help 
a client win a power-plant contract in the Republic 
of Ghana, but the firm was not charged in the case 
because of the due diligence measures it took.

As a former executive at Goldman’s London sub-
sidiary, Asante Berko was responsible for developing 
the subsidiary and the holding company’s invest-

ment-banking business, “which included identi-
fying and arranging financing, restructuring or 
merger transactions for clients and assisting with 
the work necessary to complete those transactions,” 
according to the SEC’s complaint, filed in the U.S. 
District Court for the Eastern District of New York.

The Goldman Sachs subsidiary was unidentified 
in the SEC’s complaint, instead referred to as a “fi-
nancial services company.”

From approximately 2015 through at least 2016, 
according to the complaint, Berko helped a Turkish 

energy company (whose name was not identified in 
the SEC complaint) funnel as much as $4.5 million 
to a Ghana-based intermediary company to be used 
to pay bribes to various Ghanaian government offi-
cials in exchange for securing a power-plant contract 
in Ghana. The SEC further alleges Berko helped the 
intermediary company pay approximately $210,000 
in bribes to various other government officials in-
volved in the power-plant project.

According to the SEC, Berko personally paid at 
least $66,000 in bribes to members of the Ghanaian 
parliament and other government officials to ad-
vance the corrupt scheme. He did this knowing the 
subsidiary would earn over $10 million in fees if the 
energy company secured the contract. Berko himself 
was paid $2 million as compensation for arranging 
the bribery scheme.

“Berko’s misconduct was egregious, and individ-
ual accountability remains a key component to our 
FCPA enforcement efforts,” said Charles Cain, chief 
of the SEC Enforcement Division’s FCPA Unit.

Compliance evasion techniques
According to the complaint, Berko deliberately tried 
to hide the bribery scheme and evade detection 
from Goldman’s legal and compliance personnel 
by circumventing internal controls, including its 
anti-bribery policy that prohibited employees from 
“providing anything of value” to, among others, 
“public officials,” “employees of state-owned enter-
prises,” and clients.

Berko further circumvented Goldman’s policy 
that required employees to disclose to compliance 
personnel payments to intermediaries or to political-
ly exposed persons relating to transactions requir-
ing committee approval. Another policy required 
approval for any compensated activities “before en-
gaging in any outside activity … for which the indi-
vidual is or anticipates being compensated.”

Berko allegedly circumvented Goldman’s e-mail 
usage policy that required employees to use only com-
pany-approved e-mail and text messaging for any 
work-related business. Knowing that compliance per-

sonnel could review his e-mail and other documents 
as part of their due diligence on the power plant proj-
ect, “Berko deliberately used his personal e-mail when 
facilitating the bribery scheme,” the complaint states.

Compliance lessons
Ultimately, the SEC credited Goldman for its en-
hanced due diligence efforts, imparting important 
lessons for all compliance officers. “The firm’s com-
pliance personnel took appropriate steps to prevent 
the firm from participating in the transaction, and it 
is not being charged,” Cain said.

As part of its due diligence efforts, in March 2016, 
the subsidiary’s compliance personnel discovered 
the intermediary company’s involvement after a 
review of Berko’s work e-mails. After interviewing 
Berko about the intermediary company, according to 
the SEC complaint, legal and compliance personnel 
began to investigate the matter further.

At the direction of legal and compliance person-
nel, “the deal team asked the energy company to 
clarify the intermediary company’s role and to iden-
tify all payments it had made to the intermediary 
company.” The CEO of the energy company said the 
intermediary company had initially provided local 
support—responses from government departments, 
visas, office space, and accommodation—for which it 
had been had paid about $300,000 but failed to dis-
close that it had facilitated the bribery scheme.

Berko assisted the energy company CEO “by 
drafting false and misleading responses to the ques-
tions posed by the compliance personnel,” the com-
plaint stated. Despite Berko’s efforts, the deal team 
continued to question the energy company about the 
intermediary company’s services and payments.

In May 2016, the CEO of the energy company re-
fused to answer any further questions. “By August 
2016, compliance personnel effectively terminat-
ed the subsidiary’s involvement in the power plant 
project,” the SEC complaint states.

In its complaint, the SEC is seeking disgorgement 
of Berko’s ill-gotten gains, plus pre-judgment inter-
est, as well as other civil remedies. ■
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HIDDEN THREATS 
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companies received penalties totaling a record  
US$2.9 billion under the US Foreign Corrupt Practices 
Act (FCPA), with several officers and directors of those 
companies being found individually liable for breaches. 

It is clear from our report that many companies today 
are not doing enough to protect themselves against 
the risk of involvement in criminal activity and resulting 
regulatory enforcement, with the survey revealing that 
43% of third-party relationships are not subject to any 
form of due diligence. With an increasing focus from 
regulators on sanctions, corruption, sustainability and 
human rights, companies clearly need to upgrade their 
risk management procedures and capabilities. But how 
can they rise to this challenge? What is stopping them 
and what can be done to support them?

Our in-depth analysis seeks to find answers. With 
respondents citing a lack of data as the biggest 
challenge in identifying supply chain risk, Refinitiv has a 
central role in providing the trusted data and innovative 
technology to assist organizations with the effective and 
efficient management of third-party risk.

We also conducted and include interviews with leading 
NGOs (RUSI, Ethical Systems, United for Wildlife) and 
INTERPOL to examine the wider economic, social and 
human impact.

Finally, we identify ways in which business, governments 
and Refinitiv are working together to help organizations 
to better identify and manage third-party risk.

Join the conversation #FightFinancialCrime

Our survey highlights how, in an increasingly 
interconnected and globalized world, many  
third-party risks are going undetected.

In recent years Refinitiv has carried out independent 
surveys looking at the true cost of financial crime, 
revealing its impact on companies, governments, 
society and the environment. More recently we have 
examined how innovation in data and technology  
can help to identify and disrupt criminal activity.

This year we focus on the critical area of third-party 
relationships, revealing the hidden risks in supplier, 
distributor and partner relationships.

This is a timely report, with the COVID-19 pandemic 
applying huge stress to global supply chains and 
allowing criminals to exploit the pandemic to defraud 
companies and government agencies. It also 
corresponds with the recent announcement by European 
Commissioner for Justice, Didier Reynders, of the EU’s 
commitment to introduce rules for mandatory corporate 
environmental and human rights due diligence. 

Against this background, organizations face greater 
regulation and stricter enforcement actions. In 2019, 
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17.5m
The 1,800 survey respondents 
worked for organizations with a total 
of over 17m third-party relationships

SME
895

Size
Large
899

This report is based on research commissioned by Refinitiv that was 
conducted online by an independent consulting company in February 
2020. Nearly 1,800 global third-party relationship, risk management and 
compliance professionals in corporate organizations completed the survey. 

This research was conducted across 16 countries, but the survey 
respondents’ headquarters and third-party relationships are truly global. 
Weighting was applied to each country to ensure equal representation. 
Please note that the standard convention for rounding has been applied, 
and consequently some totals do not add up to 100%.  

Within this report, we also refer to the results of an 
additional Refinitiv survey that was conducted in February 
2020. This separate survey gathered the opinions of 250 
global institutional investors representing a total of over 
US$10 trillion of assets under management. 

ABOUT THE REPORT

TOTAL USA* Brazil* China* India*

1794 110 105 108 107

Australia* United 
Kingdom*

Germany* France* Singapore*

107 128 108 108 104

Spain Hong 
Kong

South 
Africa

Russia Saudi 
Arabia

The 
Netherlands

Canada

110 110 120 119 130 110 110

*Countries surveyed in 2016 will be refered to as ‘trended countries’ 
throughout the remainder of this report
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DEFINITION
For the purpose of this report we have defined a ‘third-party’ as 
any person or organization that is connected to a supply chain or is 
executing business on an organization’s behalf such as a supplier, 
distributor, agent and/or partner.

Our definition of the term ‘third-party risk’ includes anything that 
could expose a company to threats and risks through engagement 
with third parties including bribery and corruption, modern slavery, 
environmental crime, wildlife trafficking or conflict minerals.

The term ‘third-party due diligence’ refers to assessment of the third-
party at the onboarding and ongoing monitoring stage to determine 
the risk profile.
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HIGHLIGHTS
THE REAL PICTURE
With an average of nearly 10,000 third-party relationships to deal with, many 
organizations are not completing full third-party due diligence at either onboarding  
or ongoing monitoring stages. This is compounded by competitive pressures, greater 
globalization and increasingly complex supply chains.

of third parties are not subject to due diligence checks, according 
to our survey respondents. This is six percentage points higher 
than when comparing the results for the same countries in our 
2016 survey

43%

of respondents are not fully monitoring third parties for  
ongoing risks60%
of respondents agree that the economic climate is encouraging 
organizations to take regulatory risks in order to win new business63%

53% of respondents say that they would report a third-party breach 
internally and only 16% would report it externally

TAKING ACTION
Better data, greater innovation and new forms of collaboration hold the key to reducing  
third-party risk. Building greater transparency and resilience into supply chains is also crucial.

37% of respondents believe that a lack of data is a problem they face 
in identifying risks within their supply chain 

93% say that spending increased after an enforcement action related 
to third-party risk

62% of respondents do not know how many third parties they engage 
are outsourcing work to others

DRIVERS AND BLOCKERS
Despite greater regulation and stronger enforcement action, organizations are struggling 
to gain visibility of all third-party risks to enable appropriate action to be taken. Green 
and environmental crime risks are rising but require more accurate analysis.

61% say that prosecution would be unlikely if they breached third-
party related regulations

25% of an organization’s corporate value would be lost as a result of 
a regulatory breach, according to our survey respondents

50% say they know of an enforcement action being taken against 
their company in relation to a third-party risk
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Winning new business is a 
priority and as a consequence 
we might breach regulations

There is a perception that 
we’re unlikely to be prosecuted
if we did breach regulations

The current economic climate
is encouraging organizations to 
take risks with regard to regulations 
in order to win new business

15%

3%

15%

34%

33%

15%

3%

21%

36%

25%

10%

4%

23%

37%

25%

Don’t know

Strongly disagree

Slightly disagree

Slightly agree

Strongly agree

1 | THE REAL PICTURE  
RISK EXPOSURE IS INCREASING 
BUT DUE DILIGENCE IS NOT  
KEEPING PACE

Setting the scene
To understand the full picture, first we need to consider the 
background. Organizations have a high volume of third-party 
relationships across their global operations, with our survey 
revealing that the average number is 9,735. The benefits of such 
arrangements can outweigh the risks (Fig. 1.1), with nearly two-
thirds (63%) of respondents agreeing that the economic climate is 
encouraging organizations to take regulatory risks in order to win 
new business. The imperative for this is clear, with 74% saying that 
third-party relationships have allowed their company to be more 
flexible and competitive.

Figure 1.1: Level of agreement with key statements

What is your level of agreement with the following key statements? 
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Total U.S.

Hong Kong

Russ
ia UK

S. A
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a
China

Netherla
nds

Sau
di A

rab
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India

Fran
ce

Austr
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a

Germ
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y

Can
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a
Spain

Braz
il

Singap
ore

Mean 2020 (trended countries): 57%
Mean 2016: 62%

57% 66% 63% 63% 63% 62% 59% 58% 57% 57% 57% 54% 53% 53% 53% 50% 48%

2016 62% 74% 66% 65% 58% 65% 65% 51% 56% 62%/ / / / / / /

SCREENING SHORTFALL
The factors previously mentioned contribute to our key survey finding 
(see Fig. 1.2) that, on average, 43% of third parties are not subject to due 
diligence checks by our respondents. This is six percentage points higher 
than when comparing the same countries in our 2016 survey.

Over the same period, the average number of third-party relationships 
has increased by 3%, suggesting that organizations are struggling to 
maintain standards while dealing with the greater volume and complexity of 
relationships in an increasingly interconnected world. 

From a regional perspective (Fig 1.2), set against the global average of just 
57% of third parties undergoing due diligence, the U.S. was the strongest 
performer with 66% and Singapore brought up the rear with 48%. In terms 
of industries, automobile parts/industrial engineering (60%), TMT (60%) and 
financial services (60%) led the way, while industrials (54%), construction 
(53%) and healthcare (50%) were the worst performers in terms of due 
diligence. The latter figure is of particular concern in light of the COVID-19 
pandemic, with the extraordinary demand for medicines and medical 
equipment creating an environment in which fraudsters can flourish. 
Looking at the results in relation to company size, the global figure for due 
diligence was 61% for large corporations compared to 54% for SMEs.

Figure 1.2: Percentage of due diligence on third parties

Approximately what percentage of your third parties has your organization conducted due diligence on? (Please select one response)
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Figure 1.4: Likelihood to report if a third-party is caught breaching regulation, by country

If you came across a third party you’re working with that breached regulations, what would you most likely do? (Please select one 
response)

53%

78%

72%

62%

56%

55%

55%

54%

53%

52%

49%

48%

48%

43%

42%

42%

39%

16%

8%

12%

16%

13%

16%

10%

14%

20%

11%

21%

4%

26%

18%

16%

30%

16%

Total

China

Singapore

Hong Kong

Germany

India

Brazil

USA

Australia

Saudi Arabia

United Kingdom

France

Netherlands

South Africa

Russia

Canada

Spain
Report it internally
Report it externally

Trended countries
Total 2020: 71%
Total 2016: 77%

41%

14%

6%

39%

Don’t know

Not at all

Partly
Fully

REPORTING BREACHES
Risks can only be fully understood by organizations, industries and their regulators if 
breaches are reported. Yet our survey reveals that only 53% of respondents would 
report a third-party breach internally and only 16% would report it externally.

From a regional perspective (Fig. 1.4), those in China are most likely (78%) to report a 
breach internally but are among the least likely (8%) to do so externally. Canada tops the 
survey for reporting breaches externally (30%), while France is lowest with 4%. In terms 
of sectors, Retail leads the way with 24% of respondents claiming to report breaches 
externally while the professional services industry is the least likely at just 12%.

Figure 1.3: Management risk with third parties

What steps does your company current take in regards to managing the third-party onboarding 
process?

ONGOING MONITORING
It is vital to conduct due diligence, not only during onboarding 
but also to regularly revisit and review risk levels. Yet 60% of 
respondents say they are not fully monitoring third parties for 
ongoing risks (Fig. 1.3), which does represent a small improvement  
of four percentage points when comparing the results for the same 
countries in our 2016 survey.
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Proportion of respondents who consider 
these regions high/medium risk

Sub-Saharan Africa

Middle East and North Africa

South Asia

Russia CIS

South East Asia

South America

Central America

Eastern Europe

North Asia

Australasia

North America

Western Europe 86%86%

79%79%

77%77%

77%77%

75%75%

75%75%

74%74%

69%69%

67%67%

66%66%

62%62%

59%59%

REGIONAL RISK LEVELS 
Sub-Saharan Africa has the highest level of third-party risk (as shown in 
Fig. 1.5), according to all survey respondents, with 45% of respondents 
classing it as high risk. This seems to match the reality, as it was also 
rated high risk by 46% of those with third-party relationships in the region. 
Australasia (20%) and Western Europe (20%) were rated the least risky, just 
ahead of North America (22%) and Eastern Europe (22%). Generally, large 
companies considered all regions less risky than their SME counterparts. 
The biggest exception to this was for Russia CIS, where 28% of SMEs 
considered it a low-risk region, compared to only 19% of large enterprises.

Figure 1.5: Risk levels in third-party regions

How would you generally rate the risk level of having third-party relationships in each of the following regions? Sum: high/
medium risk
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2 | DRIVERS AND BLOCKERS

GREATER REGULATION AND STRICTER 
ENFORCEMENT ACTIONS ARE NOT HAVING  
THE DESIRED EFFECT

Regulation is a deterrent, but not always feared
Organizations are operating in a more highly regulated environment today than they were  
during our 2016 survey. This can be illustrated by the fact that companies received penalties  
totaling a record US$2.9 billion in 2019 under The Foreign Corrupt Practices Act (Fig. 2.1).

Figure 2.1: Foreign Corrupt Practices Act Enforcement Actions
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As illustrated in Fig. 2.3, while the vast majority 
say that they use global regulations like the U.S. 
Foreign Corrupt Practices Act (77%), the Fifth 
Anti-Money Laundering Directive (69%) and the 
UK Bribery Act (67%) to inform their decisions 
on third-party risk management, that still leaves 
significant minorities who do not.

Figure 2.3: Total: Informing third-party risk management

Which of the following guidelines, legislations, frameworks and standards do you use to inform your decisions on third-party risk 
management? (Please select one column response for each row)
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29%
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25%
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25%

23%
20%
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26%

40%39%
31%

Yes – our organization

Yes – a peer organization

Figure 2.2: Enforcement action

Has your organization or a peer organization had an enforcement action in relation to third-party risk that you’re aware of? (Please 
select all that apply)

This picture of active and effective regulators is 
supported by our survey, with 50% of respondents 
saying that they know of an enforcement action 
against their company in relation to a third-party 
risk (Fig. 2.2). However, this has decreased by 2% 
for the countries surveyed in 2016, suggesting that 
although regulation has become tougher, so has 
the size of the challenge.
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TAKING ACTION OR
TALKING ACTION?
Transparent Environmental, Social and
Governance data, covering 400+ metrics.
Get a more detailed picture.
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Figure 2.4: Negative impact of third-party regulatory breaches

If your organization or third parties breached regulations, what do you think the negative impact would be on corporate value? (Please select one response)

0%

5%

10%

15%

20%

25%

30%

0% 
No impact

5% 10% 15% 20% 30% 40% More than 
50%

Percentage loss in corporate value

Total mean: 25%
Food/drink: 26%
TMT: 27%
Financial services:  28%
Oil/Gas/Energy/Utilities: 24%
Industrials: 24%
Construction: 25%
Professional services: 27%
Retail: 21%
Automobile and parts: 25%

2.4

Just over six in 10 (61%) of survey respondents believe that 
prosecution would be unlikely if they breached third-party related 
regulations. This is despite the perception that, if they did get 
caught in a regulator’s crosshairs, the impact could be catastrophic. 
When asked about the negative impact on corporate value if their 
organization or third parties breached regulations, the average 
estimate was 25% (Fig. 2.4). In other words, a quarter of their 
organization’s share price could be lost. 

The impact was calculated to be even higher in the financial 
services sector (28%) and lowest in retail (21%). When we asked 
institutional investors globally about the extra corporate value they 
would attribute to a company with a high environmental, social, and 
governance (ESG) rating, the mean was 36%. 
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Protect your company from reputational damage 45%

43%

41%

41%

35%

32%

29%

23%

20%

19%

16%

11%

2%

3%

Protect your company from financial damage

Ensure your third parties are being compliant with regulations

Compliance with regulations

Ensure operational e�ciency

Corporate social responsibility

Sustainable supply chain

To be seen as a good employer

Turn your supply chain into a competitive advantage

Data security

Loss of IP

Political pressure from lobbyists or activists

Other

None

Figure 2.5: Total: Reasons to conduct due diligence on third parties

Which of the following do you consider are particularly important reasons the conduct due diligence on third parties? (Please select all that apply)

Reputational and financial risks dominate
When asked to identify the most important reasons to carry out due 
diligence on third parties (Fig. 2.5), 45% said it was to protect themselves 
from reputational risk and 43% cited financial risk, both marginally ahead 
of ensuring regulatory compliance at 41%. These three reasons far 
outweighed the additional benefits to organizations from carrying out 
effective due diligence. Fewer respondents believed that due diligence 
on third parties could bring organizational benefits, such as being seen 
as a good employer (23%) or ensuring operational efficiency (35%). 

Since the COVID-19 pandemic, the wider organizational benefits of 
good supply chain risk management have become even more apparent, 
particularly around improving resilience through diversifying suppliers.
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Growing awareness of green risks –  
but more clarity is needed
Whether an organization wants to make sure it meets its own corporate social and governance (CSR) standards, 
avoids unwittingly supporting green crime or ensure that its ESG position satisfies the requirements of ethical 
investors, third-party relationships can play a key role. 

Awareness of green regulations appears to be high (Fig. 2.6) with, for example, The Illegal Logging Prohibition Act 
(64%) and Conflict Minerals Rule (67%) being regularly used to inform decisions on third-party risk management. And 
as a driver for conducting due diligence, CSR (32%) and supply chain sustainability (29%) are identified as being 
important by nearly a third of respondents. The use of green regulations to inform decisions on third party risk 
management has increased compared to when we asked the same countries 4 years ago. Meanwhile, CSR and a 
sustainable supply chain were considered similarly important reasons to conduct due diligence on third parties when 
compared to 2016.
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UK
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Germany
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TMT

Financial Services

Industrials
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Retail

Large companies

Medium companies
Small companies

38% 62%

36% 64%

35% 65%

34% 66%

33% 67%

32% 68%

32% 68%

27% 73%

23% 77%

34% 66%

29% 71%

28% 72%

43% 57%

42% 58%

41% 59%

40% 60%

40% 60%

39% 61%

35% 65%

34% 66%

32% 68%

31% 69%

25% 75%

25% 75%

25% 75%

22% 78%

20% 80%

12% 88%

Consider CSR as an important reason to conduct DD

Do not consider CSR as an important reason to conduct DD

Figure 2.6: Those who consider CSR as an important reason to conduct DD

Which of the following do you consider are particularly important reasons to conduct due diligence on third parties? (Corporate Social Responsibility)  
(Please select all that apply)

Nearly six in 10 
(57%) suspect 
listed companies of 
‘greenwashing’ by 
providing misleading 
environmental 
credentials.
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Figure 2.7: Illegal activities

Do you know of suspect any of your third-party suppliers or their suppliers have been involved in any of the following? 

65%

Total
U.S.

Brazil
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FranceSingapore
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Hong Kong
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Russia
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Canada

57%

52%
73%

75%

38%

45%

61%
59%

46%

83%

88%

73%

82%

85%

59%

67%

A substantial 65% of 
respondents know or  
suspect that third parties they 
conduct business with may 
have been involved in a range 
of illegal, environmentally 
damaging activities (Fig. 2.7). 
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Figure 2.8: Sustainable Development Goals (SDG)

Which of the SDGs is your company actively trying to support? (Please select all that apply)

40%30%

Goal 1: No poverty

Goal 2: Zero hunger

Goal 3: Good health and well-being 

Goal 4: Quality education

Goal 5: Gender equality

Goal 6: Clean water and sanitation
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Goal 8: Decent work and economic growth

Goal 9: Industry, Innovation, and Infrastructure
Goal 10: 

Reducing 
inequalities

Goal 11: Sustainable cities and communities

Goal 12: Responsible consumption and production

Goal 13: Climate action

Goal 14: Life below water

Goal 15: Life on land

Goal 16: Peace, justice and 
strong institutions

Goal 17: Partnerships for the goals 

None

35%

33%

27%

27%

23%
22%

17%16%
15%

17%

12%

17%

17% 11%

6%

20%

Yet, while almost 94% of respondents say that their 
organizations support at least one of the UN sustainable 
goals (Fig. 2.8), it’s notable that climate action (17%) falls well 
behind health at 40%, education at 35% and gender equality 
at 33% in terms of priorities.
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Figure 2.9: Suspicion of companies involved in ‘greenwashing’

Approximately what percentage of listed companies would you accuse of ‘greenwashing’ (misleading company 
environmental credentials)?

7%

0% – None
10%
20%
30%
40%
50%
60%
70%
80%
90%

100% – All
9%

14%

10%
14%

14%

10%
11%

8%
3%

1%

Mean: 57%

One reason for the mixed messages may be a lack of certainty over green 
credentials in the view of global institutional investors. Nearly six in 10 (57%) 
suspect listed companies of ‘greenwashing’ by providing misleading environmental 
credentials, and 84% think this is becoming increasingly common (Fig. 2.9).  
This demonstrates the need for independent and robust due diligence.
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Figure 2.10: Opinions on current non-financial reporting

How strongly do you agree or disagree with the following statements with regards to the following? (Please select one column response for each row)

Respondents to our survey of institutional investors are clear that action needs to be 
taken in this area, with 90% saying that governments should regulate and set targets 
for non-financial reporting (Fig. 2.10). And 81% agree that the private sector has failed 
to implement a trusted and standardized non-financial reporting process for investors. 
If organizations lack clarity over how to evaluate the environmental risks associated 
with third parties, the danger is that they are less likely to measure and monitor them.

Governments should regulate
and set targets for non-financial

reporting by companies

Companies don’t report on
non-financial aspects that might be

considered unfavorable

Greenwashing misleading company
environmental credentials

is increasingly common

The private sector has failed
to implement a trusted and
standardized non-financial

reporting process for investors

50% 39% 8% 3%

40% 49% 8% 3%

40% 44% 12% 4%

40% 41% 17% 3%

Strongly agree Slightly agree Slightly disagree Strongly disagree
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WHAT IS GREEN CRIME?
Green crime involves illegal activity that not only directly 
harms the environment but threatens our wildlife, impacts 
business supply chains, and poses a threat to security and 
stability around the world. 

In addition to environmental crime and wildlife trafficking, 
green crime also includes the flouting of regulations 
designed to prevent harm to the environment.

The consequences of green crime are far-reaching and 
it is gaining the attention of law enforcement agencies, 
regulators and, more recently, the technology sector.  
The European Union (EU) has included environmental 
crime as a predicate offence under the 6th EU Anti-Money 
Laundering Directive (6AMLD), and the new Financial 
Action Task Force’s (FATF) priorities for 2020 will focus  
on the illegal wildlife trade. TH
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“ Everyone’s security 
relies on global 
collaboration.”

COVID-19 is a social and public health crisis of a magnitude most 
of us have never seen, nor could have imagined. It is of no surprise 
that criminals have already taken advantage of the fear and 
vulnerability which this pandemic has brought.

Law enforcement agencies worldwide, like all public and private 
sector bodies, are facing unprecedented challenges and 
pressures; in particular, new ways of policing in response to a 
significantly altered working environment and responding to 
evolving types of COVID-19-linked criminal activity.

In recent months, we have seen a significant increase in criminal 
activities in cyberspace, particularly fraud schemes relating 
to personal protective equipment, vaccines, self-testing kits, 
protective sprays and other health products.

When life-saving products or a vaccine are available, demand will 
soar resulting in a parallel increase in theft and counterfeiting of 
these important medicines. We will all need to be ready. INTERPOL 
is already looking at how we can assist countries to effectively 
track legitimate stocks of medical goods, or prevent their diversion.
Similarly, the likelihood of organized crime groups infiltrating the 
legitimate economy should not be underestimated.

The danger already existed before the confinements began,  
as mafia organizations have long invested in essential activities 
such as the agro-food sector, the supply of medicines and medical 
equipment, road transport, funeral services, cleaning services and 
waste disposal.

The amount of cash capital they have means these organizations 
are well placed to offer assistance such as guaranteeing payments, 
or offering loans to struggling companies.

Ensuring that post-emergency stimulus packages remain within 
legitimate circuits and do not end up increasing the financial  
power of mafia-type organizations is also crucial and will require 
close oversight.

When this pandemic ends, although we will be operating in a 
radically changed environment, the importance of public/private 
sector cooperation will not have changed. The unique global role 
of INTERPOL will not have changed.

INTERPOL remains committed to our vision of connecting police for 
a safer world, especially as COVID-19 has made it clear that more 
than ever, everyone’s security relies on global collaboration.

INTERVIEW
GLOBAL POLICING CHALLENGES 
IN THE COVID-19 WORLD
Jürgen Stock, Secretary General, INTERPOL
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While third-party due diligence practices are core elements 
of the Foreign Corrupt Practices Act 1977 (FCPA) and other 
prominent anti-bribery standards, they tend to focus on 
distributors, sales agents and advisers. Supply chain risk is 
often managed by distinctly separate teams and processes 
and is usually based on self-reported information backed 
by limited, on-site audits that focus on environmental and 
social performance. 

This two-track process has become untenable. Public 
scrutiny of supply chain practices has increased, regulation 
of modern slavery and trafficking has advanced, and 
the connections between corporate responsibility and 
regulatory compliance have grown far clearer. Drawing 
a firm distinction between regulatory requirements on 
one hand and environmental and social performance 
on the other isn’t practical; after all, a supplier that treats 
employees poorly or violates environmental standards is 
more likely to disregard anti-bribery provisions as well. 
This makes a strong case for a due diligence process that 
considers environmental, social, and governance issues in 
a more holistic manner, bringing more rigor to disclosure 
on environmental and social performance evaluation, 
incorporating regulatory risk, and understanding the 
relationships between these issues. 

It is understandable that, as this survey shows, companies 
seem overwhelmed by the scale of the oversight 
challenge, particularly given their need to look deeply 
into the entire supply chain, not just the first tier. They 
are hard-pressed to manage cost and volume. Growing 
transparency is a cause for optimism, but companies today 
are struggling over a lack of consensus on what good 
supply chain oversight looks like – and how far they need 
to go to meet expectations. Suppliers are themselves 
calling for additional support and assistance from large 
customers regarding integrity challenges, particularly 
in countries with endemic corruption, but the large 
multinationals with the capacity and negotiating power to 
help them worry about regulatory exposure. 

What will change require? We need to commit to a more 
realistic conversation that includes investors, regulators, 
companies, and civil society, and we need to build a model 
that includes the rigorous data analysis afforded by the 
best third-party oversight tools and also the engagement 
and capacity-building of the best supply chain-engagement 
practices. This would help us build more effective, 
transparent, collaborative value chains. This is what lies  
in everyone’s best interest – now and in the future.

“ This two-track 
process has 
become  
untenable.”

INTERVIEW
AN INTEGRATED, ETHICAL APPROACH 
TO THIRD-PARTY RISK
Alison Taylor, Executive Director, Ethical Systems
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In my role as an Ambassador to the Royal Foundation’s 
United for Wildlife Financial Taskforce, I see first-hand 
how many people in the corporate world, both in financial 
institutions as well as businesses involved in, for example 
transport and logistics, are committed to raising their 
response to combatting wildlife crime. Many of these are 
also involved in combating other areas of green crimes 
as our ‘environment’ is targeted by criminal enterprises 
for financial gain. This genre of crimes is not abstract and 
accounts for significant and growing levels of criminal 
activity at the same time as robbing countries who are 
least able to respond to biodiversity loss and protect  
local essential resources, on an industrial scale.

That’s why I was disappointed to see the results 
from Refinitiv’s report, which reveals that just 26% of 
respondents are knowledgeable about environmental 

crime and its associated risks, whilst at the same time 
65% of respondents know or suspect that third parties 
they could be dealing with may have been involved in 
illegal or environmentally damaging activities. These 
numbers reflect the reality that more needs to be done, 
and quickly. There are a number of ways that awareness 
and knowledge of the threats from green crimes can 
be improved, as well as strengthening due diligence on 
third-party relationships. 

This is why I welcome Refinitiv’s work to shine a brighter 
light on this increasingly important issue and their 
ability to support corporates that want to better protect 
themselves – and in so doing reduce the scope for 
criminals to do business with legitimate enterprises.

“ These numbers 
reflect the reality 
that more needs  
to be done,  
and quickly.”

INTERVIEW
RAISING OUR RESPONSE TO 
WILDLIFE CRIME
John Cusack, Financial Crime Fighter, focused on Green Crimes 
including wildlife crime and human trafficking
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“ The issues that these 
regulations seek to 
combat persist.”

INTERVIEW
GREATER ENFORCEMENT ACTION  
IS REQUIRED
Tom Keatinge, Director of RUSI’s Centre for Financial Crime and Security Studies

This new Refinitiv third-party risk survey makes depressing 
reading.  Every year, the business operating environment 
becomes more heavily regulated; the responsibilities 
placed on business proliferate yet the issues that these 
regulations seek to combat persist. And they persist 
because the implementation of these regulations is lacking; 
not entirely, but given the extent to which the range of global 
threats considered in this survey continue unchecked, the 
contribution made by industry can clearly go further.

Despite the importance placed by institutional investors on 
adherence to ESG standards, this survey reveals that nearly 
two-thirds of respondents do not believe they would be 
prosecuted if they breach third-party related regulations.  

A further striking finding is that the most important reason 
to carry out due diligence on third parties is revealed to 
be company-centric: protecting from reputational and 
financial risks, well ahead of addressing wider societal and 
environmental issues. 

Finally, perhaps most shocking is the revelation that 
institutional investors believe that nearly 60% of listed 
companies are ‘greenwashing’ by providing misleading 

environmental credentials, and 84% think this is becoming 
increasingly common.

So, what should we take away from this valuable survey?  
In short, there is much to do if businesses are to be the 
forces for good – not just profit – that many claim to be. It 
also shows us the importance of states and their industry 
supervisors and regulators auditing the implementation 
of regulations and taking meaningful enforcement action 
against those companies that fall short. The past penalties 
issued against banks for compliance failings and against 
chemical or extractive companies for environmental damage 
have driven major upgrades in standards. Likewise, those 
within the industry that genuinely care must drive change.  
If industry groups develop third-party required standards 
that exclude those that fall short from their combined supply 
chain, standards will inevitably rise.

If the COVID-19 pandemic crisis teaches us just one thing, 
it is the importance of maintaining values in the way we 
engage with society and the environment. This latest  
third-party risk survey suggests there is plenty more work  
to be done.
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Enhanced  
due diligence
Enhance. Simplify. Protect.
Advanced background and integrity checks on 
any entity or individual, anywhere in the world.
Protect your reputation, meet regulatory 
obligations and understand exactly  
who you are doing business with.

refinitiv.com/edd
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Fully Partly Not at all Don’t know

3 | TAKING ACTION
INNOVATION AND COLLABORATION CAN HELP 
ORGANIZATIONS RISE TO THE CHALLENGE

Current procedures
When asked what actions their company currently takes to manage third-party risk (Fig. 3.1), only around half 
(51%) say that they have procedures fully in place for third-party compliance, leaving 45% with procedures only 
partly in place or not at all. The next most likely action is training and education for staff, with 43% having fully 
implemented this and 51% only doing so partly or not at all. Clearly, this leaves room for improvement.

Figure 3.1: Managing risk with third parties

What steps does your company currently take in regards to managing risk with third parties in your supply chain? (Please select one column response for each row)

Only 42% say that they keep fully abreast 
of regulatory information, which is a cause 
for concern given that 68% think that the 
amount of regulatory information published 
by regulators over the next 12 months will 
increase. Just over two-thirds (67%) say 
that although they know where risks may 
materialize, they struggle to employ the 
processes necessary to detect them.
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Figure 3.2: Determining further due diligence

How do you determine if further due diligence needs to be conducted on a third-party? (Please select all that apply)

Drivers for due diligence
The most common lever for carrying out further due diligence 
(as shown in Fig. 3.2), is the high value of the supplier to the 
organization (44%) and a traffic light system based on industry/
sector (39%). More holistic factors such as political exposure (36%) 
and jurisdiction/country risk (32%) rank lower, with the retail sector 
(18%) well below average for the latter. In the professional services 
industry, 6% say that they do not screen for risks at all, twice the 
overall average of 3%. This suggests that organizations need to 
deepen and broaden their approach to due diligence. 
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4%

3%

27%

32%

35%

45%

50%

None

Other

Directors

Subsidiaries

Ultimate Beneficial Ownership

Parent company

Company

Figure 3.3: Level of third-party ownership structure currently screened

What level of third-party ownership structure would you typically screen? (Please select all that apply)

Screening activity and knowledge of risks
When it comes to what level of the third-party ownership structure is 
screened, 45% screen the parent company, but only 35% investigate 
Ultimate Beneficial Owner (UBO) and just 32% delve into subsidiary level 
(Fig. 3.3). 
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3%
2%

8%
9%

12%
13%

15%
15%
16%

17%
18%

22%
24%

26%
26%

27%
28%
28%
28%

31%
35%

39%

None
Other

Ultimate Beneficial Owner
Land grabbing

Slavery and forced labor (including child labor)
Problematic vendor M&A

Natural disasters
Epidemics/pandemics

Geopolitical risks
Intellectual Property Infringement

Market conditions (e.g., commodities prices)
Product/service quality

Conflict minerals
Environmental crime (e.g., pollution, emissions, natural resources)

Financial health
Fraud

Anti-competitive practices
Customer dependency

Financial crimes and sanctions
Counterfeit goods

Bribery and corruption
Data breaches/IT security

Figure 3.4: Knowledge levels of various risks

Which of the following risks are you sufficiently knowledgeable about? (Please select all that apply)

These gaps in screening are mirrored by knowledge gaps, 
with less than four in 10 claiming that they have sufficient 
knowledge on any of the major elements of risk for their 
company (Fig. 3.4). The risks that they have most knowledge 
of are data beaches and IT security (39%) followed by bribery 
and corruption (35%). 
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Total
U.S.

Brazil

China

India

Australia

UK

Germany

FranceSingapore

Spain

Hong Kong

S. Africa

Russia

Saudi Arabia

Netherlands

Canada

Epidemics/pandemics

15%

13%
19%

26%

16%

11%

9%
8%

7%

11%

18%
24%

20%

8%

16%

22% 18%

Figure 3.5: Knowledge levels of epidemics/pandemics, divided by country

Do you feel that you are sufficiently knowledgeable about levels of epidemics/pandemics? 

Pandemic risks
In light of COVID-19, it is notable that respondents in China scored their knowledge of risks related to 
epidemics and pandemics above that of any other region (Fig. 3.5). This may reflect the fact that, at 
the time the survey was conducted, the majority of reported COVID-19 cases were in China. However, 
levels of awareness were universally low, with just over a quarter (26%) of China respondents confident 
that they had sufficient knowledge of the risks associated with pandemic and epidemics, compared to 
only 15% globally.
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Lack of data available

Resource constraints including
budget and time

Limited knowledge of the risk

Di�cult to document risk profile
in supplier management system

Lack of support/prioritisation 
at a board level

Disjointed onboarding workflow around 
questionnaire and documentation

Di�culty determining
mitigation actions

Ongoing monitoring for new risks
once a third-party is onboarded

Staying on top of
regulation updates

Sharing risk information across
di�erent functions within

your company

Building up a holistic view of
risk for a third-party

37%

32%

31%

30%

30%

27%25%

24%

24%

20%
14%

Figure 3.6: Main challenges of implementing the right approach to identifying risk

What challenges does your company currently face in implementing the right approach to indentifying risk within your supply chain? (Please select all that apply)

The resources needed to reduce risk
Given the sheer volume of third parties that our respondents 
engage with, it’s perhaps not surprising that resources are a 
key issue. Nearly a third (32%) cited a lack of time and money 
as constraining their ability to identify risks (Fig. 3.6). 
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a
Spain
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Singap
ore

41%

52%

66%

30%

61%

37%

53% 52%

44% 39%

9%

50%

43%

40%

60%

39% 39% 38% 36% 35% 34%

24% 20% 19% 17%

54% 57% 55% 62%

56% 53%

63% 66% 62% 72%

7% 6% 5%
3% 9%

5%
12% 14%

17%
11%8%5%3%6%

Increased significantly Increased slightly Not increased Don’t know

Figure 3.7: Changes to spending on compliance

How has this changed the amount your organization spends on compliance? (Please select one response)

However, the cash is clearly available after the event, with a much larger 93% saying that 
spending increased after an enforcement action related to third-party risk (Fig. 3.7).
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Trended countries
Mean 2020: 57%
Mean 2016: 59%

62%

81% 74% 73% 71% 69% 66% 64% 62% 61% 60% 59% 57% 56% 53%
43% 39

%
38%

Figure 3.8: Knowledge of the extent to which third parties outsource work

How strongly do you agree or disagree with the following statement? “We do not know the extent third parties are outsourcing our work.”

Supply chains, COVID-19 and the data challenge
Complex global supply chains can create competitive advantages for businesses and cut 
costs for consumers, but they also carry risks. The key to managing these is having clear 
sight of, and doing due diligence on, all levels of the supply chain. Yet, our survey reveals that 
62% of respondents do not know the extent to which third parties are outsourcing work  
(Fig. 3.8). For the countries surveyed in 2016, this has decreased from 59% to 57%.
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COVID-19 has further exposed the fragility of supply chains and the important role 
that due diligence can play in identifying and managing the risks that threaten 
their stability. These include country risk and jurisdiction risk, as well as the 
concentration risk of overexposure to vendors or geographies. 

COVID-19 is likely to be a key driver for organizations to build greater visibility and 
resilience into their supply chains. This new focus will encourage organizations to 
more thoroughly assess and mitigate supply chain risks and increase actions taken 
in all aspects of third-party due diligence.

Yet, in doing so, they must overcome the data challenge. In our survey, 
respondents say the biggest problem they face in identifying risk within their 
supply chain is lack of data (37%). This is significant because good quality data is 
crucial to unlocking the potential of the emerging technologies that can speed up 
compliance processes and better identify risks.

“ Lack of data 
is the biggest 
obstacle to 
identifying third-
party risk within 
supply chains.”
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RISING TO THE 
CHALLENGE
Refinitiv offers a full third-party risk solution that enables our customers to have 
an effective mitigation program from the initial screening and due diligence 
stages through to onboarding of their third parties. Our evolved approach to 
helping organizations to mitigate legal and regulatory risks uses a wide variety 
of trusted assets and leverages our breadth and expertise to assist with the 
identification of risks when conducting business with third parties across many 
use cases or operations, including:

• Screening: Check our market-leading World-Check Risk Intelligence 
database consisting of millions of records on individuals, entities and vessels 
to help identify potential risks in business relationships and networks. 

• Screening as a managed service: We offer a managed screening service 
to carry out the screening and remediation on an organization’s behalf. 
This allows our customers to reduce the overall costs of operations and 
resources dedicated to third-party risk management.

• Country risk: Determine any geopolitical, social and economic risks 
associated to the country in which the third parties are based. 

• Enhanced Due Diligence: Detailed background reports on any third-party 
can assist in protecting against regulatory and reputational damage. Request 
specialized ESG reports.

• Qual-ID: Leveraging the World-Check Risk Intelligence data, Qual-ID 
helps uncover financial crime-related risk alongside a powerful identity 
network. Organizations can verify identification from trusted sources, proof 
legal documents, and screen for regulatory and financial risk – all in one 
transaction, via one API.

• API to partners: We have partnered with market-leading third-party software 
providers whose solutions can be integrated with our suite of products and 
services.
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CONCLUSION
Our interconnected business world not only increases the risks that an organization 
is exposed to through their third parties but also presents greater challenges in 
identifying and managing those risks. 

That may explain why, despite stronger regulation and more powerful enforcement 
actions, organizations are less likely to carry out due diligence on third parties now 
than they were in our 2016 survey. 

Failings in due diligence – whether at onboarding or ongoing monitoring – were 
made clear by the sudden escalation of COVID-19, exposing the cross-border 
vulnerability of supply chains and the limitations of business continuity plans. 

The good news is that action is already being taken. More resources and greater 
technological innovation are helping organizations to get a clearer picture of 
risk. But more needs to be done. Although respondents cite a lack of data as the 
biggest challenge in identifying supply chain risk, the sheer volume of data when 
managing third-party risk can overwhelm organizations if not handled correctly.

The right tools are needed to structure and streamline that data in order to find the 
signal in the noise and pinpoint areas of higher risk. Here, it is clear that at Refinitiv 
we have a key role to play in helping organizations to rise to this challenge and 
unlock the full potential of innovation.

Our ESG data covers nearly 70% of global market cap and over 400 metrics, 
putting us in a strong position to help organizations address challenges, 
highlighted in our survey, to monitoring third parties’ environmental performance. 
But this also requires collaboration. Refinitiv has joined The Future of Sustainable 
Data Alliance (FoSDA), which is working in partnership with the World Economic 
Forum to use data to drive the acceleration of sustainable finance.

Yet, as contributors from INTERPOL, RUSI, Ethical Systems and United For Wildlife 
make clear, the challenges that individual organizations face are often part of a 
broader problem – one that requires both consensus and concerted effort to 
address. We look forward to working with clients, regulators and industries across 
the world to close the gaps that are exposed by this report. 

Join the conversation #FightFinancialCrime 

TH
E 

RE
AL

 R
IS

KS
: H

ID
D

EN
 T

H
RE

AT
S 

W
IT

H
IN

 T
H

IR
D

-P
AR

TY
 R

EL
AT

IO
N

SH
IP

S 



READ MORE FROM OUR  
RISK MANAGEMENT SERIES

Revealing the 
true cost of  
financial crime

What’s hiding in the shadows?

2018 SURVEY REPORT

INNOVATION 
 AND THE FIGHT  
 AGAINST 
 FINANCIAL  
 CRIME
How data and technology  
can turn the tide 

D
ATA-FIRST TH

IN
KIN

G
D

ATA-FIRST TH
IN

KIN
G

GLOBAL 
SUSTAINABLE 
DEVELOPMENT
FINANCIAL CRIME 
CONTINUES TO ENSURE 
THAT OUR EFFORTS  
MISS THE MARK

Edition 1 | Global Report
The true cost of financial crime

Understand the true cost of financial crime and its impact – not just on 
companies and governments, but also the humans victims exploited by 
criminal gangs which launder their gains through the financial system.

Read more

Edition 2 | Global Report
Innovation and the fight against financial crime

Discover the latest innovations – revealing how emerging technologies, 
trusted data and new collaborations are helping to turn the tide against 
financial crime.

Read more

White Paper
Global sustainable development

Discover how green crime, which is closely linked to corruption, 
organized crime and money laundering; can be mitigated through 
use of supply chain risk tools, ESG data and greater collaboration.

Read more

TH
E 

RE
AL

 R
IS

KS
: H

ID
D

EN
 T

H
RE

AT
S 

W
IT

H
IN

 T
H

IR
D

-P
AR

TY
 R

EL
AT

IO
N

SH
IP

S 



RE1142653/5-20

Visit refinitiv.comrefinitiv.com

 @Refinitiv  Refinitiv

Refinitiv is one of the world’s largest providers of financial markets data and infrastructure, serving over 40,000 institutions in approximately 190 countries. It provides leading data and 
insights, trading platforms, and open data and technology platforms that connect a thriving global financial markets community – driving performance in trading, investment, wealth 
management, regulatory compliance, market data management, enterprise risk and fighting financial crime.



e-Book A Compliance Week publication86 87

that her office in Miami has seized in excess of $450 
million from bank accounts located in United States. 
“This directly impacts the Southern District of Flori-
da,” which has seen its real estate market skyrocket 
out of control on direct account of corrupt proceeds.

Other indictments mention violations of the Foreign 
Corrupt Practices Act (FCPA). For example, Luis Motta 
Dominguez, former Minister of Energy, was charged 
in the Southern District of Florida for his alleged role 
in laundering the proceeds of violations of the FCPA in 
connection with his alleged receipt of bribes to award 
Venezuela’s state-owned and state-controlled electrici-
ty company, Corporación Eléctrica Nacional (Corpoelec), 
business to U.S.-based firms.

Nervis Gerardo Villalobos Cardenas, former Vice 
Minister of Energy of Venezuela, was charged in 
a 20-count indictment in the Southern District of 
Texas with conspiracy to commit money launder-
ing, money laundering, and conspiracy to violate 
the FCPA for his alleged role in an international 
money laundering scheme involving bribes paid 
by the owners of U.S.-based companies to Venezu-
elan government officials to corruptly secure ener-
gy contracts and payment priority on outstanding 
invoices.

Alysa Erichs, ICE acting executive associate direc-
tor for Homeland Security Investigations (HSI), said 
the “announcement highlights HSI’s global reach 
and commitment to aggressively identify, target and 
investigate individuals who violate U.S. laws, exploit 
financial systems, and hide behind cryptocurrency 
to further their illicit criminal activity.”

“Each indictment speaks for itself,” Barr said. 
“Some indictments are narco-trafficking. Some re-
late to drug trafficking, some to money laundering, 
some to other forms of corruption. The narco-traf-
ficking charges allege that this is a regime that has 
deliberately targeted the United States.”

Regarding the crimes involving corruption and 
money laundering, Maduro and his regime are us-
ing facilities in the United States to conduct criminal 
activity, Barr said. “It’s our responsibility to ensure 
that this doesn’t happen.” ■

The Department of Justice unsealed indict-
ments against Venezuelan President Nicolás 
Maduro and several high-ranking former 

and current members of his regime for alleged drug 
trafficking and money laundering crimes, as well as 
violations of the Foreign Corrupt Practices Act.

Attorney General William Barr announced charges 
against 14 current and former political and military 
leaders of Venezuela for narco-terrorism, drug traf-
ficking, and weapons charges, including against 
Maduro himself; Diosdado Cabello Rondón, head of 
Venezuela’s National Constituent Assembly; Hugo Ar-
mando Carvajal Barrios, former director of military 
intelligence; and Clíver Antonio Alcalá Cordones, a for-

mer general in the Venezuelan armed forces.
“The Venezuelan regime, once led by Nicolás 

Maduro Moros, remains plagued by criminality and 
corruption,” Barr said. “Today’s announcement is fo-
cused on rooting out the extensive corruption within 
the Venezuelan government—a system constructed 
and controlled to enrich those at the highest levels of 
the government.”

The U.S. government further alleges that Madu-
ro’s regime allowed Colombians linked to the Rev-
olutionary Armed Forces of Colombia—the People’s 
Army (known as FARC)—to use its airspace to fly 
cocaine through Central America to North America. 
“The United States will not allow these corrupt Ven-

DOJ indicts Venezuela 
President, others in regime
Jaclyn Jaeger looks at recent DOJ indictments against Venezuelan 
President Maduro and his regime for FCPA abuses and other crimes.

ezuelan officials to use the U.S. banking system to 
move their illicit proceeds from South America nor 
further their criminal schemes,” Barr said.

Led by Maduro, these cartel members worked to-
gether “to facilitate cocaine shipments” and “now 
stand indicted for using their political and military 
power to promote narco-terrorism for their personal 
gain and to the great detriment of the Venezuelan 
people,” said Geoffrey Berman, U.S. attorney for the 
Southern District of New York.

“As alleged, the Maduro regime is awash in cor-
ruption and criminality,” said Brian Benczkowski, 
assistant attorney general for the Justice Depart-
ment’s Criminal Division.

Others in Maduro’s regime have been charged with 
violations of the International Emergency Economic 
Powers Act (IEEPA) and the Foreign Narcotics Kingpin 
Designation Act (Kingpin Act), and a related conspir-
acy to defraud the U.S. Department of the Treasury’s 
Office of Foreign Assets Control (OFAC). The charges 
are contained in separate Superseding Indictments 
unsealed Thursday in Manhattan federal court

For example, in a criminal complaint unsealed in 
the Southern District of Florida, Maikel Jose Moreno 
Perez, current Chief Justice of the Venezuelan Su-
preme Court, was charged with money laundering 
for allegedly demanding tens of millions of dollars 
in bribes to illegally fix dozens of civil and criminal 
cases before his court. “Decisions in Venezuela are 
not decided on what is right and wrong,” said Ariana 
Fajardo Orshan, U.S. Attorney for the Southern Dis-
trict of Florida. “Decisions are based on whether you 
bribe the right person.”

In one case, Orshan said, the chief justice allowed 
the seizure of a General Motors auto plant, a compa-
ny worth an estimated $100 million in Venezuela, 
“all in exchange for a personal percentage of those 
proceeds,” she said. “This left thousands of Venezu-
elans without jobs.” In another example, the com-
plaint alleged, he has allowed people to steal millions 
of dollars from Venezuela’s state-owned oil company.

Make no mistake: This corrupt activity directly 
impacts the United States. For example, Orshan said 
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Lawrence Hoskins, a former executive of French 
power and transportation firm Alstom, was 
sentenced to one year and three months in 

prison for his role in a money-laundering scheme that 
prosecutors say was designed to promote violations 
of the Foreign Corrupt Practice Act. Hoskins was also 
fined $30,000, the Department of Justice announced.

The sentencing, handed down by Judge Janet Bond 
Arterton of the District of Connecticut, comes after Ar-
terton acquitted Hoskins on Feb. 26 on charges of vio-
lating the FCPA for his role in a foreign bribery scheme 
in Indonesia, while letting stand the money-launder-
ing charges. Federal prosecutors had sought a sen-
tence of up to nine years despite the acquittal.

During the November trial, prosecutors presented 
evidence that Hoskins, in his role as SVP for Alstom’s 
International Network, engaged in a conspiracy 
to pay bribes to officials in Indonesia—including a 
high-ranking member of the Indonesian Parliament 
and the President of Perusahaan Listrik Negara, the 
state-owned and state-controlled electricity com-
pany in Indonesia—in exchange for assistance in 
securing a $118 million contract, known as the Tar-

ahan Project, for Alstom Power and its consortium 
partner, Marubeni, to provide power-related services 
for Indonesian citizens.

To conceal the bribes, Hoskins and his co-con-
spirators, according to the evidence, retained two 
consultants to appear to provide legitimate con-
sulting services on behalf of Alstom Power in con-
nection with the Tarahan Project. Prosecutors also 
presented evidence that Hoskins repeatedly emailed 
and called U.S.-based co-conspirators regarding the 
scheme while they were in the United States, even 
though Hoskins himself never set foot in the United 
States during the scheme. Nevertheless, prosecutors 
had argued Hoskins violated the FCPA by acting as 
an “agent” of Alstom’s U.S. subsidiary for helping to 
arrange the bribes.

Disagreeing with the jury’s finding, Judge Arter-
ton said in her ruling that the court “harbors sig-
nificant doubt” that Hoskins “acted as an agent” of 
Alstom Power related to the Tarahan Project, “in the 
absence of persuasive evidence demonstrating that 
[Alstom Power] had authority to control Mr. Hoskins 
or that he agreed to be so controlled.” ■

Ex-Alstom exec gets prison 
time for money laundering
Jaclyn Jaeger explores the case of a former Alstom exec sentenced 

to 15 months in prison for a money laundering/FCPA scheme. 

Dietary supplement maker Herbalife said 
in a regulatory filing in May it has set 
aside a total of $123 million in accrued 

liability concerning an investigation into alleged 
violations of the books-and-records and internal 
controls provisions of the Foreign Corrupt Practices 
Act (FCPA) in China.

As first disclosed by the company in January 
2017, Herbalife reiterated in its latest quarterly re-
port that the Securities and Exchange Commission 
and the Department of Justice have been conduct-
ing investigations “mainly focused on the compa-
ny’s China external affairs expenditures, its China 
business activities, adequacy of, and compliance 
with, the company’s internal controls in China, and 
accuracy of the company’s books and records relat-
ing to its China operations.”

Herbalife said it “conducted its own review and 
implemented remedial and improvement measures 
based upon this review, including but not limited to 
replacement of a number of employees and enhance-
ments of company policies and procedures in China.”

In November 2019, two former Herbalife exec-
utives—“Jerry Li,” the former head and managing 
director of Herbalife’s China subsidiary, and “Mary 
Yang,” who formerly ran the external affairs depart-
ment of Herbalife’s China subsidiary—were charged 
with FCPA violations for bribing Chinese govern-
ment officials from around 2007 to 2017 to obtain 
and retain business and other benefits for the com-
pany and then trying to cover up the illicit payments.

Proposed settlement
As a result of discussions with SEC staff and the 
Justice Department, Herbalife said in the report it 
“has reached an understanding in principle with re-
spect to the material terms of settlement … relating 

to alleged activities that took place in 2006 through 
2016.” Based on these understandings, Herbalife 
said it would enter into an administrative resolution 
with the SEC concerning alleged violations of the 
books-and-records and internal controls provisions 
of the FCPA.

Additionally, Herbalife said it would separately 
enter into a deferred prosecution agreement (DPA), 
under which the Justice Department would defer 
criminal prosecution for a period of three years re-
sulting from a conspiracy by Herbalife to violate the 
books-and-records provisions of the FCPA. Among 
other things, the company said it would also under-
take compliance self-reporting obligations for the 
three-year term of the respective agreements with 
these agencies.

If Herbalife remains in compliance with the DPA 
during its three-year term, the deferred charge 
against the company would be dismissed with prej-
udice. In addition, Herbalife said it would agree to 
pay the SEC and Justice Department aggregate pen-
alties, disgorgement, and prejudgment interest of 
approximately $123 million. This would include $40 
million previously accrued and disclosed by Herbal-
ife in its annual report for fiscal year 2019.

“Final resolution of these matters is subject to 
negotiation of documentation satisfactory to all the 
parties,” Herbalife’s newest filing stated. It is also 
subject to final approvals by the company’s board of 
directors, the SEC, and the Justice Department. The 
DPA may also require court approval.

Herbalife said that while it believes, based on the 
foregoing terms, it’s nearing resolution of these mat-
ters, “there can be no assurance as to the timing or 
the ultimate terms of any final settlements, includ-
ing the principle terms discussed above, or that final 
resolutions will be reached at all.” ■

Herbalife nears $123M 
FCPA resolution

Dietary supplement maker Herbalife has set aside a total of $123M to 
settle violations of the FCPA in China. Jaclyn Jaeger reports.
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Cardinal Health, an integrated health-
care services and products company, has 
reached an $8.8 million settlement with 

the Securities and Exchange Commission for vi-
olations of the internal accounting controls and 
record-keeping provisions of the Foreign Corrupt 
Practices Act concerning the operations of its for-
mer Chinese subsidiary.

According to the facts laid out in the Feb. 28 ad-
ministrative order, Cardinal entered the Chinese 
market by acquiring the Chinese subsidiaries of a 
pharmaceutical distribution company in November 
2010 and rebranded the acquired entities as “Cardi-
nal China.” Between 2010 and 2016, Cardinal China 
served as the exclusive product distributor in the 
Chinese market for a large European dermo-cosmet-
ic company and administered marketing accounts 
on its behalf.

Additionally, as part of an administrative and HR 
service agreement with the dermo-cosmetic compa-
ny, Cardinal Health retained approximately 2,400 
employees on the company’s behalf, including sales 
and marketing employees who were responsible 
for promoting the sale of the dermo-cosmetic com-
pany’s products and interacted with employees of 
state-owned hospitals and retailers.

“Although the marketing employees were man-
aged day-to-day by, and reported to, the dermo-cos-
metic company, Cardinal China entered into em-
ployment contracts with the marketing employees, 
administered their payroll, and assumed other 
human resource and administrative functions for 
them,” the order stated. “Because Cardinal China 
received a distribution margin from the sales of 
the dermo-cosmetic company’s products, Cardi-
nal China profited from the marketing employees’ 
successful marketing efforts, including through 

improper payments made from the marketing ac-
counts.”

In the administrative order, the SEC describes 
several compliance failings by Cardinal and Cardinal 
China, described in more detail below.

Failure to train and oversee marketing employ-
ees: Even after determining that certain marketing 
accounts should be terminated because of “signifi-
cant FCPA-related compliance risks,” Cardinal in-
accurately assessed the risks of the arrangements 
with the dermo-cosmetic company as minimal, the 
order stated. As a result, employees didn’t receive 
FCPA and anti-bribery training. Nor were they over-
seen in their interactions with third parties in Chi-
na, the SEC said.

Failure to implement controls over marketing 
accounts: Without the authorization of Cardinal’s 
management, Cardinal China, at the request of the 
marketing employees, regularly made improper 
payments from the marketing accounts to govern-
ment-employed healthcare providers and employ-
ees of Chinese state-owned retailers to promote the 
sale of the dermo-cosmetic company’s products. 
“The improper payments took varied forms, in-
cluding cash, luxury goods, gift cards, and travel,” 
the order stated.

The order continued: “Due to Cardinal’s insuffi-
cient internal accounting controls, marketing em-
ployees were able to easily disguise these payments 
by channeling funds through complicit third-party 
vendors and by characterizing transactions with 
healthcare providers as payments to printing com-
panies for ‘production fees,’ and they were also re-
imbursed for high-value gifts based on falsified or 
incomplete documentation.”

Lessons from Cardinal 
Health’s FCPA settlement

Cardinal Health's recent FCPA settlement is a tale for prudent CCOs 
of how not to do business in China. More from Jaclyn Jaeger.

Failure to follow up on red flags that were iden-
tified: Shortly after acquiring Cardinal China in 
November 2010, Cardinal determined that Cardi-
nal China’s practice of administering marketing 
accounts for its suppliers created “excessive FC-
PA-compliance risks” because the accounts could 
be used by suppliers to facilitate surreptitious pay-
ments to government officials without Cardinal 
China’s knowledge. By July 2011, Cardinal directed 
Cardinal China to wind down all its pharmaceutical 
marketing accounts due to these risks, but “failed 
to assess whether Cardinal China followed its in-
struction.”

The SEC administrative order went on to describe 
how Cardinal and Cardinal China failed to enhance 
their compliance practices, even after an employee 
raised concerns about the legality of the marketing 
accounts and the marketing employees, and even 
after the Cardinal China was fined by the Shanghai 
Administration of Industry and Commerce in Sep-
tember 2014 for providing luxury dermo-cosmetic 
products to employees of a Chinese retailer equal to 
a percentage of the retailer’s sales of the dermo-cos-
metic company’s products.

Failure to heed warnings from compliance: Warn-
ings from Cardinal China’s vice president of com-
pliance in an email to Cardinal China’s president 
regarding the “enormous compliance risk” the der-
mo-cosmetic company posed to Cardinal China also 
went ignored.

“Cardinal’s foreign subsidiary hired thousands 
of employees and maintained financial accounts on 
behalf of a supplier without implementing anti-brib-
ery controls surrounding these high-risk business 
practices,” said Anita Bandy, an associate director in 

the SEC’s Division of Enforcement. “The FCPA is de-
signed to prohibit such conduct, which undermined 
the integrity of Cardinal’s books and records and 
heightened the risk that improper payments would 
go undetected.”

Remedial measures
In 2016, Cardinal China compliance conducted an 
audit of the marketing account’s expenses, which 
identified evidence that payments from the mar-
keting accounts did not comply with Cardinal Chi-
na’s compliance policy requirements. Additionally, 
Cardinal executives in the United States then re-
ceived an internal report stating the marketing 
employees were using the marketing accounts to 
channel payments to government officials in Chi-
na. These results were voluntarily disclosed to the 
Commission.

Cardinal China undertook significant remedial 
measures, the SEC said, including terminating the 
marketing accounts and its employment contracts 
with the marketing employees; adding anti-bribery 
representations and obligations to the relevant con-
tracts; and strictly limiting the use of the remaining 
balance of the dermo-cosmetic company’s funds to 
low-risk expenses, such as salary payments, with ro-
bust controls and monitoring from Cardinal China’s 
legal and compliance personnel.

Without admitting or denying the SEC’s find-
ings, Cardinal consented to the entry of an order 
requiring the company to cease and desist from 
committing violations of the books and records 
and internal accounting controls provisions of 
the FCPA and to pay $5.4 million in disgorgement, 
$916,887 in prejudgment interest, and a civil pen-
alty of $2.5 million. ■

“Cardinal’s foreign subsidiary hired thousands of employees and 
maintained financial accounts on behalf of a supplier without 
implementing anti-bribery controls surrounding these high-risk 
business practices. The FCPA is designed to prohibit such conduct, 
which undermined the integrity of Cardinal’s books and records and 
heightened the risk that improper payments would go undetected.”

Anita Bandy, Associate Director, Division of Enforcement, SEC
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