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Organizations that handle personal information face increasingly complex challenges to effectively manage 
privacy risk and compliance. The impact of these challenges covers the entire information life cycle.
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An Effective Data Privacy
Management Capability

Fair Information
Practice Principles

1. Notice/Awareness

How data is collected, used 
and transfered to others

2. Choice/Consent

Options to control how data 
is used beyond the 
immediate transaction

3. Access/Participation

Ability to view and verify the 
data collected

4. Integrity/Security

Securing data with limited 
access for neccessary employees

5. Enforcement/Redress

Self-regulation, civil actions 
and government enforcement

Issued by the U.S. Federal Trade Commission

Potential Pitfalls

Collecting or keeping more 
than you need

Not categorizing sensitive 
information

Assuming intended use and 
actual use are the same

Poorly controlling transfer of 
PPI outside of the entity

Ignoring cross-border issues 
and differences

Losing track of where private 
information is located

Disposing of PPI without full 
destruction of the data

Failing to respond to changed 
circumstances

Preventing audit and oversight 
due to poor visibility

Manually managing a complex 
information lifecycle
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EMPLOYEES

BUSINESS
PARTNERS

MOBILE USERS

DATA
BROKERS

CONSUMERS

Government Regulation
and Oversight

Consumer Rights
and Concerns

Industry Standards
and Practices

We ask for approval and 
agreement with our privacy 
policy when collecting data.

We are mapping every piece of 
data so we see how it is being 
used and know we are following 
our rules.

Sources of Risk

AUDIT & OVERSIGHT

Limit use to needs de�ned in the
privacy policy such as to:
• Ful�ll a request from an individual 
•  Market products and services
• Conduct research
• Transfer to authorized third parties

USE2

MAPPING

!

!

PRIVACY   TEAM

MONITOR4
Establish monitoring processes and technologies to:
• Track changes in laws, regulations and standards
•  Identify changes in business operations
• Flag need for changes to privacy policy and practices
• Continually provide input to privacy team 

ASSESS3
Regularly perform assessment of privacy practices to:
•  Validate compliance with privacy policy
• Con�rm operation of established actions and controls
• Meet regulatory requirements or industry standards
• Support internal and external audits

We audit our processors 
regularly and we have 
appropriate contract clauses.

Ensure that personal info collected from a variety of sources is:
• Limited to what is needed for de�ned use or required by law
•  Collected in accordance with privacy policy notice and consent
• Managed with established controls based on risk assessment
• Stored for no longer than is necessary for use or as required by law

COLLECT1

Are we transferring data to 
parties that have agreed to our 
rules and privacy policy? 

External Change
Internal Change

MODIFICATIONS

An effective data privacy 
management has de�ned, 
auditable processes and policies 
that are consistent with the Fair 
Information Practice Principles. 
Key components include:

• Collection Need Assessment

• Use Risk Assessment

• Privacy Policy with Pre-Approval,

   Access and Use Provisions

• Transfer Policy and Procedures

• Security and Disposal Policy and Procedures

• Assessment and Monitoring

• Effective Technology Support


