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Social Media is the #1 source of 
information about food 

Clicks	  &	  Cravings:	  The	  Impact	  of	  Social	  Technology	  on	  Food	  Culture	  -‐	  The	  Hartman	  Group,	  2/2012	  

49%	  use	  social	  media	  to	  
learn	  about	  food	  

32%	  use	  social	  tools	  
while	  ea8ng	  

47%	  of	  millenials	  txt	  
while	  ea8ng	  



Social Media Allows Us To… 
Remain	  relevant	  to	  our	  customers	  

Influence/par8cipate	  in	  conversa8on	  

Build	  awareness	  

Drive	  trial	  

Engage	  with	  customers	  

Amplify	  other	  media	  

Connect	  with	  communi8es	  



Digital Footprint 

85+	  	  
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80+	  	  	  	  	  	  	  40+	  	  	  	  	  	  	  	  	  	  40+	  	  

	  	  	  

	  

Country	  Websites	  



Why Policies & Guidelines?  

Effec8vely	  engage,	  monitor	  
and	  respond	  to	  customers	  
and	  social	  media	  users	   Provide	  a	  unified	  

framework	  for	  social	  
campaign	  developments	  	  

Provide	  security	  
and	  access	  control	  

measures	  

Maintain	  consumer	  
confidence,	  trust	  
and	  transparency	  

Build	  on	  what	  we	  have	  
learned	  and	  maximize	  
success	  opportuni8es	  	  

Establish	  a	  clear	  
and	  sustainable	  
partnership	  with	  

our	  digital	  agencies	  

Comply	  with	  local	  
laws	  and	  
regula8ons	  

Social	  media	  is	  a	  part	  of	  our	  daily	  life	  and	  has	  become	  a	  strong	  
communicaFon	  vehicle	  and	  a	  very	  powerful	  and	  growing	  markeFng	  medium	  	  



Three Lines of Defense 

1st	  line	  
Business	  Opera8ons	  

2nd	  line	  	  
Oversight	  Func8ons	  	  

Legal,	  Technology	  Risk	  Management	  

3rd	  line	  
Independent	  Assurance	  	  

Internal	  Audit	  &	  External	  Audit	  
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First	  Line	  
§  Global	  markeDng	  &	  communicaDons	  policy	  
§  Social	  media	  policy	  (global,	  local)	  
§  PracDDoner	  playbook	  	  
§  Training	  materials	  	  

Second	  Line	  
§  IT	  security	  policies	  	  
§  Data	  privacy	  policies	  
	  
Third	  Line	  
§  Independent	  audits	  &	  assessments	  
§  Detailed	  control	  requirements	  



Evolution of Social Media Governance 

Governance	  
with	  input	  
from	  HR,	  Legal,	  
Compliance,	  IT	  
and	  other	  
corporate	  
funcDons	  

Unified	  
strategy	  &	  
harmonized	  
set	  of	  key	  
performance	  
indicators	  	  

Policies,	  
guidelines	  &	  
playbooks	  
•  Engagement	  
•  Listening	  
•  Response	  
•  EscalaDon	  
•  Compliance	  
•  Security	  

	  
	  

	  

Risk	  and	  
compliance	  
assessments	  &	  
evaluaDon	  of	  
key	  risk	  
indicators	  
	  
	  

Share	  with	  
other	  social	  
media	  teams	  



Key Policies & Guidelines 
Business	  Insights	   Marke8ng	  /	  

Communica8ons	   IT	  /	  Digital	   Legal	  /	  Compliance	  

Governance	  

§  Brand	  ambiDon	  
§  ReputaDon	  
§  Business	  objecDves	  	  
§  Consumer	  habits	  
§  Digital	  environment	  
§  ReporDng	  tools	  
	  

§  Brand	  ambiDon	  
§  ReputaDon	  
§  KPIs	  /	  metrics:	  exposure,	  
engagement,	  strategic,	  financial	  

§  Training	  &	  educaDon	  
§  Portability	  &	  localizaDon	  	  
§  HR	  consideraDons	  

§  IT	  security	  
§  Cloud	  security	  

§  Agency	  contracts	  
§  Content	  ownership	  
§  Local	  laws	  &	  regulaDons	  
§ ModeraDon	  
§  ReputaDon	  
§  Corporate	  ethics	  
	  

Strategic	  
Listening	  

§  SenDment	  analysis	  
§  Real-‐Dme	  measurement	  
§  Data	  collecDon	  &	  retenDon	  

§  Listening	  protocol	  
§  Response	  guidelines	  
§  EscalaDon	  procedures	  
§  Data	  collecDon	  &	  retenDon	  

§  Vendor	  selecDon	  
§ Monitoring	  pla\orms	  
§  Data	  collecDon	  &	  retenDon	  
	  

§  Terms	  &	  condiDons	  
§  Games	  
§  e-‐privacy	  
§  Cookies	  
§  Data	  collecDon	  &	  
retenDon	  

§  Opt-‐in/out	  
§  Children	  	  

Technology	  

§  User	  access	   §  User	  access	   §  User	  access	  	  
§  Change	  control	  
§  HosDng	  
§  TesDng	  
§  Vulnerability	  
§  System	  performance	  

§  Technology	  vendor	  
contracts	  



Introducing Key Risk Indicators 
§  AcDve	  channels	  without	  execuDve	  and	  legal	  sign-‐off	  of	  terms	  &	  condiDons	  	  
§  Channels	  without	  company	  representaDon	  
§  Abandoned	  channels	  without	  indicaDon	  of	  decommissioning	  acDviDes	  
§  Unauthorized	  and	  distractor	  accounts	  
§  Inappropriate	  posts	  and	  velocity	  of	  responses	  and	  followers	  
§  DuraDon	  of	  Dme	  between	  posDng	  and	  company	  response	  
§  Employees	  without	  social	  media	  training	  or	  knowledge	  of	  policies	  
§  Accounts	  used	  by	  non-‐trained	  employees	  
§  Employees	  using	  personal	  devices	  
§  Employee	  engagement	  and	  response	  does	  not	  follow	  policy	  or	  guidelines	  
§  Accounts	  without	  approved	  disclaimer	  language	  
§  Detailed	  job	  descripDons	  and	  HR	  guidelines	   Emerging	  risks	  

evaluated	  by	  Audit	  



Jeremy Feigelson 
Partner 

Debevoise & Plimpton 
 



Employee Use of Social Media 





Hypothetical 
 

•  Acme Bakery and Beauty Corp. 
•  Hot new product: “Frost Your Face” 
•  Volumizing lip gloss + zero-calorie 

cupcake frosting in one convenient tube! 
 
 



Risks 
•  False advertising 
•  Infringement of IP, rights of publicity/privacy 
•  Disclosure of confidential information 
•  Promotion laws 
•  Defamation 
•  Special rules: regulated & public companies 



Risks 
Acme’s Digital Marketing Intern: Mr. Spicoli 



 
Acme Sends FYF Sample to Blogger Miley 

 •  Miley blogs, tweets: “Love #FrostYourFace! Lips 3x 
plumper, no more collagen shots for me.  Plus lost 5 lbs this 
week on cupcake diet! 'Green' packaging too.” 

•  Noted pop singer Dame DaDa retweets Miley’s comment 
•  Back at Acme, Intern Spicoli: 

–  posts Miley’s comment on frostyourface.com, Facebook page, 
Twitter feed 

–  posts photo of Dame DaDa w/caption: “We love Dame DaDa & she 
loves us!  Buy FYF @ amazon.com” 



Don’t Be Too Afraid 
•  Promote clear, plain-English social media policy 

o Who can use social media, who supervises 
o What they can say and do 
o Where they can say and do it 

•  Make policy work in practice 
–  Train employees and bloggers 
– Monitor their activities 
– Lather, rinse, repeat 

 


