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Agenda	  
•  To	  Invest	  or	  Not?	  

•  Repor<ng	  Methods	  

•  The	  Report	  Is	  In	  

•  It’s	  All	  About	  the	  Data!	  

•  Key	  Takeaways	  

•  Ques<ons	  
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TO	  INVEST	  OR	  NOT?	  
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Return	  on	  Investment:	  Hotline	  Value	  

•  Goodyear	  acquired	  two	  companies;	  both	  underwent	  due	  
diligence	  checks	  as	  part	  of	  acquisi<on	  process	  

•  The	  companies	  were	  not	  integrated	  into	  the	  broader	  Goodyear	  
audit	  and	  compliance	  func<ons	  

•  Two	  FCPA	  issues	  were	  later	  reported:	  
§  The	  first	  came	  through	  a	  call	  to	  the	  hotline	  repor<ng	  an	  issue	  in	  Kenya	  

§  The	  second	  report	  came	  months	  later	  from	  an	  employee	  repor<ng	  similar	  
ac<vity	  in	  Angola	  

Source:	  Corrup<on,	  Crime	  &	  Compliance,	  Reminders	  from	  the	  Goodyear	  FCPA	  Seblement,	  Mike	  Volkov,	  March	  2015	  
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Return	  on	  Investment:	  Lessons	  Learned	  
The	  Value	  of	  Hotlines:	  The	  Goodyear	  inves<ga<on	  began	  with	  a	  hotline	  call	  

•  While	  most	  calls	  to	  the	  hotline	  are	  HR-‐related,	  there	  are	  other	  very	  serious	  issues	  that	  
are	  raised	  via	  the	  hotline	  

•  Goodyear	  had	  fostered	  enough	  of	  a	  “speak	  up”	  culture	  that	  the	  reporter	  felt	  the	  issue	  
would	  be	  addressed	  if	  reported	  

	  Importance	  of	  Due	  Diligence	  and	  Integra@on	  for	  Acquisi@ons	  

•  When	  conduc<ng	  acquisi<ons,	  conduct	  FCPA	  assessments	  to	  avoid	  “buying”	  an	  issue	  

•  Conduct	  post	  acquisi<on	  audits	  to	  reconfirm	  the	  absence	  of	  issues-‐include	  training,	  
communica<ons	  and	  audits	  

Voluntary	  Disclosure	  and	  Coopera@on	  Works	  

•  The	  SEC	  has	  cited	  Goodyear	  as	  a	  good	  example	  of	  the	  benefits	  of	  voluntary	  disclosure	  
and	  coopera<on.	  There	  is	  no	  ques<on	  that	  Goodyear	  earned	  a	  disclosure/coopera<on	  
discount	  (if	  $16	  million	  can	  be	  considered	  a	  discount!)	  

Source:	  Corrup<on,	  Crime	  &	  Compliance,	  Reminders	  from	  the	  Goodyear	  FCPA	  Seblement,	  Mike	  Volkov,	  March	  2015	  
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Federal	  Sentencing	  Guidelines	  for	  Organizations	  
Programs	  designed	  to	  prevent,	  detect	  and	  correct	  viola<ons	  of	  the	  law	  –	  
eight	  minimum	  elements:	  

1. Wriben	  standards	  of	  conduct	  	  

2. High	  level	  leadership	  	  

3.  Training	  and	  other	  educa<on	  

4.  Lines	  of	  communica<on	  and	  repor<ng	  

5. Monitoring	  and	  audi<ng	  	  

6.  Enforcement	  through	  consistent	  discipline	  and	  appropriate	  incen<ves	  

7.  Response	  to	  offenses/	  correc<ve	  ac<on	  

8.  Risk	  assessment	  

•  Plus	  a	  culture	  that	  supports	  ethics	  and	  compliance	  
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DOJ	  Hallmarks	  of	  Effective	  Compliance	  Programs	  
1.  Commitment	  from	  senior	  management	  and	  a	  clearly	  ar<culated	  policy	  
against	  corrup<on	  	  

2.  Code	  of	  conduct	  and	  compliance	  policies	  and	  procedures	  	  

3. Oversight,	  autonomy,	  and	  resources	  	  

4.  Risk	  assessment	  

5.  Training	  and	  con<nuing	  advice	  	  

6.  Incen<ves	  and	  disciplinary	  measures	  	  

7.  Third-‐party	  due	  diligence	  and	  payments	  	  

8.  Confiden<al	  repor<ng	  and	  internal	  inves<ga<ons	  apparatus	  	  

9.  Con<nuous	  improvement:	  periodic	  tes<ng	  and	  review	  

10. Mergers	  and	  acquisi<ons:	  pre-‐acquisi<on	  due	  diligence	  and	  	  
post-‐acquisi<on	  integra<on.	  	  
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Federal	  Acquisition	  Regulation	  52.203-‐13	  
Mul<ple	  requirements	  to	  include:	  

1.  Standards	  to	  prevent	  and	  detect	  misconduct;	  training	  and	  	  
communica<ons	  program	  

2.  Procedures	  to	  facilitate	  <mely	  discovery	  of	  improper	  conduct	  and	  ensure	  
correc<ve	  ac<on	  

3. High-‐level	  personnel	  to	  oversee	  program	  

4.  Efforts	  not	  to	  include	  as	  principals	  individuals	  engaged	  in	  misconduct	  

5. Monitoring,	  audi<ng	  and	  evalua<ng	  program	  effec<veness	  

6.  Periodic	  risk	  assessments	  and	  remedial	  ac<on	  

7.  System	  for	  internal	  repor<ng	  of	  suspected	  misconduct	  

8. Disciplinary	  ac<on	  for	  improper	  conduct	  

9.  Process	  to	  ensure	  <mely	  disclosure	  of	  wrongdoing	  to	  the	  OIG	  
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Comprehensive	  Incident	  Management	  	  
Co

lle
ct
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Results	   Hotline	  



©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  ©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  ©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  

Comprehensive	  Incident	  Management	  	  
M
an

ag
e	  

Co
lle
ct
	   COLLECT	  CONSISTENT	  DATA	  

FROM	  MULTIPLE	  SOURCES	  

BETTER	  
WORKFLOW	  	  

ENTERPRISE	  	  
VISIBILITY	  

DYNAMIC	  
DATA	  

Lebers	  Email	  Open	  Door	   Internal	  
Feeds	  

Audit	  
Results	   Hotline	  



©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  ©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  ©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  

Comprehensive	  Incident	  Management	  	  
M
an

ag
e	  

Co
lle
ct
	  

Le
ar
n	   ANALYTICS	  &	  

BUSINESS	  INTELLIGENCE	  

COLLECT	  CONSISTENT	  DATA	  
FROM	  MULTIPLE	  SOURCES	  

BETTER	  
WORKFLOW	  	  

ENTERPRISE	  	  
VISIBILITY	  

DYNAMIC	  
DATA	  

Lebers	  Email	  Open	  Door	   Internal	  
Feeds	  

Audit	  
Results	   Hotline	  



©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  ©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  ©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  

Whistleblower	  
Tips	  by	  Allegation	  
Type	  

Source:	  2014	  ANNUAL	  REPORT	  TO	  CONGRESS	  ON	  THE	  
	  Dodd-‐Frank	  Whistleblower	  Program	  
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REPORTING	  METHODS	  
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Methods	  

•  Hotline	  

•  Web	  Repor<ng	  

•  Manager	  Forms	  

•  Email	  

•  Walk	  Ins	  

•  Text?	  



©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  ©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  ©	  2015	  NAVEX	  Global,	  Inc.	  	  
All	  Rights	  Reserved.	   www.navexglobal.com	  

Volume	  by	  Reporting	  Channel	  

Source:	  h*p://www.navexglobal.com/resources/whitepapers/2015-‐Ethics-‐and-‐Compliance-‐Hotline-‐Benchmark-‐Report	  
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Northrop	  Grumman	  Intake	  
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Web	  Reporting	  
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Web	  Reporting	  
•  Secure	  anonymous	  or	  
confiden<al	  repor<ng	  

•  Localiza<on	  and	  global	  	  
privacy	  support	  

•  Convenience	  encourages	  
<mely	  internal	  repor<ng	  

•  Mirrored	  process	  
provides	  consistency	  	  	  	  
for	  reports	  submibed	  via	  
the	  web	  or	  hotline	  

•  All	  reports	  are	  entered	  
into	  a	  central,	  
standardized	  repository	  
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Web	  Reporting	  
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Web	  Reporting	  
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Web	  Reporting	  

Source:	  h*ps://secure.ethicspoint.com/domain/media/en/gui/35623/index.html	  
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Web	  Reporting	  
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Customized	  	  
Report	  Forms	  
•  Proac<vely	  	  
track	  and	  manage	  
early	  warnings	  

•  Easy-‐to-‐use	  
collec<on,	  	  
available	  to	  	  
targeted	  
stakeholders	  

•  Feed	  directly	  into	  	  
a	  central	  database	  
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Intake	  Program	  
Considerations	  
•  Funnel	  Method	  

•  Allega<on	  Categories	  

•  Required	  Fields	  

•  Customized	  Fields	  

•  Implicated	  Par<es	  

•  Anonymous	  
Reporters	  

•  Data	  Privacy	  Laws	  
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Internal	  Case	  Entry	  –	  “Open	  New	  Case”	  
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Don’t	  Forget	  the	  Importance	  of	  Awareness	  
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E F F E C T I V E 	   I N C I D E N T 	   R E P O R T I N G 	   S Y S T EM S 	  

THE	  REPORT	  IS	  IN	  
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Triage	  process	  

•  Auto	  assign	  

•  Decentralized	  

Inves<gator/case	  manager	  
assignments	  

Legal	  involvement	  

What	  Do	  You	  Do	  When	  You	  Receive	  a	  Report?	  
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OpenLine	  Process	  
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Process	  Questions	  

•  In	  your	  organiza<on,	  do	  you	  have	  one	  primary	  “gatekeeper”	  or	  
are	  reports	  distributed	  by	  area	  of	  discipline	  (HR,	  Loss	  
Preven<on,	  etc.)?	  	  

•  Do	  you	  acknowledge	  anonymous	  reports	  immediately	  upon	  
receipt?	  Are	  your	  inves<gators	  required	  to	  contact	  anonymous	  
reporters	  within	  an	  established	  <meline?	  
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Investigation	  Protocols	  
•  Consider	  <meliness	  of	  inves<ga<ons	  given	  SEC	  boun<es	  

§  Average	  case	  closure	  rate	  in	  2014:	  39	  days	  

•  Cross	  func<onal	  considera<ons	  

•  Case	  owner	  etc.	  

•  Interviews	  

•  Communica<on	  with	  reporter	  	  
§  Will	  you	  communicate	  case	  outcome	  to	  reporter?	  

•  Report	  wri<ng	  

•  Anonymous	  reporters	  
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Substantiation:	  Anonymous	  vs.	  Named	  

Source:	  	  h*p://www.navexglobal.com/resources/whitepapers/2015-‐Ethics-‐and-‐Compliance-‐Hotline-‐Benchmark-‐Report	  
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Retaliation	  Guardrails	  
1.  Demys<fy	  the	  repor<ng	  and	  inves<ga<ons	  process	  

2.  Provide	  recurring	  training	  on	  retalia<on	  for	  managers	  and	  employees	  

3.  Proac<vely	  monitor:	  
§  Assess	  the	  likelihood	  for	  retalia<on	  in	  each	  case	  

§  Assess	  your	  key	  performance	  indicators	  (job	  sa<sfac<on,	  etc.)	  

4.  Leverage	  leadership	  to	  build	  a	  culture	  that	  will	  not	  tolerate	  retalia<on	  
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E F F E C T I V E 	   I N C I D E N T 	   R E P O R T I N G 	   S Y S T EM S 	  

IT’S	  ALL	  ABOUT	  THE	  DATA!	  
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Periodic	  review	  of	  your	  data	  
is	  the	  key	  to	  proactive	  risk	  
identi4ication	  and	  resolution.	  
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Data	  Mining/Trend	  Spotting	  
Periodic	  review	  of	  your	  incident	  data	  should	  inform:	  

•  Problem	  loca<ons	  or	  repeat	  offenders	  

•  Need	  for	  policy	  revisions	  

•  Inves<gator	  workloads	  and	  process	  improvement	  opportuni<es	  

•  Focus	  of	  awareness	  campaigns	  

•  Training	  

•  Organiza<onal/structure	  changes	  

•  Compliance	  program	  changes	  (addi<on/dele<on	  of	  allega<on	  
categories,	  etc.)	  
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Analytics	  
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Analytics	  

Share	  reports	  with	  colleagues,	  or	  schedule	  
reports	  to	  run	  at	  specified	  intervals	  with	  
automated	  delivery	  	  
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Peer/Industry	  Benchmarking	  
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•  Use	  intake	  system	  as	  central	  
repository	  for	  all	  mabers,	  
regardless	  of	  repor<ng	  vehicle	  

•  Have	  inves<ga<on	  protocols	  	  
to	  ensure	  <mely	  inves<ga<ons	  

•  Rou<nely	  review	  intake	  	  
data	  to	  help	  iden<fy	  trends/
trouble	  spots	  

•  Rou<nely	  promote	  your	  program	  

Key	  Takeaways	  
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Questions?	  
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Thank	  You!	  

	  
Diane	  Brown	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
Vice	  President,	  Regional	  Solutions	  
Advisors,	  NAVEX	  Global	  	  
	  
Courtney	  Wallize	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
Corporate	  Director,	  Ethics	  and	  
Business	  Conduct,	  Northrop	  
Grumman	  
	  




