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Businesses are operating in a more 
global eco-system. 

 

 

Leaders need to 

better understand  

their 

organizational 

exposures.  
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Living in a hyper-connected world has 
created a paradox. 
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You might be more at risk than you realize. 
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43% 
of companies  

have experienced 
  

data 
breach  

in the last year 

243 
days until 
detection 

The average  
organization experiences a 

malware event every  

3 minutes  
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The scale of the problem is staggering. 
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The impact is enormous. 

$491  
billion  

spent on malware associated with  
pirated software 31% 

of organizations  who experienced 

security incidents reported their brand or 

reputation was compromised as a result 

THE IMPACT 
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Exposures to your business  
are both internal and external 

ORGANIZATIONAL 
RISK 

EXTERNAL 
RISK 
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Having the right framework in place is 
critical. 
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RISKS  

are no longer being  

thought of simply in terms  

of financial reporting 

 

TECHNOLOGY  
has moved front  

and center 

COSO Framework and technology 
language. 

9 



#CWWest14 

There is more to be done to  
close the gap. 

42%= 
$62.7 
billion 

57% 
IT managers and  

CIOs do not perform  
software audits 

 

59% 
workers use  
unlicensed  
software 

LESS THAN HALF  
of IT managers say they are very 

confident that their company’s software 
is properly licensed 

ONLY 35% 
companies globally have 
written policies in place 
requiring use of properly 

licensed software  
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Inventory your 

software to assess 

your situation 
  

You can’t manage 
what you do not know. 
You first need to 
understand what you 
have in your system. 
Identify software that 
is not supposed to be 
installed  
Make sure all users 
have correct licenses 

Consider your 

business needs in 

relation to your 

existing license 

model 
  

Look for cost 
savings by reusing 
licenses  
Consider new forms 
of licenses that better 
match your current 
needs 
Evaluate software 
maintenance clauses 
to make sure you are 
maximizing the value 
of your software 

Put policies and 

controls in place to 

manage the lifecycle 

of your software  
  

Software 
management 
practices need to 
support the 
business’s IT 
structure  
Management needs 
to support the SAM 
process 

 

Integrate SAM 

practices throughout 

the entire business 
  

All employees have a 
role in SAM, particularly 
with the increased use 
of personal electronic 
devices in the 
workplace 
Baking SAM practices 
into the existing internal 
control environment 
across the entire 
business will maximize 
the benefits and aid in 
protection against 
cyber risks 

1 2 3 4 

Steps to ISO aligned SAM. 
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SAM can lead to increased  
efficiencies and real cost savings. 
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Security needs to become a strategic priority  

with policies and procedures that support  

good organizational governance 

Awareness of 

internal controls 

Education around 

risk exposure 

Cross company 

engagement 
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THANK YOU 
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