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Enabling Business Performance:

Innovations in Compliance Monitoring
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During our time together, we will discuss...

Business transformation — Drivers of change

Integrated compliance — A strategic enabler

eAbbott’s IT transformation —A case study

0 Leading compliance monitoring practices

Key takeaways and questions
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Challenging the status quo: Global trends driving change

“66% of CEOs see more threats “68% of CEOs plan to implement “79% of CEOs indicate that over-
than opportunities to their a cost-reduction initiative in the regulation is the greatest threat
business.” next 12 months.” to their organization’s growth

prospects.”

PwC’s 19" Annual Global CEO Survey PWC’s 2016 Risk in Review Study PwWC’s 19t Annual Global CEO Survey

“51% of CEOs are making significant changes in
how they use technology to assess and deliver on
wider stakeholder expectations.”

PwC’s 19t Annual Global CEO Survey

“Globalization, economic realignment, and rapid
technological change are likely to drive volatility
for years to come.”

Growing Your Business: Risk Resilience, 2015
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“68% of CEOs are entering into a new strategic
alliance or joint venture in the next 12 months.”

PwC’s 19t Annual Global CEO Survey

“Despite the various uncertainties shadowing the
global economy, overall survey respondents express
real optimism about growth: 75% expect an increase
in revenue over the next two years.”

PwC’s 2016 Risk in Review Study




Challenging the status quo: Global trends driving change

Changes in the global economy present new strategic opportunities and present
new and evolving risks

What will your chief compliance officer/corporate compliance function

do to address these trends?

Engage with new/additional
internal stakeholders

Engage with new/additional
external stakeholders

Build this trend into

. . . 52%
compliance risk metrics

Embed new compliance risks
into business strategy
decisions

55%

PwC’s 2015 State of Compliance Survey
—
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Compliance as a strategic enabler

As a strategic partner, corporate complianceis evolving, getting closer to the business, and
proactivelyidentifyingrisks. This evolution requires all elements of the compliance
program to quickly respond to change and enable business or strategic initiatives, while

still managing compliance related costs.
> Corporate Strategy

* Forward-looking goals and vision

* Informed by the internal and
industry risk prioritization to gain
market advantage

Corporate
Strategy

Risk
Management

Compliance

Risk Management Compliance
* |dentification and prioritization of * Day-to-day foundation to meet
internal, market and industry threats regulatory requirements
* Controls and procedures to mitigate e Partnership between compliance
those risks and operations
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Assurance activities dispersed across the organization:
Operating in silos

Influential Forces

Technology Innovation Globalization Regulation

Board/Audit Committee
Senior Management N

1% Line of Defense 2" Line of Defense H 3 Line of Defense

Management/ | Internal/ Compliance Internal Audit
Entity Controls | Process

Controls Risk Management
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Security

Privacy

Quality

Financial Controls
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Assurance effectiveness: Does your program enable strategy?

Leveraging monitoring insights to enable strategy

and change

Address compliance needs before problems
become systemic

Internal Audit
* Risk
management

Global
Compliance

v' Identify leading compliance practices and/or
trends through the execution of a
consistent approach

* Code of ethics

* Anti-bribery &
Anti-corrup

* Corporate

v Reduce cost of compliance through strategic governance

deployment of resources

v Innovate compliance strategy to evolve with
continuously changing business/environment

v Ensure remediation is effective to mitigate
risk exposure

Financial & IT Controls
e SOX compliance

v’ Consistent metrics, reporting, and
communication of the effectiveness of the
compliance program throughout the
organization, to executive management, and to
the board

* Misappropriation of
company assets
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lllustrative example: The opportunity for change

Optimizing resource deployment and eliminating duplication - the graphic below
represents the overlap that can exist across key IT risks in a pharmaceutical environment

@‘ Only about 10% of IT SOX

) controls are unique to the
SOX SOX regulatory area

70% SOX risks are

also applicable to " 70% ’ '

GxP/quality systems P Information About 14% of IT risks are

Security & common across SOX,
@ Privacy GxP, security & privacy

Benefits of change

* Internal headcount savings and a sourcing model that can scale as systems are consolidated and as there
are new ventures

* Reduced burden on business to support disparate and uncoordinated audit activities and remediation

* More comprehensive trending and root cause analysis to fix the problem across systems and regulatory
compliance areas and limit repeat findings

* Proactive compliance monitoring approach provides for more predictable workload and helps to reduce the
cost of non-compliance




Current State

Future State

Moving to an integrated model

 Electronic Records
* Electronic Signatures
e CSV

2"d Line Monitoring

* Access Control

* Change Management

¢ Operations

Corporate p

2"4 Line Monitoring

* Privacy
» Cybersecurity
 MA201

2"d Line Monitoring

» Contract Compliance
e Quality

e Security

olicies, procedures, processes, guidelines

2"d Line Monitoring

» Safety
e Privacy
 OPDP

2"d Line Monitoring

A compliance framework that integrates compliance/regulatory
risks into a common set of objectives that can be applied across
applications can minimize cost and organizational risk

e Electronic Records
* Electronic Signatures
* CSV

» Access Control
¢ Change Management

e Operations

e Privacy
» Cybersecurity
« MA201

¢ Contract Compliance
e Quality

e Security

Corporate policies, procedures, processes, guidelines

Integrated 2" line monitoring framework
**Common Methodology **Common Framework **Common Tools **Scalable Offshore Resource Model

« Safety
e Privacy
« OPDP
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Leading compliance monitoring practices

A monitoring program that is focused on key risks, leverages technology, and strategically
deploysresources will enable strategic partnership and result in a more cost-effective model

Leading practices & benefits

Centralized, dynamic, timely
Aggregated global testing results to provide both global and
affiliate trending
Dashboards for efficient analysis of testing results

Dashboard Consistent and regular communication tailored to key
Reporting stakeholders
Efficient, effective
» Strategic deployment of skilled resources, allowing key
personnel to focus on value-add activities (e.g.
Resource investigations, remediation, etc.)

Investigate & Add Value
Technology/

Analytics Support Implement methodology and integrate testing across
: functions to drive consistency and limit duplication
---------------- * Automate testing, where possible, to improve cost-
effectiveness

Targeted, real-time, risk-based
Leverage Data Analytics * Greater transactional coverage
 Efficient sample selection methodology
* Broad coverage across affiliates/functions
Assess Risk & Scope Approach (NI Continuous, flexible, consistent
Continuous evaluation of results driving future scope and

: approach
Responsiveness to changes in activities, risk or business
model

Risk Coverage .
Continuous assurance
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Opportunities for an integrated approach: Travel & expense

Companies have numerous groups across the lines of the defense with both unique and
interdependentrisk management duties. While the functions have distinct roles, there are
activities for which multiple groups may review the same event/transaction for related risks.

A coordinated monitoringapproach can eliminate duplicative control testing across the

various compliance areas.

Finance
Manages risk of
misappropriation of company
funds through travel and
expense processes

Company Fraud

Travel & Expense
Transactions

Review transaction for:

* Budget limits

* Manager approvals

* Receipts/documentation

* Timing of expense submission
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Compliance

Internal Audit

Manages risk related to the use of @ Evaluates internal controls

company funds to unduly
influence commercial or
governmental stakeholders

ABAC

Review transaction for:

* Meal & hospitality limits

* Recipient of gift/hospitality
* Attendees at meals

* Appropriateness of expense

related to use and payment of
company expenses

Internal control

Review transaction for:

* Submission of expense
through the appropriate
system

* Appropriate controls to detect
policy non-compliance




Opportunities for an integrated approach: Third party
management

Finance Compliance Internal Audit
Manages risk of misappropriation @ Manages risk related to the use of|§ Evaluates internal controls
of company funds and conductingll company funds to unduly related to use and payment of
business with inappropriate third f§influence third parties company expenses
parties

Company Fraud

Internal control

Review transaction for: Review transaction for: Review transaction for:
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Budget limits Contract compliance including l§ = Submission of expense
Delegation of authority and appropriate contract content through the appropriate
bidding process Due diligence completion system
Receipts/documentation Appropriateness of * Appropriate controls to detect
Timing of expense submission expense/service sl Hon-aelrplkies
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Key takeaways

B H H

Leverage technology to automate
testing, incorporate advanced analytics,
streamline workflow, and enable
focused/real-time reporting

Strategically align compliance
resources to allow more highly-skilled
personnel to focus on value-add
activities and ensure flexibility to
address evolving needs

Coordinate cross-functionally to
remove duplication and increase
breadth of coverage
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Questions?

Be sure to join the Twitter conversation: @CW _2016
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Thank you

We want your feedback! Use the conference app or
visit the Registration desk.
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