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Introduction 
Welcome to The Cost of Information Governance Non-Compliance, authored by Compliance Week 
and sponsored by Hewlett Packard Enterprise. Here, we strive to give compliance professionals 
insight to information governance compliance, an issue of both growing importance, challenge, 
and opportunity. 

At its most broad definition, information governance (IG) is the process by which an enter-
prise or organization manages its data, especially that which has special proprietary value or 
must be kept secure. But if one were to ask any five experts what IG is, five different answers 
would emerge. This definitional challenge fundamentally determines how organizations per-
ceive their IG mandate, risk, and liability. It also determines what kind of resources they devote 
to this and how advanced their IG program is likely to be. Every IG program must address the 
challenges of securing data (especially internal and external communications), managing it ef-
fectively, and producing it on demand to satisfy regulatory or legal inquiry; failure to do so can 
incur potentially huge costs to the organization.

This is the first survey of its kind, and aims to give a comprehensive view of the challenges 
and opportunities facing IG compliance. We began this report with a 14-question survey for 
compliance executives from around the world that maintain an information governance pro-
gram. These questions were broadly grouped into four categories: the nature of IG risk organiza-
tions face; the average annual economic cost resulting from IG non-compliance; what resources 
organizations devote toward IG; and what organizations felt they needed to manage IG more 
efficiently. 

More than 200 professionals responded, and participants hailed from a wide diversity of in-
dustries, including financial services, government, business services, energy and utilities, and 
manufacturing. Many of these respondents are leaders in their respective industries and rep-
resent the face of modern, global business. Their answers provided a level of unprecedented in-
sight to understand IG risks and programs today, and we are grateful for their invaluable input.

We hope you find the information here useful and that it can serve as a guidepost for your 
own efforts to understand the scope of information governance risk, what it takes to build the 
right IG program for your enterprise.

Bill Coffin 
Editor in Chief, Compliance Week
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Executive summary 

The Cost of Information Governance Non-Compliance report pres-
ents a number of findings that, when taken together, form a 
natural narrative that describes the information governance 

challenges faced by many enterprises around the world today. 
Broadly put, the most serious risks to any IG program are fairly sim-

ilar to those of overall cyber-risk, such as the loss, theft, manipulation, 
or unauthorized dissemination of important data. This data is often 
covered by regulatory mandate as well as legal liability expectations, 
so the costs of non-compliance in terms of fines, sanctions, and other 
remedies can easily run into millions of dollars each year.

Most companies surveyed are already losing money to non-compli-
ance, and the overall IG risks they face are getting more severe, their 
regulations are getting more complex, and the stakes for non-compli-
ance are rising. Most companies already have people devoted to IG, but 
serious questions remain as to the efficiency of those programs. 

IG programs touch many different departments and, as a result, 
often have no central owner and no central authority for execution and 
tend to suffer from a piecemeal approach. In many ways, information 
governance is the problem nobody wanted or expected and, now that 
it is partially on compliance’s doorstep, compliance officers seek the 
ownership of the problem, the authority to address IG risk and, most 
importantly, the proper tools to address that risk effectively.

Some of the survey’s other key findings include:

 » 93% of respondents have experienced compliance challenges relat-
ed to information governance. More than half of these respondents 
cited a specific challenge with complying with statutory, regulatory 
or other requirements to retain business records for required peri-
ods of time.

 » Only one third of respondents quantify and track their economic 
costs related to non-compliance with their information governance 
program. Of those who do track non-compliance costs, the average 
annual total cost over the past three years was $2.4 million with 
a median of $375,000. More than half of respondents (56%) either 
did not track their costs of non-compliance, or were not aware of 
what those costs were. Another 8% of respondents indicated that 
they were not comfortable discussing those numbers due to their 
sensitivity. 

 » When asked to select the compliance areas that have been a focus 
for their organization in the last year, or which they believe will be 
a focus in the next year, more than half cited data breaches (62%) or 
customer or employee privacy breaches (61%).

 » The average respondent’s organization has 245 full-time employees 
who support information governance compliance requirements as 
part of their role. The median is six, but the number of full-time em-
ployees who deal with information governance ranges considerably, 



  COMPLIANCE WEEK        //          THE COST OF INFORMATION GOVERNANCE NON-COMPLIANCE        //          5

from zero to more than 5,000, suggesting a definitional challenge 
among organizations when it comes to IG.

 » The typical employee devotes 33 hours to information governance 
compliance requirements in an average month that does not have 
an audit or litigation event and 37 hours in a month that does have 
such an event. 

 » Content, document, or records management software (78%) and 
digital archives (78%) are the leading locations that organizations 
typically search in the course of investigations and other compli-
ance activities.

 » More than half use manual preservation or collection of data by em-
ployees (other than IT) (55%), information search or investigation 
tools (52%) and long-term retention of backup media (51%) to sup-
port information governance activities.

 » 57% personally use content, document, or records management 
software in their role, followed by instant messaging (44%), encryp-
tion or other tools (43%), and information search tools (42%).

 » Half (50%) feel that the risk related to non-compliance has generally 
increased over the past 3 years. Among these respondents, 76% feel 
that this is because the regulatory environment has grown increas-
ingly complex, followed by the sheer number of laws has increased 
(65%), and the volume of information generated has increased 
(58%).

 » 61% feel that the likelihood that the risk of non-compliance to their 
organization will increase over the next three years, 25% feel it is 
unlikely to increase, and 11% aren’t sure.

 » 73% feel that clearly delegating responsibility for information gov-
ernance and the compliant management of information to a senior 
executive would be effective in reducing risk at their organization, 
followed by investing in information governance software and other 
technologies designed to help govern and secure important records 
and information (68%), increasing the authority of the compliance 
function at their organization (66%), and improving e-discovery 
capabilities, including the ability to find and produce information 
requested by courts, regulators, or auditors (62%).

IG programs touch many different de-
partments and, as a result, often have no 
central owner and no central authority for 
execution and tend to suffer from a piece-
meal approach. In many ways, information 
governance is the problem nobody want-
ed or expected and, now that it is partially 
on compliance’s doorstep, compliance of-
ficers seek the ownership of the problem, 
the authority to address IG risk and, most 
importantly, the proper tools to address 
that risk effectively.
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Information governance 
compliance challenges

SECTION 1
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Information governance (IG) is a major compliance issue faced by 
many organizations, but there remains a significant definitional 
challenge as to what any given organization considers information 

governance to be. 
Described most broadly, IG is an enterprise-wide system of pol-

icies, procedures, processes, and controls that determine the proper 
monitoring, use, archiving, storage, and securing of information. IG 
provides a framework in which an organization can both extract val-
ue out of information as well as comply with the various internal and 
external requirements surrounding its storage and use. 

When properly implemented, a sound information governance pro-
gram can reduce an organization’s regulatory, legal, and operational 
risk. But the road to proper implementation is never an easy one, and 
it often is different for every organization.

Compliance challenges
More than 90% of this survey’s respondents reported having one or 
more compliance challenge with regard to their information gover-
nance program. 

Records retention. The most commonly cited challenge (55%) was 
complying with statutory, regulatory, or other requirements to retain 
business records for required periods of time. This is especially acute 
in the financial services industry, where standing regulations impose 
strict data retention limits on businesses and on companies that have 
already faced some kind of enforcement action and, as a result, must 

abide by heightened data retention and monitoring policies.
Nearly half (46%) of respondents cited the challenge of complying 

with statutory, regulatory, or other requirements to retain business 
records in a particular way, such as on non-rewriteable media or in 
encrypted form. This and the previous challenge collectively make 
records retention the most commonly cited information governance 
compliance challenge.

Requests for information. The second most common challenge cited 
(50%) was responding in a timely manner to requests for information 

Information governance is similar to cy-
ber-risk in that somewhere, you have a 
type of data that has to be protected. You 
have to know what you have, you have 
to safeguard who accesses it, how it is 
used, where it is stored, and who controls 
it. What we’re seeing in information gov-
ernance a lot of the time is cyber-securi-
ty and information governance coming 
together on insider threats and who has 
access controls. If you have good infor-
mation governance over data, only certain 
people should have access to it. No unau-
thorized file sharing; keep it locked down. 
Nothing is shared if there is no need. 

John Pepe
E-discovery, compliance,  
and analytics specialist
Hewlett Packard Enterprise

When properly implemented, a sound 
information governance program can 
reduce an organization’s regulatory, legal, 
and operational risk. But the road to proper 
implementation is never an easy one, and it 
often is different for every organization.
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from courts, regulators, auditors, or other external parties. In many 
cases, the difficulty here is the speed with which an organization can 
actually produce the data required. Organizations that largely rely on 
manual information governance processes face substantial difficulty 
when asked to respond quickly to such requests.

In addition to providing a timely response to information requests, 
46% of respondents cited the challenge of providing a complete and 
comprehensive response to requests for information from courts, reg-
ulators, auditors, or other external parties. For many organizations 
that ultimately face some kind of cost due to IG non-compliance, the 
failure to produce all of the records that are required of them often 
plays a central role.

And finally, 46% of respondents cited the challenge of information 
fidelity—ensuring that information requested in litigations, audits, or 
other formal proceedings is properly preserved and not deleted or ma-
terially altered. This is where a strong system of data controls plays a 
role, as well as the sheer cost of managing data over its lifecycle.

A similarity to cyber-risk 
When asked to name those compliance areas that have been a focus 
within the last year for information governance, many of the respon-
dents highlighted specific risks that taken together mirror many of 
the typical risks associated with cyber-risk, including data breaches, 
compromised customer data, and the theft or loss of intellectual prop-
erty.

Data security. The most widely cited areas of focus among respon-
dents were data breaches (62%), customer or employee privacy breach-
es (61%), and misuse of client confidential information (36%). Risks of 
this sort bring to mind high-profile data breaches at major companies 
in which large volumes of customer data were compromised, or in-
dustries such as healthcare, where strict regulations impose stiff pen-
alties for companies that fail to protect their customers’ private data 
adequately. Also to consider here is the risk of erosion of shareholder 
confidence in the face of a major data security breakdown.

Intellectual property. Theft or loss of intellectual property was cited 
by a third (33%) of respondents, harkening back to a more traditional 
hazard; either a failure in internal data controls that allows a rogue 
employee unauthorized access to sensitive information, or a failure 
of IT security to prevent an unauthorized actor from breaking into an 
organization’s system from the outside in a classic hacking intrusion.

Eyes only. Dissemination of material non-public information, such as 
trade secrets, was cited by 21% of respondents. Meanwhile, dissemi-
nation of false or misleading information was cited by 17% of respon-
dents. Take together, this constitutes the considerable reputational 
risk and/or loss of shareholder confidence that can result when sensi-
tive material is leaked to the public that casts an organization in a bad 

Information governance is similar to cy-
ber security in terms of the overall risks 
or challenges—loss of data, etc.—and the 
consequences, such as fines and sanc-
tions. If there is info that is considered in 
any way “dark,” (i.e., unmanaged, ungov-
erned), then there is a greater potential for 
a security breach and the risks that come 
with it. In that, IG aligns closely with cyber 
security. 

Joe Garber
VP Marketing
Hewlett Packard Enterprise
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light or undercuts a closely held competitive advantage. 

Criminal actions. Another notable block of responses cited bribery 
(28%), antitrust (16%), and collusion (11%) as IG compliance consid-
erations. This is especially important to note in light of increasing 
regulatory efforts to stamp out international corruption and money 
laundering—efforts that are not expected to abate any time soon.

Other issues. Survey respondents also mentioned a range of other 
concerns that included non-compliance with consent decrees or oth-
er requirements imposed by regulators following a compliance failure 
(21%); market manipulation (11%); and currency exchange rate ma-
nipulation (3%).

Risk of fines
Nearly two thirds of respondents (61%) felt that the risk of fines, sanc-
tions and other remedies related to non-compliance with informa-
tion-related laws, regulations, and other requirements would increase 
over the next three years. Only a quarter (25%) said they did not expect 
this risk to increase, while 11% expressed uncertainty either way.

Regulations, regulations, regulations. Of those who expected an in-
crease in this risk, regulation itself was the main issue. An increas-
ingly complex regulatory environment (76%) and an increase in the 
sheer number of laws, regulations, and other mandates impacting the 
way organizations manage and use information (65%) were the clear 
leaders here, echoing a common refrain throughout the study: As the 
general regulatory environment grows ever more difficult to manage, 
so too will the information governance requirements of most organi-
zations.

Big data keeps getting bigger. Respondents next cited (58%) the in-
creasing volume of information their organizations generate, thereby 
making IG compliance more challenging. At the same time, 40% of 
respondents noted that their information governance systems and 
processes were not keeping pace with their compliance requirements, 
putting those organizations on the losing side of an arms race be-
tween the generation of data and the compliance requirements sur-
rounding it.

See you in court. The fourth largest risk factor noted (43%) was from 
organizations increasingly targeted for regulatory investigations and/
or lawsuits. These actions prompt the kinds of information requests 
that place even a robust IG program under strain to deliver data com-
pletely and quickly.
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0% 20% 40% 60% 80% 100%

What kinds of compliance challenges related to information governance has your organization experienced? (Please 
select all that apply.)

Please select the compliance areas that have been a focus for your compliance organization in the last year or which you 
believe will be a focus in the next year. (Please select all that apply.)

0% 20% 40% 60% 80% 100%

One or more

Complying with statutory, regulatory, or other requirements to retain business records for required periods of time

Responding in a timely manner to requests for information

Complying with statutory, regulatory, or other requirements to retain business records in a particular way

Ensuring that information is properly preserved and not deleted or materially altered

Providing a complete and comprehensive response to requests for information

One or more

Data breaches

Customer or employee privacy breaches

Misuse of client confidential information

Theft or loss of intellectual property

Bribery

Dissemination of material non-public information

Non-compliance with consent decrees or other requirements imposed by regulators 
following a compliance failure

Dissemination of false or misleading information

Antitrust

Collusion

Market manipulation

Currency exchange rate manipulation

Other

46%

94%

62%

61%

36%

33%

28%

22%

21%

17%

16%

11%

11%

5%

3%

46%

46%

50%

55%

93%
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Why has the risk increased? (Please select all that apply.)

0% 20% 40% 60% 80% 100%

One or more

The regulatory environment has grown increasingly complex

The sheer number of laws, regulations, and other requirements impacting the way we manage and use 
information has increased

The volume of information we generate has increased, making compliance more challenging

Organizations like ours have increasingly become a target for regulatory investigations and/or lawsuits

Our information governance systems and processes have not kept pace with our compliance requirements

Other

40%

2%

43%

58%

65%

76%

99%

20%

 41%

 18%

11%

7%

3%

Very likely to increase Likely to increase Not sureUnlikely to increase Very unlikely to increase Not answered

What is the likelihood that the risk of fines, sanctions, and other remedies related to non-compliance with informa-
tion-related laws, regulations, and other requirements at your organization will increase over the next three years?

Very likely to increase

Likely to increase

Unlikely to increase

Very unlikely to increase

Not sure

Not answered
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Cost of non-compliance

SECTION 2
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Over the last decade or more, compliance has risen in promi-
nence as an organizational function, as a strategic asset, as 
a discipline, and as a profession. It has steadily gained in-

creased support from top executive management and board members, 
giving compliance officers unprecedented authority, responsibility, 
and accountability. 

But along with that comes a desire to measure the results of com-
pliance, and therein lies a difficult challenge. How does one disprove 
a negative? If an organization cannot know for certain what its losses 
or costs would be in the absence of a robust compliance effort, it be-
comes difficult to characterize compliance as anything other than a 
cost center. 

When it comes to information governance compliance, howev-
er, it appears that most organizations are already losing substantial 
amounts of money to IG non-compliance, which underscores the value 
of a strong IG program in particular, and compliance efforts in general.

When asked what the average annual total cost of fines, sanctions, 
and other remedies related to non-compliance with information-relat-
ed laws, regulations, and other requirements were at their organiza-
tion over the past three years, nearly one third (32%) said that they 
tracked such costs.

Of that bloc of respondents, the costs themselves ranged widely: 
under $500,000 (33%), between $500,000 and $1 million (4%), be-
tween $1 million and $5 million (6%), between $5 million and $10 mil-
lion (4%), and over $25 million (1%). 

Such widespread costs suggest a few different factors at work, in-
cluding a diversity in the seriousness of the offenses, obviously, but 
also a level of regulatory expectation. Fines and sanctions in the finan-
cial services industry tend to he higher than in less heavily regulated 
industries, for example, because the mandate is stricter for finserv 
than for other industries. 

More than half (56%) of respondents did not fully know what their 
costs of non-compliance were. There were various reasons for this, 
but the most prevalent one was more than one quarter (28%) of re-
spondents did not track their total cost of compliance. Another 17% 

There are cost and productivity compo-
nents, too. If a company is not practicing 
strong information governance, if it is not 
getting rid of that 40%-70% of information 
that has no value, it is paying significantly 
more money to store that information over 
time. Storage isn’t cheap when consider-
ing all of the factors that go into it. It is cur-
rently $26 a gigabyte, on average, to store 
information over its lifecycle. Multiply that 
$26 by thousands of gigabytes, that cost 
becomes real. That’s a risk a compliance 
officer likely won’t see, but it’s still material 
to the organization.

Joe Garber
VP Marketing
Hewlett Packard Enterprise

Numbers alone never tell the full story 
of non-compliance costs, because most 
people miss parts of the total problem. 
Non-executives at an organization likely 
do not know the full scope of the cost. If 
a company, for example, loses a legal mat-
ter because of IG non-compliance, the full 
costs are not always evident because they 
are either not obvious or staff may not 
track them as diligently as they should. 
When costs are seen on the lower rungs 
of an organization, they are often under-
estimated.

Joe Garber
VP Marketing
Hewlett Packard Enterprise

If an organization cannot know for certain 
what its losses or costs would be in the 
absence of a robust compliance effort, it 
becomes difficult to characterize compliance 
as anything other than a cost center.
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of respondents answered that they believed the costs of non-com-
pliance were likely tracked within their organization, but they were 
not personally aware of those numbers. And 11% of respondents said 
they did break out costs specifically related to information governance 
challenges. Finally, 8% said they could not share what their costs of 
non-compliance were due to sensitivity.

The bottom line is that most organizations are experiencing some 
kind of additional cost due to some kind of imperfection in their IG 
program, whether it is operational inefficiency or a failure to comply 
with said program. These costs are persistent and they are substan-
tial, and in many cases they are going unrecorded or unnoticed by the 
organization, which highlights a major opportunity for compliance to 
realize significant cost savings by identifying problem areas and ad-
dressing them through improved IG and IG compliance.

 

Firms that have been fined for poor com-
pliance often hire compliance people to 
appease the regulators, but what they are 
doing tends to be very manual. I know of 
one bank that had a mandate to listen to 
phone recordings for eight hours each day 
to achieve audio compliance. They hired a 
team to listen to the phones all day. That’s 
one way to do it; it’s very draconian, and it 
has limited returns because somebody is 
not going to stay sharp for eight hours a 
day listening to phone calls. Instead, you 
could take a risk-based approach and use 
systems to parse through the calls and 
capture the calls you might want to listen 
to. The alternative becomes mind-numb-
ing.

John Pepe
E-discovery, compliance,  
and analytics specialist
Hewlett Packard Enterprise

Such widespread costs suggest a few 
different factors at work, including a 
diversity in the seriousness of the offenses, 
obviously, but also a level of regulatory 
expectation. Fines and sanctions in the 
financial services industry tend to he higher 
than in less heavily regulated industries, for 
example, because the mandate is stricter for 
finserv than for other industries. 
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Over the past three years, what was the average annual total cost of fines, sanctions, and other remedies related
to non-compliance with information-related laws, regulations, and other requiremets at your organization? 

Do you quantify and track the economic cost of fines, sanctions, and other remedies related to non-compliance with 
information-related laws, regulations, and other requirements at your organization?

Over the past three years, what was the average total cost of fines, sanctions, and other remedies related to non-compli-
ance with information-related laws, regulations, and other requirements at your organization?

Yes 

Do not track the total cost of compliance 

Believe the costs are likely tracked, but not personally aware of 
the numbers 

Do not break out costs specifically related to information 
governance challenges 

Could not share due to sensitivity

Other

No cost

Less than $500,000 USD per year

Between $500,000 and $1M USD per year

Between $1M and $5M USD per year

Between $5M and $10M USD per year

Between $10M and $25M USD per year

Over $25M USD  per year

 

17%

11%

28%

32%

51%

4%

4%

33%

6%

1% Over $25M USD per year
0% Between $10M and  

$25M USD per year

4%
8%



16        \\           THE COST OF INFORMATION GOVERNANCE NON-COMPLIANCE        \\        COMPLIANCE WEEK

Manual processes, 
efficiency, and 

headcount

SECTION 3
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Information governance deals with people, 
process and technology. And in the ab-
sence of technology, companies will jump 
on people and process. Without the ability 
to analyze information and automate the 
application and execution of governance 
policies, people will do it in spreadsheets, 
which is often a manual, error-prone pro-
cess. 

Joe Garber
VP Marketing
Hewlett Packard Enterprise

You need three things for good IG efficien-
cy. One, the ability to access all of the right 
information. Two, the ability to understand 
that information. And three, the ability to 
apply the information governance policy 
to that information. If you do not have the 
ability to apply all three, then your com-
pliance or information governance proce-
dures can go from a five-minute activity to 
something that takes up days per week. 

Joe Garber
VP Marketing
Hewlett Packard Enterprise

Nearly all (96%) of this survey’s respondents had at least one 
full-time employee in their compliance, legal, or related de-
partment support information governance compliance re-

quirements as a part of their formal role with the organization. But the 
total number of people tasked with this responsibility varies widely, 
suggesting a number of important factors at play.

First, more than three quarters (76%) of respondents have 24 or 
fewer full-time employees assisting with information governance 
compliance. The most common bloc is one to four employees (39%), 
followed by five to nine employees (20%) and then 10-24 employees 
(17%). These numbers suggest a traditional information governance 
compliance role, such as searching, finding, collecting, preserving, re-
viewing, and producing digital information. 

From there, however, the numbers distribute widely and even-
ly: 25-49 employees (4%), 50-99 employees (3%), 100-249 employ-
ees (3%), 500 or more employees (4%). At higher levels, even when 
accounting for large organizations with substantial compliance 
operations, notions of 500+ employees working on IG compliance 
suggests a definitional challenge of what information governance 
actually is. 

When asked about the locations organizations typically searched, 
investigated and/or collected information from in the course of in-
vestigations or other compliance activities, the answers broadly fell 
into one of three categories. The first (78%) is content, documents, 
or records management software that is used to store, organize, and 
access important information. The second (78%) is digital archives 
where digital information is kept long-term, such as e-mail archives, 
backup tapes, and so forth. The third (63%) is messaging systems, 
such as e-mail, instant messaging, and SMS. 

These areas are not surprising, as they represent fairly traditional 
areas of interest for information governance. What is more eye-open-
ing, however, is the amount of work hours being devoted to searching 
these areas. 

Almost a third (30%) of typical employees in a compliance, le-

First, more than three quarters (76%) of 
respondents have 24 or fewer full-time 
employees assisting with information 
governance compliance. The most common 
bloc is one to four employees (39%), 
followed by five to nine employees (20%) 
and then 10-24 employees (17%). These 
numbers suggest a traditional information 
governance compliance role, such as 
searching, finding, collecting, preserving, 
reviewing, and producing digital information. 
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You need a solution as holistic as your risk. 
There are lots of smaller vendors who do 
one thing great, but they can’t do every-
thing great. Ultimately, a lot of these will 
merge and eventually build a system that 
meets every need, but that will take a 
while. Meanwhile, we’re seeing platforms 
becoming more open so non-vendor prod-
ucts can integrate a little easier. That’s the 
requirement of a lot of customers. They 
want openness or they won’t talk to you. 
There is an endless need to fiddle and cus-
tomize.

John Pepe
E-discovery, compliance,  
and analytics specialist
Hewlett Packard Enterprise

gal, or related department spends eight hours—a full work day—a 
month devoted to information governance compliance. After that, 
17% of employees spend twice as much time—16 hours, or two 
days a month. An almost equal amount (18%) spend 40 hours, or 
five days, per month on IG compliance. And 14% spend 80 hours, 
or 10 days, per month. At these higher levels, typical employees 
are fully spending half of their entire work month just on IG com-
pliance. And these figures are all for any given month where there 
is not an audit or litigation event. In months that do have such 
events, the number of work hours spent on IG unsurprisingly goes 
up slightly across the board. What could be requiring so much 
time?

The answer, it seems, might be the use of inefficient methods. 
When asked to identify the various methods and tools that their or-
ganization used to support IG compliance activities, manual preser-
vation or collection of data came up twice—both by non-IT employees 
(55%) and by IT employees (46%). These are hugely important num-
bers, and such manual operations impose gross inefficiencies on the 
organizations that use them, resulting in higher operational costs and 
poorer IG compliance performance.

Nearly all (96%) of this survey’s respondents 
had at least one full-time employee in their 
compliance, legal, or related department 
support information governance compliance 
requirements as a part of their formal role 
with the organization. But the total number 
of people tasked with this responsibility 
varies widely, suggesting a number of 
important factors at play.
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How many full-time employees in your compliance, legal, or 
related department support information governance compli-
ance requirements as part of their role? (Please enter a nu-
meric whole number.)

Identify the locations that your organization typically searches, investigates, and/or collects information from in the course of 
investigations and other compliance activities. (Please select all that apply.)

How many person hours does a typical employee in your 
compliance, legal, or related department typically devote to 
information governance compliance requirements in an av-
erage month that does not have an audit or litigation event?
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One or more

Content, document, or records management software  
(i.e., that is used to store, organize, and access important information)

Digital archives (i.e., where digital information is kept long-term,  
such as e-mail archives, backup tapes, and so on)

Messaging systems (i.e., e-mail, instant messaging, SMS, and so on)

Other

None of the above 2%

9%

63%

78%

78%

94%
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Reducing the risk

SECTION 4
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The stage is set: Compliance professionals recognize that the IG 
risks they face are high, the stakes continue to rise, and that 
there are significant costs already being incurred. For compli-

ance officers, the task ahead is to turn these challenges into oppor-
tunities, especially with regard to stopping the hard and soft costs of 
compliance failures and inefficiencies.

When asked what remedies they needed to reduce the risk of IG 
non-compliance—or, put another way, to improve the overall effective-
ness of their IG compliance program—respondents answered loudly 
and clearly.

Some two thirds of respondents (66%) considered increased au-
thority for the compliance function to be a helpful measure, with 31% 
seeing it as “very effective” and 35% as “effective.” Even if compliance 
is not going to have primary responsibility for the IG program, it still 
oversees its compliance, and the strength of a compliance program 
is often measured by its ability to enforce agreed-upon standards 
across the organization. Where this authority is lacking stems from 
any number of causes, including lack of top-level support and internal 
politics. But if compliance is to bring together the various elements of 
an enterprise’s IG program, it needs the authority to set deliverables.

Nearly three quarters (73%) of respondents said that they wanted 
clearly delegated responsibility for information governance and the 
compliance management of information to a senior executive. Of this, 
35% of respondents said that would be a “very effective” measure, 
while 38% said it would be “effective.” The primary challenge of IG 
is that it is by nature a multidisciplinary effort, so there tends not to 
be any central ownership of it, leaving organizations to address their 
most immediate IG challenges with piecemeal solutions that do not 
yield an enterprise-wide, holistic IG compliance solution. This, in turn, 
provides a prime breeding ground for operational inefficiency and cas-
es of the program itself failing when needed, which can result in fines, 
sanctions, and unintended legal costs.

But the biggest remedy is technology. Some 68% of respondents 
touted investing in information governance software and other tech-
nologies designed to help govern and secure important records and 

Very rarely is a large product built in-house 
by a vendor. Typically, they are built over 
time by multiple vendors, but they are not 
built to integrate with each other from the 
ground up. 

John Pepe
E-discovery, compliance,  
and analytics specialist
Hewlett Packard Enterprise

The price tag for an IG program can be as 
low as thousands of dollars each year, but 
multimillion-dollar annual software and 
service contracts are not uncommon. It’s 
based on a per-user cost. Usually com-
panies will start with a central repository 
to get a toehold on everything and then 
build out solutions from there. With a 
hosted system to collect all data, you can 
start quickly without a whole lot of invest-
ment. But there is a cost to add on to that 
system with legal holds, e-discovery, re-
cords management, and so on. But finding 
a solution that does everything in one is 
very difficult.

John Pepe
E-discovery, compliance,  
and analytics specialist
Hewlett Packard Enterprise

The stage is set: Compliance professionals 
recognize that the IG risks they face are 
high, the stakes continue to rise, and that 
there are significant costs already being 
incurred. For compliance officers, the 
task ahead is to turn these challenges into 
opportunities,
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information. Of these, 25% of respondents said this would be “very 
effective,” and 43% said it would be “effective.” Separately, some 62% 
of respondents also supported improved e-discovery abilities, includ-
ing the ability to find and produce information requested by courts, 
regulators, or auditors. Here, 45% of respondents said this would be 
“helpful,” and 17% said it would be “very helpful.”

Put together, these two automation-driven answers clearly stand 
out as the most favored solutions, speaking clearly to the amount of 
work hours and additional costs imposed by inefficient processes, 
such as manual data collection. While companies in industries with 
greater overall compliance requirements tend to already have invested 
in such systems, those systems might not cover the entire enterprise, 
or might require considerable expansion. For companies in industries 
with lower overall compliance profiles and with a greater likelihood 
of manual data collection, the automation of any manual processes is 
seen as a way to process more work quickly, with less cost, and with 
greater accuracy, allowing the compliance team in place to focus on 
other objectives.

With that in mind, hiring more people into the compliance func-
tion was only seen by 47% of respondents as being effective or very 
effective, again a nod to the reality that in many operations, there is 
a point of diminishing returns when it comes to headcount and IG 
compliance, and that point gets closer to zero the more automation is 
integrated into the system.

Finally, lobbying lawmakers to update existing regulations to 
make compliance less expensive and more realistic was seen by only 
36% of respondents as effective or very effective. This is an admission, 
perhaps, that the increasing complexity and severity of regulations 
and legal liability is an environmental condition that is better adapted 
to than resisted outright … though few would object, one imagines, to 
a substantial change that happened on its own.

Lobbying lawmakers to update existing 
regulations to make compliance less ex-
pensive and more realistic was seen by 
only 36% of respondents as effective or 
very effective. 

Hiring more people into the compliance 
function was only seen by 47% of 
respondents as being effective or very 
effective, again a nod to the reality that 
in many operations, there is a point 
of diminishing returns when it comes 
to headcount and IG compliance, and 
that point gets closer to zero the more 
automation is integrated into the system.
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Please rate each activity by how effective it might be in reducing the risk of fines, sanctions, and other remedies related to 
non-compliance with information-related laws, regulations, and other requirements at your organization.

Clearly delegate responsibility for information governance and the compliance 

management of information to a senior executive

Invest in information governance software and other technologies designed to help 

govern and secure important records and information

Increase the authority of the compliance function at your organization

Improve e-discovery capabilities, including the ability to find and produce information 

requested by the courts, regulators, or auditors

Hire more people into the compliance function at your organization

Join with our peers to lobby lawmakers to update existing regulations to make 

compliance less expensive and more realistic
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Final thoughts
“IG is a huge umbrella with a lot under it. No one part of the organi-
zation can fix it holistically, because it includes records management, 
archiving, access control of data (which includes data governance, 
discovery, compliance, and supervision). All of these things fall under 
information governance. This is a big problem with lots of owners who 
don’t necessarily work together. Most of the time, they have different 
tools for the same thing, or they have different tools used in other 
parts of the organization. Sometimes, that is due to internal politics. 
In the case of the financial services sector, it is often the case of many 
acquisitions over the years, people are still siloed, and nobody is really 
working together, so you get data fiefdoms.”

John Pepe
E-discovery, compliance, and analytics specialist
Hewlett Packard Enterprise

“IG is not just about the risks to the data itself. It’s about costs, lost 
productivity, spending more on IT than you need to … all those things 
come together in the form of hidden costs that many people don’t even 
track. Many don’t even know the hard costs, let alone the soft costs. 
You could ask the question but the answers might not be the full an-
swers, not because people are being disingenuous. But because they 
simply don’t know. They are unable to see the full picture. 
 There is also a value component to governance that is often not 
clearly seen in the organization. If a company is able to get better con-
trol of their data and gain additional insight into this information, 
they can mine it for strategic insight, market requirements, and better 
productivity, among others. We had one customer, for example, that 
implemented a governance strategy because they had to—to comply 
with specific regulations.  But once they were able to proactively clas-
sify it, categorize it, and apply IG policy to it, they discovered that they 
were able to surface a number of best practices from their front-line 
staff that they then plowed back into training and hiring to drive the 
top line as well. In this way, IG isn’t just about protecting an organiza-
tion from risk, but also about delivering value—another component of 
the IG value equation that is often not tracked.”

Joe Garber
VP Marketing
Hewlett Packard Enterprise
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Methodology
Harvey Research, Inc. was commissioned in May 2016 to conduct an 
Information Governance Study for Compliance Week and Hewlett 
Packard Enterprise. The objectives of the study were to learn more 
about the thoughts and opinions of those directly involved in infor-
mation governance. The questions for this survey were designed with 
input from the Information Governance initiative.

The study was conducted online. To complete the study, Compliance 
Week invited participation through an e-mail to their contact lists and 
an invite on their social media sites. The invite contained an offer to 
enter a drawing to win a $100 Visa Gift Card or have a similar amount 
donated to a charity and linked to the survey site designed, main-
tained, and hosted by Harvey Research, Inc. Responses were collected 
from May 31, 2016, until July 25, 2016. 218 completed responses were 
used as the basis for this report. 

Accepted research methods were employed throughout the conduct 
of the study, and Harvey is confident that this report fairly provides a 
quantitative valuation of the surveyed audience. 
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High-level overview

HPE Software, HPE Software Services and 
HPE Education Services enabled NuScale to:

• Comply with the U.S. Nuclear Regulatory 
Commission (NRC) Regulatory Issues 
Summaries NIS 2000-18 guidelines for 
managing electronic records in licensed 
commercial nuclear plants

• Modernize, transitioning from paper-based 
Iron Mountain repository to an electronic 
records management system built on HPE 
ProLiant servers and dual storage (15TB 
at each of two locations) with sub-4-hour 
disaster recovery

• Complete transition in less than six months to 
ensure readiness for NRC on-site review 

• Streamline migration of legacy records from 
Microsoft SharePoint database; migrate more 
than 9TB and enable rapid integration of new 
records, including test files of up to 500GB

• Run gap analysis and identify zero gaps

• Leverage server-level database encryption 
to protect proprietary, highly sensitive 
enterprise data

• Capture, record and report on records 
annotation rates to help identify and reduce 
errors in asset classification, document 
revisions, formatting, etc.

• Eliminate the materials and processing costs 
of paper records

• Shrink record retrieval from 2-7 days to 
seconds 

Company

NuScale Power, LLC develops small modular 
reactors (SMRs) that reinvent nuclear energy 
to create safer, more economical, carbon-free 
power to support global demand. A NuScale 
plant is built on NuScale Power Modules, 
each producing 50 megawatts of electricity 
(gross) with its own factory-built combined 
containment vessel and reactor vessel, and its 
own packaged turbine-generator set. A power 
plant with 12 NuScale Power Modules can 
produce up to 600 MWe gross. The reactor 
coolant is driven by natural circulation and 
can be shut down safely with no operator 
action, no AC or DC power and no external 
water supply.

2016 HPE Software 
Innovator Awards
Lionel Wertz, NuScale Power, LLC

Nuclear power plant company relies on HPE Records 
Manager for NRC compliance, new revenue stream and  
on-schedule delivery of carbon-free, green-energy source

Honorable Mention   
 
Protect Your Digital Enterprise 
 
Software
• HPE Control Point

• HPE Data Protector

• HPE Records Manager

Services
• HPE Software Services

• HPE Education Services


