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Powering Privacy Compliance and Trust

Though safety in cross–border data transfers is often thought of as a security 
issue, there is a critical privacy component that must also be addressed. Whether 
your organization already operates globally or is looking at potential international 
expansion, there are mandatory privacy and cross–border data transfer regulations 
that require compliance.

When you engage and do business with individuals in new locations, you may need 
to collect, use, store, and possibly transfer their personal data across borders. Before 
doing so, you must check your practices against the applicable privacy requirements 
or risk non–compliance and associated penalties, fines, and reputational damage. 
This is particularly crucial when transferring data out of the EU, the region that 
arguably leads the world when it comes to strong data privacy and protection 
regulations.

This Solutions Brief is focused specifically on EU data transfers, explains the 
importance of data transfer privacy compliance to business growth, and provides a 
review of the regulatory landscape, available compliance mechanisms, and practical 
examples.

Solutions Brief:  EU-U.S. Privacy Shield Compliance
Options to achieve EU Data Transfer Compliance: Privacy Shield, Model Contract Clauses, 

and Binding Corporate Rules (BCRs)
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International Expansion is a Top Priority for Many US Companies
Surveys show that senior executives are aggressively pursuing expansion in overseas markets to compensate for sluggish 

growth in certain sectors of the US market.1 This is particularly true for small to mid–size businesses where international 

growth is seen as a key part of business strategy.2

Bolstering the case for international expansion, the Department of Commerce (DOC) International Trade Administration 

states that more than 70 percent of the world’s purchasing power is located outside of the United States.3 Findings from 

a study published by the Institute for International Economics show that US companies that export products and services 

grow faster and are 8.5 percent less likely to go out of business than companies that don’t.4

Cross–Border Data Transfer Complexities
The legal and regulatory complexities come into play when marketing, HR and other business stakeholders need to have 

customer or employee data sent back to headquarters in a different country. Inconsistent privacy laws across countries, 

sometimes with conflicting obligations, make it difficult to stay compliant while enabling cross–border data transfer 

necessary for business operations.

Some countries have sector–specific laws, others fall under general data protection frameworks, some require “comparable” 

or “adequate” privacy protections as required in the host jurisdiction without providing greater guidance, while others require 

prior consent by the consumer or employee before data transfer is allowed.

EU DATA TRANSFER PRIVACY COMPLIANCE MECHANISMS
To enable privacy-compliant EU data transfers, businesses need to have the controls in place to stay compliant with 

EU data privacy regulation. Several privacy compliance mechanisms are available to provide coverage. Each option has 

benefits and trade–offs that are important to weigh when selecting a mechanism that fits your needs.

EU-US Privacy Shield (replaces US-EU Safe Harbor Framework)
Under the EU Data Protection Directive 95/46/EC, personal data can be transferred outside of the European Economic 

Area (EEA) only when the recipient country provides an “adequate level of protection” for the data. The European 

Commission has deemed only a handful of countries to meet that requirement. The US is not on that list.

The original US-EU Safe Harbor Framework was first introduced in 2000 and was a valid means for US companies to 

meet the “adequacy” requirements in the EU Data Protection Directive. Over 4,000 companies benefited from the original 

program. On October 6, 2015, the Court of Justice of the EU (CJEU) ruled in the Schrems v. Data Protection Commissioner 

case (C-362/14) that the US-EU Safe Harbor Framework was no longer a valid method for ensuring “adequacy” 

requirements for international data transfers.

In July 2016, the European Commission and the United States announced approval of a new framework for transatlantic 

data flows: the EU-US Privacy Shield. This new framework will protect the rights of Europeans when their data is 

transferred to the United States and provide a path to legal certainty for thousands of businesses that previously relied 

on Safe Harbor for their international data transfers. Privacy Shield applies to both customer and employee / HR data and 

calls for stronger obligations for companies and stronger enforcement, monitoring and cooperation by regulators in the 

US and EU.

1  Pushing the Boundaries of Business Overseas: Opportunities and Challenges for Small to Mid–Sized Companies in International Markets, 
CFO Research, July 23, 2013.

2 Business Without Borders: International Growth at Mid–Cap Companies, Mergermarket Group, April 1, 2015.
3 Exporting is Good for Your Bottomline, US Commercial Service, International Trade Administration, http://www.trade.gov/cs/factsheet.asp.
4 Id.



CONTACT US US: 888.878.7830     www.truste.com        |        EU: +44 (0) 203 078 6495     www.truste.eu

Powering Privacy Compliance and Trust

3Solutions Brief: EU Data Transfer Privacy Compliance

Although the core Privacy Shield Principles are similar to the Safe Harbor Privacy Principles, the new Principles are much 

more comprehensive and detailed.

The Privacy Shield Principles include seven distinct categories: (1) notice (2) choice; (3) accountability for onward transfer; 

(4) security; (5) data integrity and purpose limitation; (6) access; and, (7) recourse, enforcement, and liability.

They also include a number of Supplemental Principles, which offer more detailed requirements for specific circumstances, 

such as the transfer of sensitive data; secondary liability; the role of DPAs; HR data; pharmaceutical and medical products; 

and publicly available data.

There are some critical new enhancements outlined in the details of each Principle. Though not an exhaustive list, the 

following is a summary of some of the key enhancements that impact businesses:

•   Increased Transparency: Additional or changed disclosure requirements in privacy policies (e.g., statement of 

compliance with framework & link to Principles, subject to investigatory / enforcement powers of FTC, etc.).

•   Increased Accountability for Onward Transfers to Data Controllers: Contracts must be in place with required 

statements (e.g., controller provides protections under PS) specifying and limiting the purpose of processing.

•   Increased Accountability for Onward Transfers for Data Processors: Data controllers will be liable if a contracted 

processor violates the Principles (burden of proof on controller to show not responsible), thus there is increased 

controller obligation to take steps to stop unauthorized processing.

•   New Monitoring and Regulatory Oversight Mechanisms:  The FTC and DOC committed to dedicated points of contact 

to investigate / resolve complaints referred by DPAs, provide information on a company’s participation in the Privacy 

Shield program and provide enforcement assistance to DPAs. New US and EU commitment to Annual Meetings to 

review issues on the Privacy Shield Framework.

•   Individual Complaints: Individuals must first contact the company, then the company has 45-days to respond. The 

individual then has a choice of 3 mechanisms – (1) independent Dispute Resolution at no cost to the consumer; (2) work 

with the local DPAs (can be used for customer data, must be used for HR data); or (3) arbitration as last resort (when 

still not resolved and individual invokes). EU citizens can also sue in a private cause of action (e.g., false claims).

•   Program Operations: The Department of Commerce will approve EU-US Privacy Shield Self-Certifications and Annual 

Self-Certification is required just as in the former Safe Harbor program. DOC will actively monitor and verify compliance, 

maintain updated list and removal of non-members, and is responsible for ensuring non-members continue to apply 

principles to personal data received when they were in the Privacy Shield (as long as retained).

•   Verification: Just as in the former Safe Harbor program, companies can “Verify” In-House or list a third-party 

Verification Agent on the Privacy Shield registration. 

•  Audit Trail: Companies must retain any records related to Verification and provide upon request by any agency 

responsible for investigations / enforcement.

•   HR Data: If HR Data is included in the Privacy Shield Self-Certification, a company must agree to cooperate / comply 

with DPAs. An alternative Dispute Resolution cannot be used to handle complaints related to HR Data.  

•  Dispute Resolution Reporting: Independent Dispute Resolution services must add provisions about the process 

and timeframes (must respond within 45 days), and must provide annual reporting on Dispute Resolution stats / 

complaints/ outcomes / quality measures / remedies / sanctions.



CONTACT US US: 888.878.7830     www.truste.com        |        EU: +44 (0) 203 078 6495     www.truste.eu

Powering Privacy Compliance and Trust

4Solutions Brief: EU Data Transfer Privacy Compliance

Benefits Trade–offs

• Relatively fast process that takes an average of 1 to 
3 months to prepare, depending on the company’s 
privacy maturity. 

• Companies with the original Safe Harbor already in 
place may be able to leverage some existing privacy 
practices to streamline the process of preparing to 
self-certify under the new program.

• Need to review the complete framework, audit how 
your business processes map, identify gaps, remediate 
gaps, and maintain an audit trail. 

While the EU-US Privacy Shield Framework was developed, many companies have considered other mechanisms such as  

Binding Corporate Rules and Model Contract Clauses

Binding Corporate Rules

Binding Corporate Rules (BCRs) are designed to allow multinational companies to transfer personal data from the EEA to 

their affiliates located outside of the EEA in compliance with the EU Data Protection Directive. This mechanism requires 

an application to the lead Data Protection Authority (DPA) that will then coordinate with all of the impacted individual 

EU member country’s DPAs for approvals to use BCRs for international data transfers. This mechanism also requires 

demonstration of on–going compliance with the approved BCRs.

Benefits Trade–offs

• Provides a sustainable framework for a range of     
intra–group data transfers.

• Helps achieve an elevated and consistent level of 
data protection compliance by ensuring that all 
group entities work towards enhanced data handling 
standards.

• Strengthens an organization’s brand in the eyes of 
customers, third–parties and regulators.

• Reduces administrative complexity of model contract 
clauses.

• Can be a lengthy process if there is still a lot of work to 
be done to implement company procedures that meet 
requirements.

• Needs approval from three individual member 
country’s DPA through “Mutual Recognition” 
agreement.

• On–going compliance reviews require maintenance 
time.

• Significant changes require DPA notification.

• Potential for challenge under same criteria as CJEU 
Ruling.
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Model Contract Clauses
Another alternative is the use of the Model Contract Clauses approved by the European Commission. Use of these 

standard contractual clauses is considered an “adequate” safeguard as required under the EU Data Privacy Directive 

and thus personal data can flow from an entity in the EU member states to an entity in another country when covered 

with this mechanism. The implementation of Model Contract Clauses also requires demonstration that operational 

components are in place to ensure compliance with applicable data protection laws including the EU Data Protection 

Directive.

Benefits Trade–offs

• By leveraging already approved clauses, this option 
provides a means of implementing some level of 
protection.

• Companies with small EU footprints may be able to 
execute in a short timeframe.

• For many companies, hundreds of contracts may 
be required to cover transfers between all affiliates.
Keeping those contracts up to date can be difficult and 
time consuming.

• Some EU member states require registration of the 
use of the model contract clauses so that its Data 
Protection Authority can verify that the usage is 
appropriate.

• May require substantial and recurring outside counsel 
spend to continually review / revise hundreds of 
contracts, and respond to requests.

• Potential for challenge under same criteria as CJEU 
Ruling.

TRUSTe SOLUTIONS FOR EU DATA TRANSFER PRIVACY 
COMPLIANCE

EU-US Privacy Shield Assessments & Certifications

TRUSTe provides independent compliance assessments and verification to prepare organizations for self–certification 

under the EU-US Privacy Shield Framework with the Department of Commerce, backed by almost two decades of 

experience working with thousands of clients across all industries.

This assessment encompasses a review of privacy policies and practices of businesses collecting or processing personal 

information against TRUSTe Certification Standards grounded on the new EU-US Privacy Shield requirements. It includes 

an assessment of customer data management practices around online properties, (i.e., websites, mobile apps, and cloud 

platforms) and may also include a review of offline and employee data management practices. TRUSTe also provides a 

third–party dispute resolution service, addressing dispute–handling requirements under the Framework.

Upon satisfactory verification, an organization is granted a TRUSTe Privacy Seal that attests to the business’ compliance 

against TRUSTe Standards and provides evidence for submission to the Department of Commerce for self–certification 

under the EU-US Privacy Shield (which replaces Safe Harbor).
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TRUSTe offers three flexible Privacy Shield solution options:

EXPERIENCE WORKING WITH THOUSANDS OF COMPANIES WORLDWIDE

CASE STUDY: Customer Data for US-EU Safe Harbor 

One of the world’s most successful multi–billion dollar entertainment and ecommerce companies needed the ability 

to collect customer data from citizens in the EU and then transfer that data back to locations in the US. The company 

operates in over 100 global locations and on over 100 websites and apps.

With rapid international expansion from mergers and acquisitions that regularly come with increased regulatory scrutiny, 

the company wanted to ensure that they were compliant with requirements under the EU Data Protection Directive.

They chose to work with TRUSTe to help develop a global privacy program and assess their compliance with privacy 

requirements under the US–EU Safe Harbor Framework. The TRUSTe privacy solutions team helped the company’s Chief 

Compliance Officer along with key members of the marketing and ecommerce teams assess the organization’s privacy 

policies and practices and provide a detailed Findings Report with a Gap Analysis outlining required modifications.
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Verification Listing for DOC

Dispute 
Resolution
Package

Assessment
Package

Verification
Package

Tracker Scanning

Customer or HR Data

� �Searchable Audit Trail

*

* Dispute Resolution (DR) only for Customer inquiries.  DR must be provided by DPAs for HR inquiries.
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The company effectively updated their policies and practices and obtained TRUSTe Certification, readying them for 

application submission to the Department of Commerce (DOC). The company was then able to quickly secure approval 

under the DOC’s US–EU Safe Harbor Program and prove that it met the “adequacy” standard under the EU Data 

Protection Directive. The company also meets on–going dispute–handling requirements through TRUSTe’s Dispute 

Resolution service.

TRUSTe will continue to help ensure that this company stays privacy compliant under the new EU-US Privacy Shield 

Framework.

CASE STUDY: HR Data for US-EU Safe Harbor 
A fast-growing customer feedback platform company with hundreds of employees was expanding into Europe and 

wanted to ensure it was compliant with all aspects of the US-EU Safe Harbor for HR Data.

This company was eager to quickly get up to speed with the Department of Commerce requirements and EU laws 

governing employee data transfers. 

TRUSTe’s privacy experts conducted an in–depth assessment of the company’s policies and employee handbook. Redlines 

and suggested changes were presented to the company in a way that would not drastically modify their HR operational 

flow but would still allow them to comply with HR data transfer regulations.

The company was able to be compliant with and gain self–certification on the HR Data component of the US–EU Safe 

Harbor directive in regards to online and offline HR Data. The company leveraged their HR Data Safe Harbor certification 

for employee on–boarding scenarios and the transfer of data and are in strong position to seek Self-Certification under the 

new EU-US Privacy Shield program. 

TRUSTe will continue to help ensure that this company meets the new EU-US Privacy Shield.

A sampling of EU Data Transfer Clients includes:
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TRUSTe Privacy Professionals
The TRUSTe team has a unique background of legal, technology, business process, and project management experience. 

Our data privacy experts have significant experience leading global privacy assessments for large enterprises. Many 

of our privacy professionals have law degrees, practiced in privacy and information law, are CIPP–certified, and have 

experience as privacy leaders and consultants for top companies such as Adobe Systems, American Express, Citrix, 

Comcast, HSBC Bank, Hertz, IBM, Intuit, Kimberly–Clark, Microsoft, Pfizer, and Yahoo.

TRUSTe has specialized in Data Privacy Management for almost two decades. Our team delivers the most comprehensive 

suite of privacy services available. We have key regulatory relationships and are a leading provider of privacy services 

supporting regulatory and self–regulatory compliance programs for a wide range of agencies including APEC, DOC, DAA, 

EDAA and FTC. Our privacy experts assist clients with all of their privacy compliance needs.

About TRUSTe
TRUSTe powers privacy compliance and trust by enabling businesses to use data across their customer, employee and 

vendor channels. We have nearly 20 years experience and a team of over 150 professionals dedicated to providing 

data privacy management solutions and services, including assessments, certifications and our SaaS-based Platform. 

The Data Privacy Management Platform provides control over all phases of privacy; from conducting assessments and 

implementing compliance controls to managing ongoing monitoring. Companies worldwide rely on TRUSTe to minimize 

compliance risk and protect their brand.


