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Take the Conflict of Interest Challenge
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by Carole Switzer

view with Dave Smith, EVP of Sales

for the GRC software company, Con-
vercent, discussing the damage a com-
pany can suffer from conflicts of interest
(COlIs). Dave cites two studies that high-
light the problem, which can be summed
up like this:

Irecently read a very interesting inter-

FACT: COIs are observed often, but re-
ported rarely - COIs are the third most
commonly observed type of misconduct,
according to the 2013 National Business
Ethics Survey (NBES), but only 49 per-
cent of workers who observe COI mis-
conduct are reporting what they see.

FACT: Companies aren't effectively man-
aging COIs despite technology being
available to help - a combined 74 percent
of companies use internal/desktop tools,
or none at all, to manage COls, accord-
ing to the 2015 Compliance Trends Sur-
vey from Deloitte and Compliance Week,
which reveals the lack of sophistication
around managing this risk area.

Dave goes on to discuss how COI has
become a big risk area for companies of all
sizes, in all industries and

So why have companies not taken con-
flict of interest management more serious-
ly? Why haven’t more applied available
technology to make identification and as-
sessment of COI risks and the submission
and resolution of disclosures easier and
more effective? I have a few theories about
the reasons for this shortcoming.

Reason 1 - lack of knowledge

Maybe it’s because the company costs
from realized COl risks haven’t been easy
to ascertain. When conflicts aren’t man-
aged in a unified system that allows for
full analysis as changes in circumstances
arise, it’s virtually impossible to identify
and quantify related losses. So here you
have the proverbial chicken and egg prob-
lem. We don’t have the information man-
agement and analysis in place to ascertain
the amount of damage being done due to
COIL. Therefore, we don’t recognize the
damage and don’t think it’s worth invest-
ing in a better management system.

Reason 2 —lack of motivation

Maybe it’s because companies that en-
gage in conduct that harms their custom-
ers based on conflicted interests haven’t
felt the pain. Take the case of JPMorgan,
which agreed to $300,000,000 in settle-
ments with the Securities and Exchange
Commission and the Commodity Fu-
tures Trading Commission a few months
ago, for failing to tell its customers
that it was making huge profits by put-
ting their money into mutual funds and
hedge funds that generated fees for

any country, but especially
for those that are large and
widespread. Indeed, if you
spend an hour on the web,
you’ll find many examples
of COI causing financial
losses for companies or
their customers, question-
able outcomes in scientific

the company, even though these
might not be the best investment
choices for the customers. Nearly
a third of a billion dollars sounds
like a big penalty, but according to
Bloomberg News, it represents only
about 1 percent of the company’s
annual operating profits or about a

and medical research, and
facilitation of fraud, brib-
ery, and corruption; not to mention loss
of stakeholder trust. You’ll also find nu-
merous guidance documents from indus-
try oversight bodies and public sector
entities.

What you won’t find is any clear pattern
of change or maturing in COI management.

Switzer

month of profits from its asset-man-
agement division. Maybe that’s just
not enough to motivate a change in
behavior industry-wide.

Reason 3 - lack of strategic direction

Maybe, and most likely, it’s because com-
panies fail to apply the strategic goal of
Principled Performance to managing COI
risk. Principled Performance, as defined

by the non-profit think tank, OCEG, is
the ability to reliably achieve objectives
while addressing uncertainty and acting
with integrity. What we know as GRC
is the integrated set of governance, risk
management, and compliance capabilities
that support and drive attainment of Prin-
cipled Performance.

If your company has taken a weak ap-
proach to COI up until now, whatever the
reason or reasons, it’s time to take what
I'll call the five step “Conflict of Interest
Challenge.”

Step One

Start by employing GRC capabilities to
collect and analyze the information need-
ed to determine past losses, and track fu-
ture potential losses, from failing to prop-
erly manage COls.

Step Two

Put in place a layered system of proactive
controls including policies, training, and
disclosure procedures to ensure COIs are
identified and risk-based decisions about
how to address them are applied.

Step Three

Establish processes for detecting actual
and potential conflicts beyond what is
disclosed, and for remediating any im-
proper situations.

Step Four

Assess your COI management plan using
the free, open source OCEG GRC Capa-
bility Model from oceg.org as a guide.

Step Five

Support your plan using modern tech-
nology systems that allow for oversight,
analysis and reporting in real time.

By taking the challenge, your company
will be one step closer to the goal of Prin-
cipled Performance. m

Carole Switzer is the co-founder and president of
OCEG, a non-profit think tank that develops stan-
dards and guidance to help organizations achieve
Principled Performance—the reliable achievement
of objectives while addressing uncertainty and act-
ing with integrity. www.oceg.org.
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[AN OCEG ROUNDTABLE]

Conflicts of Interest: An OCEG Conversation

Switzer: The term “business conflict
of interest” means different things to
different people. Most commonly, we
think about taking an action that ben-
efits you but clearly hurts your com-
pany. Conflicts, however, aren’t always
that obvious. How do you define busi-
ness conflicts of interest?

Hassan: A business conflict of interest
exists whenever an employee might be
unable to make an unbiased and objec-
tive decision in the best interest of the
company because of a competing per-
sonal goal or interest. In short, it oc-
curs whenever the employee’s interests
are in competition with the company’s.
Potential conflicts of interest with deal-
ers, distributors, and resellers are not
always as obvious to many people. For
example, suppose an employee has a
family member who changes jobs and
starts working for a dealer, distributor,
or reseller of the company. The appear-
ance of conflict can exist and call into
question whether that dealer, distribu-
tor, or reseller is receiving some type of
preferential pricing, rebate, or incentive
as a result of their family relationship
—the employee’s family interest is po-
tentially in competition with the com-
pany’s best interest. This may not cre-
ate any actual conflict of interest—but
the potential for a perceived conflict is
certainly there and should be disclosed,
vetted, and cleared.

WinTerBURN: We look at conflicts of in-
terest or COIs as anything that could
compromise an employee’s objectivity

in doing his or her job. This might be
something that they can personally
benefit from, or that may be detrimen-
tal to the company—or might not. The
challenge of COIs is that they don’t
need to actually exist to do harm: The
mere perception of them can be corro-
sive. There is plenty of gray area where
objectivity is harder to apply but con-
sistency, transparency, and account-
ability are still critical. Disclosure not
only of relationships but also of certain
types of activities that an employee
engages in is a key step. One example
is that all of the data breaches and sen-
sitivity around IP leaks and data pro-
tection has given rise to more focus on
early COI detection and handling. Spe-
cifically, we’re seeing that companies
want to know about employees’ outside
activities like second jobs, pet projects,
consulting activities, book publishing,
public speaking, or teaching a course.
Look at any situation where they might
share sensitive information, even if it’s
not done maliciously.

Switzer: What are some of the activities
or changes that might give rise to new
conflicts, and how do you go about
tracking those?

Hassan: Many times people think of
conflict of interest risk arising in a
transactional context. Has there been
an acquisition or merger of some kind?
Has the company entered into a new
joint venture? I prefer to look at conflict
of interest risk in the broader context
of relationships. Relationship changes

of any kind, whether company-based
or personal, can create the potential
for new conflicts of interest. Instead
of only thinking about what corporate
transactions are taking place, think
about which of your relationships, both
personal and professional, are changing.
Has your sister recently gotten mar-
ried? Who does your new brother-in-
law work for? Is there a potential con-
flict there? Have you recently formed a
new summer softball team with a bunch
of your old college buddies? If so, who
do they each work for and is there a po-
tential conflict? If you focus your risk
assessment for potential conflicts on re-
lationships, you’re casting a much wider
net and capturing many more potential
conflicts than you would with a focus
only on transactions.

WiNTERBURN: Any number of regular
business activities could create new
COls, from hiring a new employee to
competing for new business to acquir-
ing another company. This is really
where the future and power of conflict
management lies—to be able to drive
strategic business decisions based on
better compliance information. Instead
of sending out an annual disclosure
form, and triaging those disclosures that
contain conflicts once they’re already in
play, imagine if, when expanding your
offices in China, you can place a higher
level of scrutiny on any hiring process
that involves a job candidate with ties
to a government official. Or when you
enter a procurement process, you alert
employees in another division with an
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existing relationship to the potential
customer about the blackout period.

Switzer: What are the best ways to iden-
tify actual any potential conflicts? And
then how do you keep track of them as
changes occur?

Hassan: In many respects, conflicts of
interest really are in the “eye of the be-
holder”—you know one when you see
one. But how can a company “see” into
the lives of each of their thousands, or
tens of thousands, of employees? One
of the best ways to identify potential
conflicts is to arm your employees with
a thorough understanding of what a
conflict of interest is and then ask them
to tell you about theirs. Consistent
training and education pieces about
what a potential conflict of interest can
look like, the context they are often
found in, how to identify one, and how
to report and clear one when you do,
are key elements of conflict of interest
prevention programs. There is also no
substitute for simply asking employees
about their relationships and potential
conflicts. An annual outreach to em-
ployees asking them to identify and
report potential conflicts is imperative.

WinTERBURN: I'd say consider asking for
disclosure of some potential COIs as
early as the recruitment process. Dur-
ing interviews ask your candidates to
disclose any intellectual property, non-
solicitation, or non-compete agree-
ments that they may have. This helps
avoid future litigation and IP infringe-
ment conflict with other companies.
One of the best resources you’ll have is
a comprehensive history of all of your
disclosures, no matter if and how it was
cleared. It’ll let you take an early look
at previous disclosures that may pres-
ent a new risk of a conflict given the
business change.

Start by combining an evaluation
of your current environment—Ilegal
requirements, contractual obligations,
history of COI-driven issues, disclo-
sure history, and ecosystem of third
parties—with information from your
risk assessment. Then go through the
exercise of ranking them and deciding
which are unacceptable, which are ac-

ceptable and which are only acceptable
under certain conditions.

Relationships and business change
dally, so it’s important to consider the
ongoing maintenance of your disclo-
sures as carefully as your initial collec-
tion and clearance activities. Employees
should know how (and be able) to make
changes as needed without submitting
an entirely new disclosure. Compliance
should be able to request and receive
updates to high-risk disclosures more
frequently. And there should be audit-
able records kept of disclosure versions,
even ones that have been archived.

A newer practice is to target and tier
the collection and management of COI
disclosures. First, solicit disclosures re-
lated only to a limited set of COI types
for specific employee groups. This re-
quires that you understand which types
of COIs are most pervasive and pres-
ent the most risk at different levels of
your company. You might, for example,
want your entire company to disclose
any second jobs they have, but only ask
your VPs, C-level executives, and di-
rectors about boards they sit on. Then,
you calibrate your review and clearance
processes by the potential risks COIs
present. Perhaps you want every board
membership disclosure to be cleared by
your CCO and general counsel. Or re-
quire outside jobs to be cleared by the
employee’s supervisor before being sent
to and cleared by HR. Going further,
you can require employees attest to the
conditions under which youre clear-
ing a conflict and update the disclosure
on a more frequent basis to ensure the
conflict as you understand it—and have
cleared it—hasn’t changed or escalated
past your comfortlevel or risk threshold.

Switzer: Do you always just not allow
any conflicts, or are there varying levels
of control that you put in place? How
do you risk assess them to make that
determination?

Hassan: It would be impossible to en-
tirely eliminate every situation that
creates a potential or even theoreti-
cal conflict. For situations that create
only a theoretical risk of a conflict, it
is reasonable to document the potential
risk and put controls in place designed

to prevent the development of an actual
conflict. For example, if you have an
employee working in purchasing whose
father recently changed jobs and now
works for a supplier, having the em-
ployee sign a recusal agreement prom-
ising to recuse themselves from any and
all negotiations or transactions with
that supplier is a reasonable control that
can be audited against and confirmed
annually. This is different, of course,
from an actual and existing conflict
of interest—for example, an employee
who actually obtained preferential
pricing or treatment for the company as
aresult of a family member working for
a supplier. That type of actual conflict
cannot be allowed.

WinterBurN: The first element of an effec-
tive COI management program is to do
away with conflict-shaming. It’s an im-
portant myth to dispel that all conflicts
are bad—which isn’t true—and shouldn’t
be tolerated—which isn’t necessary. Po-
tential conflicts are going to exist in all
companies, at all levels, to varying de-
grees. It’s important, then, that organi-
zations take the opportunity to thought-
fully approach how they find out about
them and hold themselves accountable
for transparency around why and how
certain conflicts are tolerated or not. Be-
gin this entire exercise by seeing conflict
management as an opportunity to foster
a dialogue—an important one—with
your employees. Done right, you’ll build
a rapport and level of trust by making it
clear that your goal isn’t to stifle business
by drawing a hard line. You simply want
to point out where the line is and help
them do their jobs by operating right up
to that line, without stepping over. To do
that, you need to understand the risks of
the different COIs—preferably across
different employee population segments,
geographles, and business units. This
is no different than how you assess and
mitigate any other risk, but can be im-
portant in saving your employees from
having to wade unnecessarily through
communications and questionnaires
about conflict types they’re unlikely to
have, and will save your reviewers from
having to wade unnecessarily through
conflicts that are unlikely to pose risk or
create issues. m
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