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Part 1 – Updates to Regulations and IT Security Compliance Implications  

With the current information security challenges facing almost all organizations and the risk of 

being another front page news story, information risk and IT security should not only be on the 

agenda of just about every corporate risk program, but they should be in sync.  Sadly, such is 

often not the case.  Even today, compliance mandates frequently drive, rather than inform, an 

organization’s approach to enterprise-wide IT control selection and, consequentially its 

information security baseline.  Meanwhile, information risks confirmed from actual security 

incidents are being addressed by those on the front line.  Inevitably, three groups - risk 

management, IT security, and compliance - get involved when reacting to news stories. Yet, 

barring such an event, scarce resources, company culture, organizational misalignment and a 

host of other factors often keep these groups from comparing notes.  The stark reality is that the 

job of selecting and approving the adoption of IT Security controls for many organizations has 

been left to misguided reactions.  The result is that prioritizing the process of monitoring and re-

assessing IT controls in light of actual risk is most often done in a firefighting or ad hoc manner.  

The idea of selecting key, foundational, high performance controls by pointing to carefully-

considered corporate risk that is informed by a well-performed risk analysis still seems to be the 

exception rather than the rule across virtually all industries.  Nevertheless, different approaches 

to IT security, if taken from what’s been proven in the industry, are not necessarily bad, because 

whether from a risk program or a compliance mandate, smart IT security has become a survival 

issue.   

A key component of regulatory compliance these days is the demonstration of appropriate IT-

related internal controls that mitigate fraud risk and the implementation of necessary safeguards 

for legally protected information that is stored and transmitted in electronic form.  Naturally, this 

requirement for demonstration of IT compliance also applies to the users of systems accessing 

this information.    This paper addresses this area of IT Security compliance from an auditor’s 

perspective for Sarbanes-Oxley (SOX) mandates in the U.S.1  It should be noted that for the 

majority of companies where one or more of these mandates apply, each represents only a 

portion of the organization’s total scope of compliance obligations.  

Sarbanes-Oxley Act (SOX) 

 

The Sarbanes-Oxley Act (SOX), passed by the U.S. Congress on July 30, 2002, was enacted to 

combat corporate accounting fraud that came to light with the corporate scandals of 2001 

and 2002. Ultimately, the intention of SOX was to renew public confidence in U.S. securities 

markets. SOX also advanced the standard for corporate governance by requiring that board-

level audit committees, rather than CEOs or CFOs, “be directly responsible for the appointment, 

compensation, and oversight” of the external auditing of public companies, that no conflict of 

interest exists between audit committee members and accounting firms hired to perform such 

                                                      

1 This paper addresses SOX which is only a sample of compliance mandates that include significant IT safeguard requirements. 
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audits, and that the accounting firm have a direct line of independent reporting to such 

committees.2  

Regarding the roll of IT general controls under SOX, PCAOB Auditing Standard No. 5 states “…the 

auditor should assess …[t]he extent of information technology ("IT") involvement in the period-

end financial reporting process”. Auditing Standard No. 12 states “The identification of risks and 

controls within IT is not a separate evaluation. Instead, it is an integral part of the approach used 

to identify significant accounts and disclosures and their relevant assertions and, when 

applicable, to select the controls to test, as well as to assess risk and allocate audit effort.” 

Under SOX, it’s clear that IT departments of public companies need to be ready to provide 

evidence of effective IT general control (ITGCs) to their external audit firm.  SOX ITGCs include 

both basic and enterprise-wide IT security controls that  

 reduce opportunities for financial data tampering (e.g. by enforcing data access 

privileges for roles and responsibilities around financial data, for example defining who in 

an organization are authorized to approve financial transactions (e.g. purchase orders)) 

 reduce opportunities for reporting period tampering (e.g. by auditing all system time 

change events and monitoring activities of user accounts with access to system time 

clocks),  

 monitor who had access to what financial information and when (e.g. by monitoring 

activities of user accounts with access to servers recording activity on systems containing 

financial data) 

 monitor automated transactions that affect financial data (e.g. inventory movements, 

account reconciliations),  

 monitor manual transactions (e.g. post-closing journal entries),  

 ensure ongoing control effectiveness 

Record retention is central to SOX. In general, public companies and their auditors are required 

to retain specific records for longer periods of time. Fines and/or jail terms are mandated in 

section 802 for individuals who knowingly tamper with company records; section 805 imposes 

stricter sentencing guidelines to be used on public and private companies that engage in the 

deliberate and willful destruction of any records subject to criminal investigation.  

Under SEC Release 33-8180 as mandated by Section 802, accounting firms are required to retain 

records relevant to their SOX audits for seven years, including “work papers and other 

documents that form the basis of an audit or review, and memoranda, correspondence, 

communications, other documents, and records (including electronic records) which are 

created, sent, or received in connection with the audit or review and contain conclusions, 

opinions, analyses, or financial data relating to the audit or review.” 

SOX also requires other internal controls, such as basic security controls, for protecting the 

integrity of financial data. Routine monitoring of user and system events for suspicious activity 

must be part of an effective system of internal controls as per sections 302 and 404 of the act. 

Under the law, periods of record retention by the issuer can vary according to a number of 

                                                      

2 Sarbanes Oxley Act, Section 301 
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different variables. Especially when internal controls required by SOX are combined with other 

regulatory mandates, Such as:  

1. the Federal Rules of Civil Procedure (FRCP) Rules 26 & 37,  

2. the PATRIOT Act, employment laws,  

3. the U.S. tax code, and  

4. legal holds that apply when a company is under Federal investigation or facing 

prospective litigation.1    

Taking all applicable mandates into consideration, organizations need to formulate and 

implement a strategy to retain current and future records to reduce the enterprise's legal 

exposure and ensure ongoing data integrity.  Many companies recognize the need for an initial 

substantial investment to comply with SOX. In their study of SOX 404 costs released September 

2009, the SEC states, “[t]he evidence suggests that companies bear some fixed start-up costs of 

compliance that are not scalable. Some of these costs are recurring fixed costs, while others are 

one-time start-up costs borne in the first years of compliance…” 

Start-up costs are largely made up of internal labor and outside vendor expenses, as well as 

independent-auditor fees.2 Thus, “annual Section 404 compliance involves a fixed cost that is 

unrelated to the size of the reporting company (i.e., not scalable). Nevertheless, across all 

categories, compliance costs tend to decrease steadily after the first year of compliance—

implying that Section 404 compliance entails start-up costs that dissipate over time.“3 

   

1 See http://www.complianceweek.com/article/2563/taking-a-total-view-of-records-retention. 
2 Study of the Sarbanes‐Oxley Act of 2002 Section 404 Internal Control over Financial Reporting Requirements, p. 2. 
3 Ibid, p. 95. 

 

Part 2:  Introducing Dell’s GRC Product Suite:  ChangeAuditor, InTrust, Enterprise 

Reporter and the Dell Knowledge Portal 

 

Dell GRC Product Suite 

 

With the proliferation of information security threats mixed with the complexity of compliance 

mandates, organizations today need as much compliance automation they can get.  The Dell 

GRC Product Suite helps organizations automate many of the assurance safeguards required by 

today’s IT security mandates while also providing foundational IT security measures.  For 

example, the Dell GRC Product Suite addresses IT general controls (ITGCs) in all 5 internal control 

components of SOX.  Monitoring primary databases of protected information is not enough to 

safeguard that information.  The support systems (e.g. email, file servers, Active Directory) that 

make up the environment outside the primary database often store protected information and 

related access controls making them additional components of a risk analysis.   

The Dell GRC Product Suite enables organizations to monitor, perform self-audits, and respond to 

inquiries with reports that demonstrate historical compliance with many information system 

components of regulatory compliance security policies and procedures. In addition, the Dell 



 Modern Compliance Solutions 

 page | 6  

 

GRC Product Suite can report on suspicious activities such as identifying unlocked user accounts 

and activity for accounts of terminated and transferred personnel.   

These tools provide separate databases and a variety of reports that can substantiate evidence 

of policy violations when personnel sanctions related to the security of information systems need 

to be applied.  In short, The Dell GRC Product Suite is designed to continuously monitor, evaluate 

and assess the IT general control areas of an organization’s system of internal control.   The tools 

equip organizations to adopt robust continuous auditing and monitoring practices that augment 

and to some extent preempt standard network vulnerability scanning practices.   

While not a replacement for network vulnerability tools, when regularly used as part of a 

continuous monitoring program, InTrust, ChangeAuditor, and Enterprise Reporter can discover a 

host of information system vulnerabilities (e.g. outdated patch levels, unauthorized ports, 

protocols, and services) before network vulnerability scanning tools and technical surveillance 

countermeasure surveys can discover them.   

By enabling the assurance functions of real-time audits, continuous monitoring and the 

generation of information system documentation for discrete environments, the Dell GRC 

Product Suite helps organizations not only watch their production operating environments but 

monitor critical controls in security architectures that are anticipated in all phases of the system 

development life cycle.  The suite is built around the following Dell products: 

1. ChangeAuditor  

2. InTrust 

3. Enterprise Reporter 

4. Dell Knowledge Portal 

Audit, Alert and Report with ChangeAuditor  

 

Dell ChangeAuditor helps IT staff, security and compliance officers’ audit, alert and report on 

user and administrator activity, configuration and application changes in real-time across the 

Microsoft-centered enterprise. This solution is critical to addressing and preventing risk of system 

downtime, misuse of sensitive data, failed audits and security breaches whilst ensuring business 

management can prove to auditors and internal stakeholders that compliance and security 

policies are enforced throughout the organization. 

Knowing who accessed, deleted, moved, created or modified data and settings is critical to 

achieving internal and external compliance. Unlike native tools, ChangeAuditor provides 

visibility into enterprise-wide activities from one central console. Organizations can instantly see 

who, what, when, where, from what workstation and why a change was made, with before and 

after values.   

 

What separates ChangeAuditor from other solutions is the ability to close potential security gaps 

by enabling customers to see the full context of how data is being handled in relation to other 

events and answers tough questions such as: 

 

 How do you know if the change is  

suspicious?   

http://software.dell.com/products/changeauditor/
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 What other change occurred around this  

event and if it is critical? 

 Should the user/administrator be accessing  

this resource? 

 Does this resource contain sensitive data?  

 Need to know more about the user making  

these changes?  

 Need to know more about the user being 

changed? 

This helps speed resolution of security issues, as well as identify misconfigurations; enabling a 

better understanding and forensic analysis of events and trends. If a critical change is made, an 

alert is sent to any device with the option to immediately respond to any threats. ChangeAuditor 

also provides powerful preventative controls for Active Directory, Exchange, and Windows File 

Server that protect objects within these environments against attempted changes deemed too 

dangerous to permit.  Thus, attempted changes to critical files (e.g. financial data) on a file 

server, even with native Windows administrator privileges, not only get noticed, but are blocked 

at the source.   

 

 
Figure 1. Prevent sensitive files from being modified or deleted with object protection and see all related searches with one 
click. 

 

ChangeAuditor also simplifies external compliance audits and strengthens internal controls with 

over 700 out of the box auditor-ready and scheduled reports. Additionally, ChangeAuditor has 

role-based access, enabling auditors to have access to only the information they need to 

quickly perform their job, freeing administrators to go about their daily work without interruption. 
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Figure 2. Built-in regulatory compliance and best practice reporting  

Last but not least, ChangeAuditor has a high performance auditing engine that doesn’t require 

native auditing to be enabled and can perform at much faster speeds for the end user than 

other solutions that rely on native auditing. This saves on server resources that would otherwise 

impact storage, processors and memory.  

Forensic Investigation and Event Archival with InTrust 

 

Dell InTrust helps organizations address regulatory compliance and internal security risks through 

the secure, real-time collection and compression of event logs. Using InTrust, administrators can 

reduce the complexity of event log management across a heterogeneous network, reduce 

storage administration costs and improve the efficiency of security, operational and compliance 

reporting. Specifically, Dell InTrust: 

 Monitors user access to critical systems and applications, and enables forensic analysis of 

user and system activity based on historical event data 

 Collects events on user and administrator activity from diverse and widely dispersed 

systems and applications, and presents them in an easy-to-use and complete form 

suitable for ongoing reporting and ad-hoc analysis 

 Provides unparalleled long-term data compression at a 1:40 ratio to meet compliance 

requirements versus storing the same amount of data in a database, providing storage 

savings 

 Creates a cached location on each remote server where logs can be duplicated as 

they are created, preventing a rouge user or administrator from tampering with audit log 

evidence 

http://software.dell.com/products/intrust/
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 Conducts an interactive search through historical event log data for on-the-spot 

investigation of security incidents and policy violations, and preparation of evidence for 

submission to the court 

 Enriches SIEM with intelligent data feeds that capture crucial aspects of user activity on 

Windows systems, which can detect internal threats in less time and with less overhead 

 Audits the use of shared and super user accounts to meet compliance-driven 

requirements and implement accountability of the shared accounts usage. This 

minimizes security risks by knowing what was done during privileged or sensitive access 

 

Figure 3. Event log management for security and compliance. 

From Windows, to UNIX and Linux, InTrust enables you to eliminate the silos of gathering, 

analyzing and reporting on suspicious event data from disparate IT environments. From the time 

users log on until the time they log off, Dell InTrust provides a complete and connected view of 

the security events happening in organizations’ environments. Having all this tamper-proof 

information easily available on-the-fly helps users address internal security policies and achieves 

regulatory compliance. 
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Assess Compliance and Security with Enterprise Reporter 

 

Dell Enterprise Reporter collects, stores, and reports on network security and share and folder-

level permissions-related information, offering a scalable solution that enables administrators to 

easily assess who has access to what resources, and delivers reports to consumers across the 

organization. These reports give you the information you need to control access to the 

corporate network and its data. Armed with this information, organizations can meet 

compliance requirements and security best practices with answers to questions auditors ask 

including: 

 Who can do what and where? 

 Who has administrative access to Windows servers and workstations? 

 Who has access to what printers, shares, folders, files and SQL databases?  

 How servers are configured such as general computer information, network settings, 

services running, installed programs and custom registry keys?  

 How does the configuration of servers change over time? 

 What local users and groups along with membership exist on every server? 

 What software is installed on each server? 

 What logins exist on each SQL Server database? 

 

Figure 4. Enterprise Reporter provides unparalleled visibility into the configuration of critical IT assets. 

 

Organizations can easily determine who has access to what resources, identify users with 

inappropriate access, and ensure that access is provided on a “business-needs-to-know” basis 

to ensure successful audits.  

http://software.dell.com/products/enterprise-reporter/
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Dell Knowledge Portal  

 

Dell Knowledge Portal offers unified web-based compliance reporting and filtering of Dell-

collected monitoring and audit data for structured, audience-specific and tailored views of this 

information. Dell Knowledge Portal can provide supporting evidence that security policies and 

operational procedures for managing vendor defaults, monitoring access to network resources 

& protected data and other security parameters are in use.  Users get access to only the 

information they need. 

 

Figure 5: Consolidate data into a single pane of glass for reporting across Dell compliance solutions. 

 
 

  

http://software.dell.com/products/knowledge-portal/
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Part 3: Dell Product to Mandate Mapping Tables  

Sarbanes-Oxley Act (SOX) 

SOX Related 

Standard 

Section Requirement How Dell Helps 

AS No. 5  Para 14 “…the auditor should 

evaluate…controls 

intended to address the risk 

of management override 

of other controls [partially 

addresses SOX 302(a)(2)] 

ChangeAuditor and InTrust can 

alert and report on potential 

management override situations 

in the area of ITGCs such as the 

ability to monitor file and folder 

permission changes. 

AS No. 5  Para 47 [the evidence necessary to 

persuade the auditor that 

the control is effective 

depends upon the risk 

associated with the 

control]  Factors that affect 

the risk associated with a 

control include…[t]he 

effectiveness of … controls 

that monitor other controls 

[partially addresses SOX 

302(a)(4)] 

The effectiveness of monitoring 

controls include the accuracy, 

completeness & efficiency of the 

monitoring systems in place (e.g. 

those monitoring unauthorized 

changes). ChangeAuditor can 

help automate internal control 

assurance functions like those 

carried out by the IT security 

group, IT systems & network 

operations and internal auditing, 

all of which monitor and/or audit 

the effectiveness of foundational 

ITGCs upon which other controls 

rely. 

AS No. 5  Para 47 Factors that affect the risk 

associated with a control 

include…The degree to 

which the control relies on 

the effectiveness of other 

controls (e.g., the control 

environment or information 

technology general 

controls) [addresses SOX 

302(a)(2), (a)(3) & (a)(4)] 

Many of the internal controls 

required for financial reporting 

rely on the effectiveness of ITGCs.  

ChangeAuditor, InTrust and 

Enterprise Reporter can provide 

valuable insight into the extent to 

which financial data systems and 

applications housing financial 

information rely on the 

effectiveness of IT controls. 

AS No. 5  Para 47 an automated control 

would generally be 

ChangeAuditor, InTrust and 

Enterprise Reporter can provide 
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expected to be lower risk if 

relevant information 

technology general 

controls are effective 

[addresses SOX 302(a)(2), 

(a)(3) & (a)(4)] 

reports showing whether IT 

policies have been adhered to 

adding credibility to whether IT 

controls are effective.  Reports 

such as local security audit 

settings, password policies for a 

given subnet and password 

properties for that subnet all can 

provide evidence that corporate 

security policies are being met. 

SOX Related 

Standard 

Section Requirement How Dell Helps 

AS No. 12 Para 21 Internal control over 

financial reporting can be 

described as consisting of 

the following components: 

 The control 

environment, 

 The company's risk 

assessment process, 

 Information and 

communication, 

 Control activities, 

and 

 Monitoring of 

controls. 

[addresses SOX 302(a)(2), 

(a)(3), (a)(4), (a)(5), (a)(6) 

& 404(a)(2)] 

The Dell GRC Product Suite is 

designed to continuously monitor, 

evaluate and assess the IT 

general control areas of an 

organization’s system of internal 

control.  Examples include 

reviewing:  

 Unauthorized email 

access  

 Logon activity 

 File access 

 Audit logs 

 Changes to files and 

objects 

 Security incidents 

AS No. 12  Para 28(b) obtain an understanding of 

the information system… 

procedures, ..by which … 

[significant] transactions 

are initiated, authorized, 

processed, recorded, and 

reported [addresses SOX 

302(a)(4)(B)] 

To the extent that an 

organization’s transaction 

lifecycle exits in the domain of 

ITGCs such as in email, SQL Server, 

and/or file shares, Enterprise 

Reporter can report on the steps 

of financial transactions (i.e. when 

they are initiated, authorized, 

processed, recorded, and 

reported). 
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SOX Related 

Standard 

Section Requirement How Dell Helps 

AS No. 12  Para 28(d) obtain an understanding 

of… How the information 

system captures events 

and conditions, other than 

transactions, that are 

significant to the financial 

statements [e.g. including 

conditions affecting the 

recoverability of assets] 

[addresses 302(a)(2), 

(a)(3), (a)(5)(B) & 

404(a)(2)] 

InTrust can capture a number of 

potentially suspicious events such 

as weekend or after-hours file 

system access, and Enterprise 

Reporter can report on the 

previous state of IT assets.  

Likewise, ChangeAuditor can 

report not only on content 

changes for specific documents 

but on whether a document’s 

metadata has been changed 

which may indicate tampering 

(e.g. backdating of a financial-

related document’s file date). 

AS No. 12  Para 35(i) obtain an understanding 

of… the major types of 

activities that the 

company uses to monitor 

the effectiveness of its 

internal control over 

financial reporting 

[addresses SOX 

302(a)(4)(C), (a)(4)(D) & 

404(a)(2)] 

As part of an organization’s 

control testing and monitoring 

program, InTrust, ChangeAuditor, 

and Enterprise Reporter can 

report on a wide range of IT 

system activities constituting a 

significant portion of the 

automated controls a company 

must address to monitor the 

effectiveness of its internal control 

over financial reporting. 
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SOX Related 

Standard 

Section Requirement How Dell Helps 

AS No. 12  Para 35(ii) obtain an understanding 

of… how the company 

initiates corrective actions 

related to its controls 

[partially addresses SOX 

302(a)(5) & (a)(6)] 

InTrust has “response actions” and 

ChangeAuditor can prevent 

changes from happening. These 

intelligent automated actions can 

assist organizations in showing 

how the company initiates 

corrective actions related to its 

controls. 

AS No. 12  Para 36 obtain an understanding 

of… the source of the 

information used in the 

monitoring activities 

[partially addresses SOX 

302(a)(2), 302(a)(4)(D), 

404(a)(2) & 404(b)] 

InTrust and ChangeAuditor can 

report on the source of the 

information used in the monitoring 

activities. 

AS No. 12  B4 e.g.  #2 obtain an understanding 

of… Unauthorized access 

to data that might result in 

destruction of data or 

improper changes to data 

[partially addresses SOX 

302(a)(2) & 302 (a)(5)(B)] 

ChangeAuditor can detect and 

prevent unauthorized access 

attempts while Enterprise Reporter 

can report on who has access to 

what. 

ChangeAuditor, InTrust, and 

Enterprise Reporter can help in 

process of detecting policy 

violations and in enforcing policy 

compliance with respect to 

access controls.   

AS No. 12  B4 e.g.  #3 obtain an understanding 

of… The possibility of IT 

personnel gaining access 

privileges beyond those 

necessary to perform their 

assigned duties [partially 

addresses SOX 302(a)(2) & 

(a)(3)] 

InTrust can report and alert via 

email & SNMP on privileged 

access policy violations like 

unauthorized access. With “Smart 

Alerts” ChangeAuditor can alert 

on potential unauthorized IT 

privilege escalation situations 

such as suspected abuse of 

service accounts. 
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SOX Related 

Standard 

Section Requirement How Dell Helps 

AS No. 12  B4 e.g.  #4 obtain an understanding 

of… Unauthorized changes 

to data in master files 

[partially addresses SOX 

302(a)(2)] 

ChangeAuditor and InTrust can 

be used for forensic analysis 

discovery of who may have 

made unauthorized changes to 

data in master files. 

AS No. 12  B4 e.g.  #5 obtain an understanding 

of… Unauthorized changes 

to systems or programs 

[partially addresses SOX 

302(a)(2) & (a)(3)] 

InTrust can track software 

installations and removals. 

ChangeAuditor tracks changes 

made to system configuration 

through registry keys and file 

system.  ChangeAuditor and 

InTrust can also assist in identifying 

and analyzing changes in the 

control environment (e.g. major IT 

security events) that could 

significantly impact the 

effectiveness of an organization’s 

system of internal control. 

AS No. 12  B4 e.g.  #9 obtain an understanding 

of… Potential loss of data 

[partially addresses SOX 

302(a)(5) & (a)(6)] 

InTrust can provide reports from 

Checkpoint and Cisco PIX 

firewalls on warning signs of data 

exfiltration. 

AS No. 15 Para 10 When using information 

produced by the company 

as audit evidence, the 

auditor should … test the 

controls over the accuracy 

and completeness of that 

information [addresses SOX 

302(a) & 404(b)] 

The Dell GRC Product Suite can 

be used by external auditors to 

test completeness of information 

for a wide variety of IT general 

controls (e.g. administrative 

access, outdated patch levels, 

unauthorized ports, protocols, 

and services). 
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Conclusion 

With the proliferation of information security threats mixed with the complexity of compliance 

mandates, organizations today need as much compliance automation they can get.  The Dell 

GRC Product Suite helps organizations automate many of the assurance safeguards required by 

today’s IT security mandates while also providing foundational IT security measures. While not a 

replacement for network vulnerability tools, when regularly used as part of a continuous 

monitoring program, InTrust, ChangeAuditor, and Enterprise Reporter can discover a host of 

information system vulnerabilities (e.g. outdated patch levels, unauthorized ports, protocols, and 

services) before network vulnerability scanning tools and technical surveillance countermeasure 

surveys can discover them. By enabling the assurance functions of real-time audits, continuous 

monitoring and the generation of information system documentation for discrete environments, 

the Dell GRC Product Suite helps organizations not only watch their production operating 

environments but monitor critical controls in security architectures that are anticipated in all 

phases of the system development life cycle. For more information, visit 

http://software.dell.com/solutions/compliance-and-it-governance/  
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Notice: The information presented herein is made available solely for general informational 

purposes for organizations facing compliance initiatives that include an IT component. While 

every effort has been made to confirm the accuracy of the information, the information 

provided may not be complete or accurate, may not be applicable to you and may not 

reflect recent developments in your regulated information systems environment. You should 

not act or refrain from acting based on the any of the information provided by Dell without 

first obtaining guidance and input from your professional advisors, including qualified 

counsel. This information is provided “as-is” and Dell disclaims all representations and 

warranties, express or implied, statutory or otherwise, including the implied warranties of 

merchantability and fitness for a particular purpose.  

 

http://www.software.dell.com/

