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Dell Software 

commissioned leading 

government research 

provider Market 

Connections, Inc. to poll 

state and local IT 

workers on awareness 

of, and attitudes 

toward, the use of GRC 

software in state and 

local government 

agencies, especially the 

features they deem 

most critical when 

selecting a tool. 

GOVERNANCE, RISK AND COMPLIANCE SOFTWARE 

Maintain Your IT Budget with Consistent 
Compliance Practices 
Between the demands of meeting federal IT compliance mandates, 

increasing cybersecurity threats, and ever-shrinking budgets, it’s not 

uncommon for routine maintenance tasks to slip among state and local 

government IT departments. If it’s been months, or even only days, since 

you have maintained your systems, your agency may not be prepared for a 

compliance audit—and that could have severe financial consequences. 

Regardless of your mission, consistent systems keep your data secure, 

your agency in compliance with federal mandates, and your budget intact. 

In the face of budget restrictions, limited manpower and concerns about 

data security and disaster recovery, compliance and IT governance 

software will help to ensure your agency is prepared for audits, quickly 

identifies security risks and can address security breaches quickly. 

 

EXECUTIVE SUMMARY 

State and local agency IT departments are stretched thin even as they work 
diligently to address three key operational challenges:  

1. Compliance requirements and federal mandates. Often, state and local 
agencies must comply with multiple mandates each with different 
compliance requirements. 

2. Increased cyber threats. Whether malicious attacks or human error, 
cybersecurity is an ongoing concern. 

3. Increasingly shrinking budgets. While demands increase, budgets 
continue to shrink. State and local government IT departments must 
constantly strive to do more with less.  

Given these challenges, it’s common for routine maintenance tasks to slip. 
When it’s been days, weeks, or months since an agency’s last security patch 
or system update, the consequences can be severe—especially potential 
budget implications. 

IT Governance, Risk and Compliance (GRC) software can help agencies move 
from a reactive to a proactive stance with their IT systems. It lets them 
answer the question, “How long since your last…?” with a comforting “less 
than an hour ago.”  

Given the importance of frequent updates to technology systems, Dell 
commissioned a study to find out to what extent state and local agencies 
are using compliance and IT Governance software and what features they 
deem most critical when selecting a tool. 

  



 

© 2014  MARKET  CONNECTIONS , INC.  |  WWW.MARKETCONNECTIONSINC.COM | 703.378. 2025  

MAINTAIN YOUR IT BUDGET WITH CONSISTENT COMPLIANCE PRACTICES 3 

Those working in 

“reactive” mode tend to 

be more concerned 

about compliance 

issues, and the systems 

in place to address 

them, such as failing 

audits, disaster 

recovery, lack of GRC 

strategy, and limited 

manpower. 

When IT’s been days, 

weeks, or months since 

an agency’s last systems 

audit, data backup or IT 

policy check, the 

consequences can be 

severeespecially in 

regard to the budget. 

This puts IT depart-

ments in a consistently 

reactive mode.  

HOW MANY DAYS SINCE YOUR LAST…? 

When it’s been days, weeks, or months since an agency’s last systems audit, 
data backup, or IT policy check, the consequences can be severe—especially 
in regard to the budget. This puts IT departments in a consistently reactive 
mode. 

Has your organization ever put off routine tasks that resulted in:  

 failing an audit? 
 failing to comply with mandates? 
 an inability to provide evidence of data to satisfy legal requests? 
 an inability to respond to a request from senior management, HR, 

or finance for a report? 
 a data breach threat? 
 loss of critical data? 

If you answered “yes” to 
any of those scenarios—
or think you would say 
yes—you are not alone. 
Almost two-thirds (59%) 
of survey respondents 
say they spend their 
days fighting fires rather 
than preventing them. 
This is slightly higher 
than what federal IT 
managers reported in a 
similar survey (54% of 
federal respondents 
operate in a reactive 
mode).  

Lack of budget and 
manpower are the 
biggest contributors to 
this tendency to be 
reactive. Overall, 61% of 
respondents see budget 
constraints and 53% of 
respondents see limited 
manpower as the most 
critical issues in their 
ability to meet 
compliance 
requirements. 

In fact, those working in “reactive” mode tend to be more concerned about 
compliance issues, and the systems in place to address them, than those 
who have the ability to be proactive. 
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 Eighteen percent of reactive respondents are concerned about failing 
audits, versus six percent of proactive 

 Thirty-one percent of reactive respondents are concerned about a lack of 
a, or a poor, disaster recovery plan in place, versus 16% of proactive 

 Twenty-eight percent of reactive respondents are concerned about the 
lack of a GRC strategy, versus 5% of proactive 

Those who are “proactive” tend to have 
more knowledge about serious threats and 
the consequences those threats could 
bring. Therefore, it is not surprising that 
50% of the proactive respondents are 
interested in receiving real-time alerts 
about threats, versus 36% of those who 
are reactive. 

When a reactive mode is the norm, it’s 
easy to let seemingly non-critical tasks slip. 
However, when it comes to compliance, 
those small tasks are the very things that 
can result in failed audits, which results in 
heavy fines that impact the agency’s 
overall budget.  

THE COST OF LETTING MAINTENANCE 
SLIDE 

The data security threat of letting 
maintenance slide is reason enough to 
look for solutions. But for agencies 
operating on tight budgets, there is a 
financial cost to letting maintenance 
slide—whether in penalties for non-
compliance with mandates or increased 
operational costs.  

 

Complying with Mandates 

Almost two-thirds of respondents (64%) must comply with federal 
mandates, with 47% complying with three or more—PCI DSS, HIPAA, and 
FISMA being the most common. Each of these mandates has different 
compliance requirements, and those requirements change frequently. For 
example, any agency that accepts credit card payment for fees (such as 
licenses, fines, or tuition) is subject to PCI DSS. One of the many 
requirements is that agencies restrict access to cardholder data by business 
need-to-know. Failure to do so could result in fines up to $500,000 per 
incident and require suspension of all credit card activity. GRC software 
automates such tasks, ensuring agencies remain in compliance—and avoid 
those fines. 

 

https://www.pcisecuritystandards.org/security_standards/
http://www.hhs.gov/ocr/privacy/
http://csrc.nist.gov/groups/SMA/fisma/
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Operational Costs 

A report by Ponemon Institute found that the cost of compliance worked out to $222 per employee, 
while non-compliance costs averaged about $820 per employee—a significant difference when state 
and local agencies can have thousands of employees. 

Despite the high cost of non-compliance, limited budget for GRC software tools is a concern for 61% of 
respondents—although it’s lower for respondents who stated they have the ability to be proactive 
versus those who operate in a reactive mode (56% and 64%, respectively). 

COMPLIANCE IN REAL TIME 

GRC tools enhance security, eliminate risks, and provide the ability to respond to audit requests with the 
knowledge that all of the routine tasks have been performed recently. Compliance tools quickly track, 
corroborate, and remediate any changes or day-to-day system modifications.  

Of the various features GRC software tools 
boast, the respondents found five attributes 
particularly important.  

 Real-time alerts: Real time alerts are one of 
the most important features of GRC 
software—these alerts allow IT Security to 
spot an issue immediately and correct it. This 
attribute is important to 80% of the 
respondents. 

 Manufacturer experienced in the state and 
local government market: State and local 
agencies face unique challenges, and working 
with someone who understands them can 
result in significant cost savings, making this 
important to 74% of respondents. 

 Audit-ready reporting: Given the 
consequences of failing an audit, it is no 
surprise that 70% of the respondents rate 
audit ready reporting as important. 

 Web-based access to reporting: As more 
functions move to the cloud and 
telecommuting—or simply working from 
different locations—becomes more 
widespread, 73% of respondents find web-
based access to reporting important.  

 Works across multiple windows platforms 
and applications: It is common for state and 
local agencies to use multiple Windows 
platforms and applications, and their 
compliance tools need to work with all of 
them. Seventy percent of the respondents 
rate this attribute as important. 

 

 

http://www.ponemon.org/library/the-true-cost-of-compliance-a-benchmark-study-of-multinational-organizations?s=compliance
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Some of the most common challenges agencies face that compliance tools 
address include: 

 Event logging and change reporting required to satisfy 
auditor requests and prove compliance. 

 Data that is difficult to configure and maintain and must 
be gathered on a schedule.  

 There is no comprehensive view of all changes and 
event logs because they are scattered in various 
locations and in various formats. 

 The volume of native audit logs requires large amounts 
of disk space, impacting server performance. 

 Searching for a specific event is time consuming and 
frustrating. 

 Native event details contain limited information that is 
difficult to decipher without application expertise. 

 Event context is lost when viewing any single event 
across the eco-system. 

 No protection exists to prevent sensitive objects from 
being deleted or logs from being written over. 
Administrators aren’t usually made aware of problems 
until it is too late causing potential compliance 
violations and system downtime. 

 No long-term archival capabilities to support compliance 
requirements. 

 Native logs are not tamper-proof. 
 Reporting against regulations and internal security is a 

time-consuming process. 

By automating these processes and provide a consistent 
method for maintaining them, agencies are prepared to 
handle a compliance request in real time. It also allows 
them to proactively spot and address issues—saving time 
and money. 

CONCLUSIONS 

In the age of continuous compliance, when asked “how 
many days since your last…” state and local government 
agencies need to be able to confidently answer “less than 
an hour ago.” 

In an environment where you cannot predict when a data 
breach will occur, or when an audit will take place, timing is 

everything. Compliance solutions take agencies from a reactive to a 
proactive position, allowing them to focus on mission-critical activities 
rather than security and compliance.  

And the good news for agencies dealing with budget cuts and limited 
manpower is that compliance solutions save money in the long run. 
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The benefits of using compliance solutions are clear. Implementing the tools 
and policies to keep your systems and data secure as technology continues 
to evolve will save your agency time and valuable resources in the days to 
come. 

ABOUT THE STUDY 

Dell Software commissioned Market Connections to determine to what 
extent state and local government agencies are using GRC software and 
what features they deem most critical when selecting a tool. Out of the 200 
respondents, 75% were from state agencies and 25% from local agencies. Of 
the IT operations and management professionals, 22% were the agency’s 
resident expert and 72% were very knowledgeable. Of the IT compliance 
professionals, 13% were the agency’s resident expert and 53% were very 
knowledgeable. 

ABOUT DELL  

Dell Software makes it easy to securely manage and protect applications, 
systems, devices and data to help organizations of all sizes fully deliver on 
the promise of technology. Dell’s simple yet powerful software—combined 
with Dell hardware and services—provides scalable, integrated solutions to 
drive value and accelerate results. Whether it's Windows infrastructure, the 
cloud and mobile computing, or networks, databases and business 
intelligence, Dell dramatically reduces complexity and risk to unlock the 
power of IT. For more information visit: www.software.dell.com.   

ABOUT MARKET CONNECTIONS, INC. 

Market Connections delivers actionable intelligence and insights that enable 
improved business performance and positioning for leading businesses, 
trade associations and the public sector. The custom market research firm is 
a sought-after authority on preferences, perceptions, and trends among 
government agencies and the contractors who serve them, offering deep 
domain expertise in information technology and telecommunications; 
healthcare; and education. For more information visit: 
www.marketconnectionsinc.com. 

GRC software offers 

protections that may 

not even be top-of-

mind. For example, it 

facilitates directory 

integrity by providing 

the ability to lock down 

directories so they don’t 

get changed accidentally 

or maliciously. 

http://software.dell.com/solutions/compliance-and-it-governance/
http://www.marketconnectionsinc.com/

