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On May 20 and June 17, 2014, Hiperos hosted two webinars entitled “The Root Causes of FCPA Scrutiny and 
Enforcement” and “The Ripple Effect: Understanding the Financial and Business Consequences of FCPA Scrutiny 
and Enforcement.” The discussion was moderated by Marie-Charlotte Patterson, VP of Marketing at Hiperos and 
her guest on both occasions was Mike Koehler, Founder of The FCPA Professor. This report provides an edited 
summary of the conversation. Replays of both webinars are available at www.hiperos.com 

  

www.hiperos.com
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Introduction  

Companies continue to expand and do more business globally with and through third parties. Concurrently, the 
SEC, DOJ, SFO and other regulatory agencies expand and intensify their campaigns against bribery and corruption 
making it mandatory that companies regularly reassess and elevate their knowledge of and approach to FCPA 
compliance. Given the level of attention that corruption and fraud are attracting across the globe, a corporation 
and its advisors must have an in-depth understanding of the regulatory landscape, the roles and risks associated 
with third parties, and the underlying causes of FCPA violations. Furthermore, it is vital to understand that the 
effects of investigations transcend the regulatory fines that so often make the headlines. Serious and broad-ranging 
business impacts to revenue and reputation may eclipse the cost of the regulatory penalty.  

One of the key take-aways of this discussion is that FCPA compliance cannot be approached as the sole 
responsibility of the compliance, legal or risk functions. It is a fundamental business issue and must be embraced 
across the entire organization. Truly effective and robust compliance programs not only prevent violations and 
extremely expensive investigations and enforcement actions, but also add value to the organization as a whole by 
improving culture and increasing efficiency. It’s important to understand that this can only be achieved through an 
enterprise-wide initiative. A check-the-box, generic compliance program is not sufficient and will not prevent the 
serious consequences, financial and otherwise, of FCPA failures. 

 

Building Blocks of Compliance Programs 

Understanding the causes and sources of FCPA violations is vital to building a robust and effective compliance 
program. While "tone at the top" and executive sponsorship are absolutely essential, unless management, the 
board, the compliance function and other business leaders understand where and how FCPA problems occur you 
may not be protecting your company sufficiently.  

However, it is not enough to simply have an FCPA compliance program and third-party compliance policies and 
provisions that are supported and articulated by senior management. FCPA violations do not generally occur 
because of a lack of desire to “do the right thing.” Most – if not all – companies that have been the focus of recent 
FCPA enforcement had, to some degree, a commitment to having a compliance program. The reality is that they 
face certain business and cultural realities that lead to problems that they failed to understand and monitor 
effectively. 

What, then, should a company do to gain a holistic understanding of its FCPA risks?   
 
A company must proactively assess and review its current risk profile and identify where problems are likely to 
occur. All companies operating in the global marketplace can face violations and it is important to assess the 
underlying risks of the various jurisdictions of operation. This requires not only an understanding of the regional 
business operations but also insight into the cultural and legal realities of each. Some regions view bribery as a 
matter of course. To quote John Covington, former head of the DOJ’s FCPA prosecution unit, “as the world shrinks 
companies who seek to do the right thing can’t help but confront corrupt officials – as customers, regulators and 
adjudicators – and confront them often.”  Conducting business in any foreign market, whether it's China, India, 
Brazil, Middle Eastern countries, is oftentimes like negotiating a maze that increases a company's FCPA risk. 
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The Sources of Risk 

Let’s look at the most common areas where companies face FCPA risks. Problems most often arise when dealing 
with foreign officials who have some sort of discretionary power over an aspect of a company’s business including: 

 Customs 

 Importing 

 Licensing requirements 

 Product testing and inspection 

 Procurement procedures.   

Almost any area where there is a touch point with a regulatory authority presents a potential risk. 

Foreign trade barriers, laws and procedural distortions create bureaucracy; bureaucracy creates points of contact 
with foreign officials; points of contact with foreign officials creates discretion; and discretion often creates 
opportunity for a foreign official to misuse their position by demanding bribes. There are numerous officials that a 
company may have contact with when doing business in a foreign country; tax officials, immigration officials, other 
regulatory officials. Some countries have rules forcing foreign companies to funnel some activities through local 
agencies or vendors. This again creates a point of contact. Often, these complex business realities are the causes of 
FCPA scrutiny and enforcement. 

By understanding the root causes of many FCPA violations, compliance counsel, business leaders and others within 
the company who are tasked with ensuring FCPA compliance can more proactively and more effectively address 
FCPA risk within disparate departments of their organization. 

So, when addressing FCPA risk, the company must make sure it truly understands all its points of contact with 
foreign officials. For nearly every company the reality is that most of these points of contact occur through third 
parties – agents, vendors, suppliers, joint ventures and so on. In fact, a company may have thousands, or tens of 
thousands of third-party relationships, in multiple geographies at any given time. Management needs to consider 
the role of these relationships and assess the risk they present in the context of FCPA compliance programs. 

 

Understanding Third Party Relationships 

We’ve seen that FCPA risk is most likely to occur through interaction with third parties.  While it is very important 
that companies view the specific country they are doing business with/in as a risk factor, they cannot lose sight of 
the fact that FCPA risks can happen in any country and most often involve a third party. In fact, approximately 90% 
of all FCPA investigations and enforcement have involved the activities of third parties.  

We define third parties as agents, brokers, distributors, resellers, suppliers, vendors, contractors, etc.  And the first 
question a company should consider is “Who are my third parties?”  Then the next question should be “what service 
or products are those third parties providing to my organization?  

Many companies treat third parties equally in terms of what due diligence and what pre-engagement and post-
engagement steps are taken. That may appear to cover all the bases, but seldom is it a practical and cost- or time-
effective way – or indeed risk mitigating way – of dealing with FCPA compliance.  
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Companies need to realize that not every third party poses an equal FCPA risk.  Understanding what third parties 
are actually doing on the company’s behalf, who they are doing them with and the context of their services is 
imperative to making oversight more manageable and more time- and cost-effective. 

In some foreign countries the unfortunate reality is that getting things done often includes the culturally-acceptable 
“greasing of the wheels”; the making of improper payments; and navigating the maze of complex laws and 
requirements that are often opaque. One of the advantages of using third parties is that they know how to navigate 
that maze on behalf of companies. Unfortunately, intentionally or otherwise, in navigating that maze a third party 
may conduct transactions that fall foul of FCPA.  

Determining which third parties present risk can be complicated. Companies often focus only on those third parties 
that are securing contracts for a company, the third parties that - to use the FCPA's language - are obtaining or 
retaining business on behalf of the company. To be sure that's an important component of third party FCPA 
compliance, but don't lose sight of the fact that given the enforcement agencies' broad interpretation of “obtain or 
retain business,” companies need to place all third-party relationships under scrutiny. 

Having a solid understanding of all third-party relationships, exactly what they do for the company, and how they 
do it requires the company to conduct appropriate due diligence - check out their background, reputation, policies 
and procedures. Have they been involved in FCPA problems in the past? What are the internal policies at the third 
party? This information can be obtained through written answers to a variety of pre-engagement questions. Best 
practice has become signing  a written contract with a third party that contains various FCPA representations and 
warranties giving the US company audit rights or the right to terminate based merely on a suspicion of improper 
payments. 

Also, it is important that third-party assessment is ongoing. Conditions, ownership and management teams at the 
third party can shift making it dangerous to assume because a particular third party passed your FCPA due diligence 
previously, that it is still in compliance. 

 

Assessing Risk 

Again, while tone at the top is important, FCPA problems rarely happen in the boardroom; FCPA risk needs to be 
understood in the context of individuals who have routine access to government officials as part of their everyday 
work. In most cases, the most effective, most efficient way is through conducting a specific risk assessment. 

Just taking a step back and looking at a company's foreign operations and segregating out all of the unique touch 
points with a foreign government bureaucracy, whether it's at the federal, state or provincial level, is going to be 
important in conducting a risk assessment.  The answers to this risk assessment are going to allow a company to 
best tailor its FCPA compliance policies and procedures to the unique risk that the particular company faces. 

 

Choosing to do Business or not 

What are the options for companies doing business in high-risk FCPA areas? Do they just prohibit bribery and then 
risk losing some business opportunities? Such a situation is likely to create tension with the sales or business 
development sections of the company. 

On a big-picture level this is a business decision that is largely dependent on the risk tolerance of corporate leaders. 
Rarely will a company chose not to do business in a specific country because they have to engage third parties or 
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because there's a risk of bribery. Management and the board always are looking to maximize shareholder value, so 
simply not doing business is not always an option. However, the vast majority of corporations are, hopefully, 
recognizing and dealing with risk as best they can and doing business in a legitimate way. 

It is in the context of overall business value and culture that the importance of FCPA comes into stark focus. While 
FCPA fines and settlements get a lot of attention - and the numbers are often headline worthy - there are costs and 
other implications to a company that go far beyond the regulatory penalties. Beyond the pure financial burden 
there is also an impact on reputation, culture and a company’s ability to conduct business. 

Proactive compliance policies and procedures not only lessen the likelihood of an enforcement action but, perhaps 
more importantly, can preserve market capitalization, protect or enhance bond and credit ratings and a company’s 
ability to raise capital. 

 

Managing Risk 

Understanding the root causes of FCPA scrutiny, understanding the risks – and the role played by third parties – is 
the first step. The next challenge is implementing an effective program to manage these risks. However, one 
significant hurdle to implementing a holistic FCPA program can be a lack of resources. Given ever-increasing 
budgetary pressure, compliance practitioners may not have adequate resources and may require additional support 
within their companies to be more effective and proactive. A part of the challenge may be driven by a 
misconception that companies under FCPA scrutiny or enforcement must be bad and unethical companies. That is 
not the case. The board or executive officers, may say, "Only bad or unethical companies are subject to FCPA 
scrutiny, why do we have to worry about this?  We're not a bad, unethical company." And thus they may be 
reluctant to dedicate funds to increase compliance activities. 

The truth is, at most companies, only the tiniest percentage of employees or third parties are not conforming to 
ethical rules. It is very rarely a company-wide issue. Companies don’t set out to break the rules but even the most 
ethical and compliant companies can have problems. 

 

The 1% rule 
Assume that 99% of employees and third parties abide by the company's compliance policies and procedures. That 
means: 

 A company with 10,000 employees, may have 100 employee violations every day. 

 A company with 1,000 third parties may have 10 incidents every day that are going to expose the company 
to FCPA risk 

 A company with 10,000 third-party relationships – which is not uncommon –may mean 100 potential 
incidents every day. 

In other words, even companies with a strong commitment to FCPA compliance may be the subjects of FCPA 
scrutiny. This is an important point for compliance practitioners to present to senior management and is useful 
information to have when seeking additional support and resources.   
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The True Cost of Scrutiny 

FCPA scrutiny and enforcement causes a company to expend financial resources. This expenditure can be 
categorized into three different buckets or phases of activity:  

 Pre-enforcement stage of investigations and professional fees  

 Enforcement – the fine itself 

 Post-enforcement - dealing with monitors and changes to corporate activities. 

Despite sometimes eye-popping fines handed down for FCPA violations in recent years, it is the pre-enforcement 
costs that really standout. These do not get as much attention from the media (because most companies do not 
disclose them) but can often be three, five, even 10 times more than the fines themselves. They are the single 
largest financial hit to the company. 

This first stage occurs when FCPA scrutiny begins. Typically a company will be motivated (or compelled) to perform 
a worldwide review of operations or at the very least the high-risk operations to determine the validity or extent of 
the violation. This review can often take several years and involve multiple teams of lawyers and other service 
professionals like forensic accountants, data firms and IT specialists. The fees rack up quickly.  

As an example, Avon has been under FCPA scrutiny since 2008 and although the scrutiny started in China they have 
since conducted a global review. Through the process to date Avon has disclosed professional fees of approximately 
$350 million. This is before any official settlement has been announced. 

Another example is Walmart, which since the emergence of FCPA issues in Mexico in 2011 has disclosed actual and 
anticipated costs of $660 million. That is almost $1.1 million per business day.  

The expenses don't stop following completion of the enforcement action. Nearly all settlements require the 
implementation of some type of enhanced compliance obligation, implementing new training procedures or 
oversight programs. Again, this will likely require employing multiple teams of lawyers, finance professionals and 
expert compliance advisors. Costs of $3 million to $10 million per year are not unusual. Additionally the post-
enforcement reality may also involve the appointment of a court-appointed monitor. 

 

Business and capital implications of enforcement 

The negative impacts of FCPA scrutiny and enforcement run beyond just the legal and professional fees. Market 
capitalization is often impacted. When FCPA action is announced it is common for company share price to fall, 
sometimes stripping millions from shareholder value. In the Walmart cases above, two days after the story first 
broke the share price was down approximately 6%, stripping almost $20 billion from shareholder value. 

Another adverse consequence of FCPA scrutiny and enforcement is the effect on cost of capital. Due to the 
significant costs involved and the potential for ongoing expenditure, credit ratings downgrades often result from 
FCPA activity and this in turn hits the ability of the company to raise money. In the Avon example mentioned earlier, 
the company had its credit rating cut due to “expenses related to the ongoing investigation under the FCPA.” 

M&A activity is another multifaceted area in which a company's business operations can be negatively affected by 
FCPA activity. Scrutiny of a target company can sometimes terminate a merger or acquisition transaction. At the 
least it may require a restructuring of an M&A transaction. There are many examples of M&A deals that have fallen 
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apart or been significantly delayed as a result of FCPA scrutiny. Lockheed Martin withdrew from a deal to buy Titan 
Group because of uncertainty surrounding Titan’s FCPA scrutiny. 

Finally, FCPA action might shift the risk appetite of a company or management team. Following recent scrutiny 
involving hiring of Chinese employees, JP Morgan announced it was withdrawing from several deals in the region 
totaling approximately $100 million. 

 

The Big Picture 

The simple fact is that the costs and impacts arising from FCPA scrutiny and/or enforcement are serious, 
multifaceted and significant regardless of management’s strongly held belief in the company’s innocence. 

What this means for compliance professionals is the importance of viewing FCPA compliance holistically and not 
merely as a legal function, but more as a general business issue that needs to be on the radar screen of business 
managers, the CEO, CFO, and board members. 

Because of the significant ripple effects of FCPA scrutiny and enforcement, all sections of the business, not just 
compliance, should take steps to understand the root causes and implications of FCPA problems. Business 
managers and compliance leaders must acquire a deep understanding of the company’s relationship with third-
parties, since it is these relationships that pose the greatest risk. The company must conduct thorough and ongoing 
due diligence on all third parties and determine all points of contact with foreign government bureaucracy. By doing 
so, company management will begin to understand that FCPA is not just a matter for the compliance department 
– something to be siloed away and treated independently. It is a fundamental business issue with serious, on-going 
financial and cultural impacts across the organization, and as such FCPA compliance should be integrated into the 
business as a whole and managed holistically like any other financial risk-management process.  

Intelligent and holistic FCPA compliance is not just as a way to lessen the likelihood of scrutiny, long investigation 
and settlement but a way to protect and position the company to avoid the many additional negative financial 
consequences and to place the company at a strategic advantage over competitors.  
 

About the FCPA Professor 

Mike Koehler is a leading expert on the FCPA and other similar laws.  Professor Koehler has testified before Congress 
on the FCPA, has served as an expert in FCPA and related matters, and is a frequent speaker before business and 
academic audiences. Leading law reviews and journals have published Professor Koehler’s scholarship and his work 
has been cited in legal briefs, judicial decisions, policy papers, and Congressional testimony. 

Professor Koehler is also a frequent featured source on the FCPA and related topics in various media including the 
Wall Street Journal, New York Times, Washington Post, The Financial Times, Reuters, The Economist, Time, National 
Public Radio, CNN, BBC, and Al Jazeera. 

Professor Koehler’s expertise and views are informed by a decade of FCPA practice experience at a leading 
international law firm during which he conducted FCPA investigations around the world, negotiated resolutions to 
FCPA enforcement actions with government enforcement agencies, and advised clients on FCPA compliance and 
risk assessment. His FCPA insights are further informed by having read and analyzed: the FCPA’s entire legislative 
history, every FCPA enforcement action, every FCPA judicial decision, and other information and sources of 
guidance relevant to the FCPA. 
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About Hiperos  

Hiperos is a software company whose sole focus is to help corporations better manage their third parties.  Our 

flagship product, Hiperos 3PM™, is purpose-built to enable organizations to address the complex problems and 

opportunities associated with identifying, assessing, engaging, optimizing and leveraging their thousands of third 

parties and third party relationships.     

Today Hiperos 3PM™ is used by organizations worldwide to implement highly scalable, consistent policies and 

processes that:   

 Drive down the total cost of third party management 

 Reduce the cost to onboard new third parties & decrease time-to-value 

 Systematically enforce a consistent, objective approach to third party information management, 

performance management, risk management and compliance, from line managers to your board, from pre-

sourcing through end of contract life 

 Integrate specific regulatory requirements such as anti-money laundering, bribery and corruption (FCPA), 

Conflict Minerals, corporate social responsibility, quality, safety, supply-chain risk,  etc. directly in to your 

procurement and business processes 

 Implement comprehensive vendor management / third party relationship management programs in line 

with your specific regulatory requirements  (OCC, Federal Reserve, CFPB and other banking regulators, DOJ, 

SEC, FAA, FDA, OSHA and others)   

 

These top organizations trust Hiperos for third party management 
 

 

 

 

Contact Us 

Please visit us at www.hiperos.com or call our main office at (908) 981-0080. 

http://www.hiperos.com/

