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By Carole Switzer

e talk a lot today about the
growing complexity of supply
chains in the global economy.

With an almost uncountable number
of parties (or links if you will) in many
undefined and ill-managed supply chain
relationships, the chance of significant or
fatal weakness seems immeasurable. The
complexity presented by the number, na-
ture, and structure of these relationships
is exacerbated by uncertainty about risks
that each may present; which may cause
disruption in the supply chain, economic
loss, or reputational damage. And yet,
complexity is necessary to compete.

So how do you find the proverbial
weakest link in a supply chain? How do
you reduce the uncertainty that contrib-
utes to complexity in a negative way with-
out sacrificing the structure that satisfies
your supply chain needs?

I recently read a whitepaper entitled
“Top 5 Reasons for Supply

But the factor that interests me most is
the one that the whitepaper calls “opac-
ity,” for this is something that risk man-
agers can and must address. Opacity is
the flip side of transparency. And to gain
transparency, and thus a clear view of sup-
ply chain risks as they grow and change,
requires thoughtful management of in-
formation about all of the contributors to
complexity in a structured way that en-
ables analysis.

In too many organizations, that struc-

of parts for example, so that inventory is
kept at exactly the right level with neither
too little or too much. While this is help-
ful in terms of managing things like ware-
house space and accounts payable levels,
if the potential of risk realization is not
taken into the mix to ensure contingency
planning, optimization can leave the or-
ganization in a vulnerable state.

Another analysis that is often ignored
regards the capacity of selected suppliers.
For example, during the BP spill disaster

Even worse, many organizations believe they are taking a
mature approach to supply chain management because they are

focusing on optimization.

tured system of information management,
measurement, and analysis simply does
not exist. Even the view of whom and what
is part of each supply chain, and the types
and ranking of risks presented by each
such “link,” is opaque. There is no unified
approach to identifying risks and mapping
them to each participant, and there is no
method for determining how many rela-
tionships a given supplier has with vari-
ous parts of the organization. Too many
organizations can’t see the cumulative or
domino effects that a weakness or realiza-
tion of risk in one link of a sup-

Chain Complexity,” published
by Ontonix (a firm that special-
izes in measuring complexity in
business operations), which lists
the key factors as: numerous-
ness, variety, inter-connections,
opacity, and dynamic effects.
While some of these seem self-

ply chain may have on them.
This can lead to significant
disruption if, for example, there
is too much reliance on one sup-
plier and that source has a high
level of risk that comes to pass
and causes problems. This may
be the case even when there are

explanatory, even the scope of
the variables within each factor
can be challenging to define. For
example, the factor of “numerousness”
refers not only to the number of suppli-
ers, but also to variables such as number
of parts, available inventory levels, orders
completed, and other items that can be
counted and that have an effect on sup-
ply chain needs. As noted in the white-
paper, the inter-connections between the
many influencing variables are constantly
changing in ways that increase complex-
ity even more.

Switzer

multiple sources, if the risks they
face aren’t properly analyzed so
that consolidation of risk is evi-
dent. We saw for example, where compa-
nies may have had multiple suppliers but
they were all located in the path of Hur-
ricane Katrina.

Even worse, many organizations be-
lieve they are taking a mature approach
to supply chain management because they
are focusing on optimization. This is a
management technique that seeks to bet-
ter refine understanding of the true needs,
in terms of timing and number, for receipt

in the Gulf of Mexico, the media reported
that most (if not all) of the oil rigs in the re-
gion were supported for disaster response
by the same third party. Just how well
could that company respond if multiple
issues arose at the same time? How many
supply chains would be disrupted then?

I would argue that the overall lack of
insight is grounded in a failure to build
and support an integrated supply chain
risk-management capability with clear as-
signment of duties, provision of standard
processes and training, and technology
that allows for real in-depth monitoring
and oversight. The failure to gain and use
timely information inevitably challenges
the organization’s ability to compete.

In these instances, the answer to the
question of who is the weakest link is
clear. In the words of Anne Robinson, the
dour game show host, “You are the weak-
est link.” And just like the contestants
on her show, who were dropped through
a hole in the floor as she dismissed them
with these words, your organization will
fall out of the competitive landscape if
you aren’t better prepared to know the
answers you need to succeed. s

Carole Switzer is the co-founder and president of
OCEG, a non-profit think tank that develops stan-
dards and guidance to help organizations achieve
Principled Performance—the reliable achievement
of objectives while addressing uncertainty and act-
ing with integrity. www.oceg.org.
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Managing Supply Chain Risk

Switzer: Let’s start with what we mean
by supply chain—who and what make
up a supply chain?

Patterson: While our customers across
different industries define “supply
chain” in many ways, ultimately they
are concerned with the inter-related de-
pendencies of materials, products, and
services that allow them to deliver their
goods and services to their customers.
For our customers in the oil and gas sec-
tor, this can mean the 30 or more differ-
ent entities involved in moving equip-
ment from a manufacturing location in
the United States to an oilfield in the
Middle East—think freight forward-
ers and customs brokers. Our banking
customers are more concerned with
service delivery, increasingly dependent
on technology providers and concerns
about consumer impact. In food manu-
facturing, our customers think about
availability and traceability.

WyuE: Often the term “supply chain”
is used in the context of tier 1 suppli-
ers, but there is much more to it. We are
really talking about the “value chain”
and not one, but multiple chains each
consisting of multiple layers. It’s the
movement of materials as they flow
from their source to the end customer
—not only raw materials, but labor,
utilities, management, and all inputs to
the product or service. It’s made up of
the people, activities, information, and
resources involved in moving a prod-
uct from its supplier to its customer.
Although this definition may sound

complex, effective management of a
supply chain for some organizations
can prove even more so. Value chains
are multi-tiered, and a problem in one
area can quickly have a ripple effect up
and down the chain.

Kevern: I agree the traditional term
“supply chain” does not nearly reflect
the complex third, and fourth and fifth,
and so on party relationships we are
seeing today. In recent years, Dell has
significantly shifted from computer
hardware manufacturer to provider
of end-to-end technology solutions
in virtually every corner of the globe.
At the same time, our sales model has
shifted from primarily direct to include
channel. Consequently, our “supply
chain” has grown from suppliers of
product components our company
manufacturers to include multi-tier
channel partners, resellers, distribut-
ers, consultants, agents, vendors, and
other business partners.

SwiTzer: As we expand beyond concern
for efficiency, what are some critical as-
pects of supply chain risk management
today?

Wvyue: Supply chain resilience and
minimizing costs are two goals that fre-
quently conflict, and that’s a challenge.
Years back, Whirlpool decided to out-
source the production of dishwasher
water seals to a Chinese supplier which
totalled a saving of over $2 million an-
nually. But soon after the arrangement
was made, the Chinese supplier changed

to a different rubber supplier, raising a
multi-tiered effect as previously men-
tioned. The seals made from this new
rubber leaked in dry climates, causing
a failure rate of nearly 10 percent, repu-
tational damage, and revenue loss. So,
often it takes a crisis to motivate action
and change the way in which we miti-
gate supply chain risk. Every decision
made to increase resilience or reduce
costs should be viewed through a risk
lens to determine how the decision will
modify the company’s risk profile.

Kevern: The main concern companies
face today is damage to brand or repu-
tation brought forth by a rogue third-
party employee or result of poor busi-
ness practices. There is also a balance
between refraining from exercising too
much control over third parties and
providing direction and oversight nec-
essary for adequate assurance. For this
reason, it’s important to establish con-
trols at the entry points into an orga-
nization. Dell deploys third-party due
diligence to determine whether a given
supplier, vendor, or sales partner has
the same ethical and compliance val-
ues and principles as Dell. Companies
that do not share this philosophy are
not invited to be part of the Dell fam-
ily. Changing the way companies view
success in the supply chain is a shift
in thinking, and more and more com-
panies are seeking the right business
partners. Meaning, business partners
who share a passion for winning and
demonstrated commitment to ethical
business practices. This concept applies
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throughout the duration of the rela-
tionship. Meaning, if a distributer sells
to an embargoed country or a logistics
service provider is engaged in bribery,
established processes to off-board as
well as prevent re-entry are critical.
This proactive management of the sup-
ply chain helps mitigate risk of a future
catastrophic event.

Parterson: The challenge for so many of
our customers is that traditional sup-
ply chain management only gives them
visibility to their immediate tier 1 with
whom they contract. So visibility to ti-
er-N—across what is now a value chain,
versus only a supply chain, is limited.
Our increasing dependence on global,
cross-border flows is introducing ad-
ditional elements to supply chain man-
agement. Traditional supply chain con-
cerns of cost, quality, timely delivery,
IP protection continue to be paramount.
However today’s supply chain managers
are also being tasked to understand and
address broad risk concerns that can af-
fect not only a company’s revenues but
also their reputation and brand—bribery
and corruption, data protection, perfor-
mance, and broad compliance risks. For
our manufacturing customers in partic-
ular, the need to manage their multiple
vertical customers’ regulatory require-
ments varies considerably and, again, en-
forces this notion of a value chain, versus
only a supply chain.

Swirzer: Supply chains seem like per-
petual motion machines—something is
always changing. How do you continu-
ally monitor and adjust when there are
so many moving parts?

Kevern: Dell addresses this by having
a seat at the table, conducting annual
compliance risk assessments, and us-
ing data analytics technology. Having
a seat at the table—whether its periodic
staff meetings, quarterly business re-
views, or annual leader events—is es-
sential to remain in touch with changes
in business strategy and ensure real-
time discussion about potential com-
pliance implications in light of supply
chain changes. Formal annual compli-
ance risk assessment is another means
to keeping a pulse on supply chain ac-

tivity. In companies such as Dell where
formal compliance risk assessment is
part of the culture, business leaders ex-
pect questions such as “Are you consid-
ering outsourcing?” or “What are your
financial incentive targets for resellers
next year?” At Dell, it is only fitting
that we leverage technology to proac-
tively monitor our supply chain. With
our automated continuous monitoring
capability, we are able to identify sales
activity as compared to population of
sales partners cleared through due dili-
gence; ensure third parties with a red
flag are further analyzed for suitability;
and ensure prospective third parties not
deemed suitable for Dell business are
not on-boarded or further engaged by
Dell. Efficiencies achieved have allowed
us to reallocate resources to identify
trends, resolve exceptions, and continu-
ously improve programs.

Patterson: One of the biggest drivers for
technology is the threat to supply chain
resilience due to the fact that the supply
chain and elements of risk are constant-
ly changing. While capturing all third-
party data is important, dynamic moni-
toring and managing is key—this is not
a static environment and no company
that I know of has sufficient employees
to manually monitor and manage the
changes as they happen. So technology
and processes that can dynamically and
automatically detect and act on changes
as they happen and that pro-actively
adjust to changes—particularly chang-
es in elements of risk—are essential.

WrLIE: Supply chains are ever changing
and highly dependent on the flow of in-
formation up and down the value chain.
Ideally, companies should follow a con-
tinuous process that begins with assess-
ing the current state of supply chain,
pinpointing critical vulnerabilities, and
then creating a prioritized roadmap for
improvement. Part of this assessment is
capturing all third-party data in sys-
tems, which are frequently updated,
and then constructing real-time vi-
sual value chain networks. By mapping
value flows, geographical locations of
operations, and transportation links, it
is easler to see your greatest potential
value losses. Equally important is the

establishment of accountability—not
having a single point of accountability
can lead to fragmented decision mak-
ing and a tendency to optimize risk at
the local or functional level, rather than
for the overall supply chain. Working
from this foundation, companies can
implement improvements and establish
processes for monitoring and managing
risk over the long term.

Swirzer: Where do you suggest begin-
ning to develop a better view into sup-
ply chains?

WryLE: Simply put—data! Gather it and
implement technology that organizes
it. An extensive database of third-party
information as well as specific sup-
ply chain risks, along with proven risk
response strategies, helps a business
quickly assess its unique situation and
develop a customized set of solutions to
address its most critical vulnerabilities.

KEVERN: You need to start with business
leader accountability. Business lead-
ers must clearly understand why it’s
important to know your third party
as well as the effect on the company
(and personal liability) for not doing so.
Business leaders must also be commit-
ted to making a decision that may not
be favorable to the local bottom line,
but best for the enterprise as a whole in
the long term. Business leader commit-
ment goes hand in hand with the exer-
cise of data discovery.

Patterson: All of our customers have
some systems in place today that, at a
minimum, give them line of sight into
their critical suppliers. What they’re
trying to address is what they don’t
know below that and within those as-
sociations. And, within those associa-
tions usually lie the greatest risks. Our
recommendation, therefore, is to extend
the current set of information and data
to address all third parties within the
value chain. Most customers begin by
addressing specific elements of risk or
specific supply chains or criticality and
progressively expand down the value
chain. Think of it in terms of implement-
ing a strategic framework and executing
in a phased or sequenced approach. =
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