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COMPLIANCE WEEK
Compliance Week, published by Wilmington Group plc, is an information service on corporate governance, risk, and compli-
ance that features a weekly electronic newsletter, a monthly print magazine, proprietary databases, industry-leading events, 
and a variety of interactive features and forums.

Founded in 2002, Compliance Week has become the go-to resources for public company risk, compliance, and audit  
executives; Compliance Week now reaches more than 60,000 financial, legal, audit, risk, and compliance executives.

BlackLine Systems, an experienced provider of software to companies from the Fortune 100 to beyond the Fortune 1,000, 
was the first to develop and offer a commercially available Balance Sheet Account Reconciliation solution.  BlackLine provides 
quick-to-implement, scalable and easy-to-use applications that automate the entire financial close process and that help 
improve financial controls for companies of all sizes.  With more than 100,000 users in over 100 countries, BlackLine software 
applications complement existing Enterprise Performance Management (EPM), Governance Risk and Compliance (GRC), and 
Enterprise Resource Planning (ERP) systems.

Though ERP-agnostic and able to integrate with any system, the BlackLine Financial Close Suite for SAP® Solutions is also an 
SAP-endorsed business solution – joining the ranks of fewer than 40 other software offerings globally that are endorsed by 
the enterprise application software leader.  BlackLine is also an SAP Gold Partner.

BlackLine offers clients its enterprise-class financial software in a simple and highly secure SaaS (Software-as-a-Service) or 
cloud-based platform. With a proven track record and a commitment to customer success, BlackLine seeks to reduce the bur-
den that the financial close and other repetitive processes place on accounting and finance professionals, freeing them from 
manual tasks so they can focus on areas that require their skills and expertise.  

BlackLine’s headquarters are in Los Angeles, with offices in Atlanta, Chicago, London, Melbourne, New York City and Sydney 
to serve the company’s growing global client base.  For more information, please visit www.blackline.com.   
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Some companies have been holding 
off on adopting the revised COSO 
internal control framework as they 
wait for others to take the lead

By Tammy Whitehouse

When the Committee of Sponsoring Organiza-
tions (COSO) updated its widely used internal 
control framework, it provided plenty of lead 

time to make implementation easier, and it appears that 
companies are taking advantage of it. Many are holding off 
on adopting the revised framework for now, instead wait-
ing for more guidance or letting others jump in and take 
the lead.

Few companies see any advantage to being an early 
adopter, experts say. Many are waiting to dig in. “Most 
finance organizations are aware of the new COSO frame-
work, have reviewed the principles and points of focus, at 
least at a high level, and do not anticipate any major gaps 
requiring remediation,” says Andrew Schweik, director of 
risk services at Crowe Horwath. “Since the revised frame-
work was issued, many companies appear to have taken a 
‘wait and see. approach.”

COSO revised its Internal Control — Integrated 
Framework to freshen it up after two decades of advances 
in technology and changes in the business environment. 

Released in May, the new framework will supersede the old 
one, effective Dec. 15, 2014. 

Some companies are hoping to leverage lessons learned 
from other organizations and are hoping for additional 
SEC guidance, says Schweik. The SEC has long held the 
COSO framework in high esteem as a method of achieving 
Sarbanes-Oxley compliance, although it doesn’t explicitly 
require it. SEC Chief Accountant Paul Beswick has said 
the staff of the SEC will monitor the transition and deter-
mine if any guidance is warranted, but it otherwise defers 
to the COSO board. The SEC’s ambiguity, however, has 
led some companies to hold off, says Schweik.

The timing for transition has been another big point of 

discussion within companies, says James DeLoach, man-
aging director at consulting firm Protiviti. “A substantial 
majority of companies are planning to implement in 2014, 
not 2013,” he says. “I don’t know that companies are resist-
ing, but they have a lot of questions about what the SEC 
will require.”

Mike Rose, a partner at Grant Thornton, says he doesn’t 
see a great deal of expectation that the SEC might issue 
guidance, but instead companies are waiting because they 
can. “For the most part companies are waiting and taking it 
slow because there is some time,” he says. 

He sees some companies going through their gap anal-
ysis as part of their 2013 year-end planning. As they go 
through the process of doing walk-throughs and looking 
at design and operating effectiveness for this year’s report-
ing, they’re also considering where they may have gaps to 
address next year, he says.

Not all companies are sitting back, however. Mike 
O’Leary, global internal audit leader for EY, says he sees 
some diverse approaches. “By and large, the leading-prac-
tice companies are being proactive and recognizing this is 

Firms Delay on Move to New COSO Framework

“You need to really inspect the qualities 
of a point of focus and not just go down 
the checklist. Checking the box just gives 
the impression of doing a quick diagnostic, 
and that could be a little dangerous.”

John McLaughlin, Partner, BDO USA

Below COSO offers companies suggestions on making a smooth 
transition to its new internal control integrated framework.

Source: COSO.

WORKING THE STEPS

STEP 1

The Five-Step Transition

STEP 2

STEP 3

STEP 4

STEP 5

Develop awareness, expertise, and alignment

Conduct preliminary impact assessment

Facilitate broad awareness, training,
and comprehensive assessment

Develop and execute COSO transition plan
For sox compliance

Drive continuous improvement

Continued on Page 14  



5

Under pressure from the Public  
Company Accounting Oversight 
Board to improve quality, audit 
firms are taking a hard look  
at controls

By Tammy Whitehouse

This summer many public companies will be spend-
ing an exorbitant amount of time examining their 
control documentation as audit regulators—and 

hence audit firms—focus not just on the detection of con-
trols, but also whether their controls are operating effec-
tively.

The Public Company Accounting Oversight Board is 
shining new light on internal controls and whether audi-
tors have adequately audited management’s assertions on 
the effectiveness of controls.

As a new round of inspection reports begins to 
emerge—so far Deloitte’s is the only significant 2013 re-

port to be published—the number of deficient audits has 
not diminished but certainly the nature of the deficiencies 
has changed. 

The Deloitte inspection report notes that the com-
pany  may have properly identified a particular internal 
control and verified that it occurred, but didn’t evaluate 
adequately whether it was effective. In nearly every men-
tion of internal control problems, inspectors say auditors 
failed to evaluate whether the control operated “at a level 
of precision” that would prevent or detect material errors.

“There seems to be this tension between over audit-
ing and sufficient auditing,” says Larry Rittenberg, audit 
committee chairman for Woodward Inc. 

“The firms are struggling with that. The issue is to 
what extent do you have to repeat or somehow addition-
ally verify that the control is operating effectively?”

The answer, say audit experts, is in the rules and guid-
ance that companies and auditors have had available to 

them from the very beginning: Auditing Standard No. 
5, the 2007 interpretive guidance from the Securities and 
Exchange Commission directed at management, the Com-
mittee of Sponsoring Organizations’ Internal Control — 
Integrated Framework, and more recently the PCAOB’s 
Staff Audit Practice Alert No. 11. The riskier a control, the 
more evidence auditors need that it effectively mitigates 
the risk of mis-statement.

“You start with asking what are the risks of material 
mis-statement,” says Rittenberg. “So many companies 
start with controls and look to map those controls to the 
framework. But the point is if we’re talking about preci-
sion, then we have to be talking about risk. If companies 
and auditors look more from the risk point of view, then 
that will tell them if they’ve done sufficient testing to bring 
the risk to an acceptable level.”

Audit Firms Placing More Scrutiny on Controls

Below is a “heat map” from the SEC, which shows how much evi-
dence you need to establish that internal controls are effective.

Determining the effectiveness of the controls you’ve identified re-
quires that you gather evidence about how the controls actually 
operate. What kind of evidence you need, and how much of it, 
depends on your assessment of two kinds of internal control risk:

(1) The risk of a material misstatement in the financial reports
(2) The risk that the control will fail to operate as designed

The greater the internal control risk, the more evidence you’ll need 
to support a conclusion that the control is effective.

Source: SEC.

INTERNAL CONTROL EVIDENCE

Continued on Page 15  

“Effectiveness of controls can be broken 
into two components—the overall design 
effectiveness and operating effectiveness. 
But it’s not satisfactory to say someone is 
doing it. You need copious evidence that 
it’s taking place.” 

Brian Christensen, Executive Vice President, Protiviti
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Companies that have moved to 
adopt the revised COSO internal 
control framework have found that
—despite their early concerns—
there isn’t too much heavy lifting

By Tammy Whitehouse

Early adopters of the updated COSO framework say 
they’re finding their existing internal controls map 
rather well to the newly articulated principles con-

tained in the updated framework, although they need to 
bring more controls into the scope of their internal control 
evaluation and audit to show it.

COSO’s Internal Control — Integrated Framework 
was published last year to update the 1992 framework 
that virtually all U.S. public companies rely on to achieve 
compliance with Sarbanes-Oxley Act requirements re-
garding internal control over financial reporting. COSO 
says it will consider the old framework expired at the end 
of 2014, with companies expected to transition to the new 
framework in time for 2014 year-end reporting and audit-
ing. COSO updated the 20-year-old framework to make it 
more relevant in the modern, digital era and to articulate 
the 17 principles of sound internal control more explicitly.

Microsoft, which has a fiscal year end of June 30, is 
nearly complete with its implementation of the COSO 
update, mapping the new framework to its existing con-
trol environment and updating its controls as a result, says 
Kevin Funk, director of the financial compliance group. 
Ultimately, the company has increased the number of en-
tity-level controls that are scoped into its Sarbanes-Oxley 
compliance exercise from 45 to 58 as a result of the refresh 
to the updated framework, he says.

When Microsoft mapped its existing controls to the 
new COSO framework, the company found its coverage 
was adequate, but some of the controls that met the COSO 
principles were not scoped into the internal control assess-
ment and audit, says Funk. “These weren’t new activities 
for Microsoft,” he says. “But it meant streamlining and 
identifying activities we were already doing that met the 
requirements, then documenting them and bringing them 
into scope for walkthroughs and testing.”

Funk estimates Microsoft devoted a few hundred staff 
hours to the project, and the company is finalizing its 
control design with input from its audit firm, Deloitte & 
Touche. “There are still a couple of open questions we are 
working on with them that may result in a few more chang-
es, but it’s not substantial at this point,” he says. Through-
out the implementation the audit firm has targeted areas 
that the Public Company Accounting Oversight Board 
has called on auditors to pay closer attention through its 
inspection process, he says. They are looking more closely, 
for example, at risk assessments, outsourcing, and reports 
that are generated and relied on internally.

Jon Goode, global operational controller for General 

Smooth Sailing for Early COSO Adopters

Below is an excerpt from PCAOB member Jeanette Franzel’s recent speech in which she discusses emerging issues in audits of internal control 
over financial reporting.

In some cases, the following [situation is] occurring ...

 » The auditor performs additional procedures for a previously com-
pleted audit after a PCAOB inspection.

A firm might also be performing additional procedures specifically be-
cause a deficiency was identified and included in Part I of the firm’s 
inspection report, and the firm seeks to determine whether, following 
performance of the necessary procedures, it can still support its previ-
ously expressed opinion on ICFR.

The PCAOB has heard that in response to some of the above changes, 
some issuers have expressed concerns about the value of additional 
audit work in the ICFR area, and whether there will be significant in-
creases in costs as a result.

We also have received feedback that would indicate there has not 
been effective communication and dialogue between audit firms and 
issuers about ICFR issues. In some cases, audit firms have told issu-
ers that the PCAOB insists on detailed procedures such as the use 

of “screen prints” to document certain systems-related features; or 
specifying the number of pages that must be involved in summarizing 
key controls; or that auditors must attend management meetings to 
observe certain controls in action. I assure you that the Board is not 
requiring procedures at that level of detail. AS 5 provides the guiding 
standard for ICFR audits.

Unfortunately, such responses from audit firms tend to close down 
the dialogue with financial statement preparers about important ba-
sic issues such as identifying key controls, establishing the appropri-
ate level of management documentation and testing, and the nature 
and extent of auditor testing needed to support the auditor’s ICFR 
opinion.

Productive dialogue between the audit firm and financial statement 
preparers is necessary to coordinate management’s responsibilities to 
implement effective ICFR and assess its effectiveness, and the audi-
tor’s responsibilities to audit and report on ICFR ...

Source: PCAOB.

CSR TRENDS
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Electric, says the mapping exercise led to a close evalua-
tion of IT controls and fraud risks. Under the new frame-
work, “It was more explicit than implicit,” he says. “And 
that’s very relevant because the world has changed since 
1992 and we have more fraud and IT focus.” As at Micro-
soft, GE’s mapping exercise revealed controls outside the 
entity level that addressed some of the COSO principles 
but weren’t scoped into the entity-level Sarbanes-Oxley 
exercise.

“We found there were some processes outside our en-

tity-level controls that we felt addressed these principles, 
but we really needed to document it to take credit for it,” 
says Courtney Connors, senior operational controller for 
GE. Examples, she says, include some processes meant 
to address fraud risks and controls over the use of out-
side service providers. “These are things we normally do 
already, but it was a matter of documenting them,” says 
Connors.

At Federal Home Loan Bank of Chicago, the mapping 
exercise is in its early stages, but so far is not revealing 
any big surprises, says Tom Harper, executive vice presi-
dent and general auditor. “We’re looking at some things 
and saying it’s not that we don’t have the controls, but the 
framework highlights that we may not have aligned those 
controls,” he says. “The more granular approach has al-
lowed us to re-evaluate the whole control environment. 
It’s leading to incremental improvements rather than radi-
cal change.”

All Over the Map

Jeff Getz, a partner at Deloitte, says companies span a 
wide spectrum in terms of what they will find as they 

implement the new framework. “Leading edge companies 
are finding they’re already addressing much of what the 
new framework requires,” he says. “For them, there’s less 
concern about whether they have control gaps that they 
need to worry about. For companies doing the bare mini-
mum at the other end of the spectrum, they might have a 
bigger task ahead of them in getting to full compliance.” 
Deloitte is advising companies to also consider areas for 
potential improvement, including common deficiencies in 
internal control such as reported material weaknesses and 
fraud, he says.

Through its analysis of audit inspection findings, the 

“We’re looking at some things and saying 
it’s not that we don’t have the controls, 
but the framework highlights that we may 
not have aligned those controls.”

Tom Harper, General Auditor, Federal Home Loan 
Bank of Chicago

By Tammy Whitehouse

Audit experts at Compliance Week 2014 are warning 
companies to be careful not to rely too heavily on 
a gap analysis of internal control when implement-

ing the new updated COSO Internal Control -- Integrated 
Framework this year.

Analyzing internal control gaps under COSO’s 1992 
framework compared with the newly revised framework can 
serve as part of the implementation process, but should not 
form the entire basis for implementing the updated internal 
control framework, says Jeanette Franzel, a member of the 
Public Company Accounting Oversight Board. “There are 
risks associated with a checklist approach or a gap analy-
sis,” she says. “This should not be a paperwork exercise. This 
should be a step back so you can take a fresh look at your 
controls.”

COSO updated its 20-year-old internal control frame-
work to bring it up to date with modern business prac-
tices in a digital era and to more explicitly require com-
panies to examine the 17 principles that are required to 
be present to assert effectiveness of controls. For public 
companies relying on the framework to comply with 
Sarbanes-Oxley internal control reporting requirements, 
COSO has said it expects companies to transition to the 
new framework this year before the 1992 framework is 
deemed obsolete at the end of 2014. Internal control ex-
perts have said they don’t expect the transition to the new 
framework to be excessively burdensome for companies 
that already have a robust system of controls under the 
old framework.

Bavan Holloway, vice president of internal audit at Boe-
ing, agreed with Franzel’s view that a gap analysis -- look-
ing at existing controls under the old framework and finding 
gaps based on the new framework -- is part of the process 
but not the entire process. “It can’t be just a big board exer-
cise where you just check the box,” she says.

 Eric Allegakoen, vice president and chief audit execu-
tives at Adobe Systems, agrees. “A gap analysis is an impor-
tant part of the process, but you’ve also got to bring in the 
risk-based approach,” he says.

Franzel says spreadsheets can become a crutch. “How 
you do it is very important,” she says. “What makes me 
nervous is I see people with these big matrices, so they say 
I’ve got this framework and I’m going to map it, and then 
they are good to go. They are turning it into a paperwork 
exercise.” That doesn’t mean spreadsheets aren’t helpful, she 
says, but companies should be careful not to let spreadsheets 
drive the process.

Although COSO published the framework in mid-2013, 
many companies said they would wait until 2014 to fully 
adopt the framework. ■

Experts Warn: Don’t Rely on 
Gap Analysis in COSO 2013

Continued on Page 14  
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Adopting the new COSO framework may seem like a daunting 
challenge at first. However, it is also the perfect opportunity 
to implement a system for internal controls governance.  

An internal controls governance system:

 » allows controls to be mapped to a compliance framework

 » establishes automated workflows for the design, testing and 
verification of controls

 » documents all of this in an easily auditable manner.

Adopting such a system significantly simplifies the process of 
adopting any new compliance standard, including the new COSO 
framework. It also increases operational efficiency and mitigates 
risk.

BlackLine’s Task Management module is an ideal internal controls 
governance system. With its built-in COSO template, it turns the 
adoption of the new COSO framework from a daunting challenge 
into an easily managed process. By examining the steps involved in 
utilizing this template, you will have a roadmap to COSO adoption 
that can be successfully implemented in your organization. 

Where to Begin?
Before beginning, it is important to understand that controls gover-
nance is a periodic and cyclical process. This is because the business 
landscape is continually changing, and threats to the business are 
constantly evolving.  Periodically examining the design of controls 
and testing their veracity is the only way to ensure that these con-

trols are keeping up with changes and are still effective.  This process 
of examining your controls really starts with the adoption of a com-
pliance framework.  

COSO’s goal in updating its framework was to increase its rel-
evance in the increasingly complex and global business environment. 
COSO believes that by using the updated framework to design and 
assess controls, organizations will realize significant benefits from 
increased confidence that controls mitigate risks to acceptable lev-
els and that they are using reliable information to support sound 
decision making.  When adopting this framework, organizations 
can choose to map control activities to the 17 principles within the 
framework, or can go more granular and map controls to the 87 
points of focus.  This decision is the first step to adopting the COSO 
framework. 

Importing the Framework and Mapping Controls
Once the decision is made as to what level to implement, you can 
use the COSO import template in the BlackLine Task Management 
module to bring in just the 17 COSO principles or the 87 points 
of focus. You can also bring in two certification checklists. These 
checklists provide you with a standardized means to assess that the 
principle or point of focus is present and that it is functioning ef-
fectively. Custom checklists can also be imported or created in the 
module. In addition, you also have the option of importing approxi-
mately 90 basic control activities.  Custom lists of control activities 
can also be imported, and additional control activities can be created 
in the module as required. Once imported or created, these control 
activities are each represented by a separate task, as are each prin-
ciple or point of focus. 

The next step is to then map these tasks to one another to indi-
cate the proper relationships. To do this, you will go through each 
of the principles or points of focus, determine which of your control 
activities apply, and then create a task dependency from that control 
activity to the principle or point of focus. This task dependency is 
saying that the principle or point of focus is dependent on the con-
trol activity that has been associated with it.

Certifying Controls
Once this mapping is complete, the next step is to go through each 
of the principles or points of focus, collect relevant information, 
and complete its certification checklist.  This checklist will contain 

A Roadmap to Adoption of  
the Updated COSO Framework
How implementing the BlackLine Task Management module as an internal controls  
governance system simplifies the process, increases operational efficiency, and mitigates risk. 

By Francis Quinn, Elizabeth Ewing, and Mike Sellberg

Before beginning, it is important to 
understand that controls governance is a 
periodic and cyclical process. This is because 
the business landscape is continually 
changing, and threats to the business are 
constantly evolving. 
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BLACKLINE

steps to ensure that all control activities that are currently in place 
have been properly certified. To certify these individual control 
activities, workflows are utilized. These workflows route the tasks 
associated with the control activity to the control owner.  The 
control owner then completes a checklist within the task for that 
control activity that includes things such as adding design documen-
tation for the control, attaching any available testing information 
and providing any evaluations of deficiencies that have been per-
formed. Comments are also added to each task to indicate things 
such as any identified deficiencies compensating controls that exist 
for those deficiencies, or impact on any of the other principle or 
point of focus.  By attaching supporting documents and comments 
directly to each of these control activity tasks, all of this informa-
tion is centralized and linked to the appropriate principle or point 
of focus within the system.

Performing Gap Analysis
Once this process is complete, and all existing controls are mapped 
with available documentation attached, a gap analysis should then be 
performed.  This gap analysis has two main components: determin-
ing which existing controls require additional steps before they can 
be fully certified, and determining where controls need to be added 
to fully satisfy the principal or point of focus. When remediation 
steps are required, tasks with checklists and workflows are utilized 
to manage the process and ensure that each deficiency is addressed.

Throughout this process, the system provides full visibility into 
the overall status. It shows all completed and outstanding tasks with 
their dependencies, statuses, and any deadlines clearly visible and 
understandable. It also allows you to manage compliance costs by 
recording time spent on each principle, point of focus, and control 
activity. In addition, all activity is recorded with full audit trails and 
timestamps on all certification events.  

Auditing Your Compliance Program
By going through this process, you will establish a centralized reposi-
tory of all of your compliance verification and controls governance 
and testing activity.  Once you have fully documented and deemed 
your internal controls effective, and validated this through testing, 
your external auditor will need to evaluate and gain a level of com-
fort with your compliance program and your supporting documen-
tation. Because the system allows role-based access, this can easily 

be accomplished by granting auditors direct access to the system. 
Through this auditor access, they will be able to verify your process-
es and documentation directly, thus dramatically simplifying the audit 
process and significantly reducing the time spent on audit response.  

On an ongoing basis, the system is then used to complete peri-
odic reviews and certification of controls.  This should involve de-
sign certifications for each control by the individual control owner 
and their manager.  This certification is necessary to ensure that 
the design of the control still makes sense for the current business 
environment.  These periodic certifications are easily scheduled and 
managed using task templates and workflows within the Task Man-
agement module.   

Enhancing the Value of Your Compliance Program
Finally, it’s one thing to implement an adequate compliance program 
that effectively meets regulations and reduces your corporate risk, 
and it’s another thing to empower your compliance team to continu-
ally strive to make your program best in class. With your employees 
free of the administrative burdens that come from not having an in-
ternal controls governance system, they have more time to spend on 
the design of the controls system itself and analysis of its effective-
ness. This allows them to focus their time and efforts on mitigating 
risk and ensuring the integrity of information, enhancing the overall 
value of your compliance program to the organization. 

For more information on the BlackLine Task Management mod-
ule and how it can jumpstart your COSO adoption, please visit  
http://www.blackline.com/COSO or e-mail sales@BlackLine.com. 

With your employees free of the 
administrative burdens that come from 
not having an internal controls governance 
system, they have more time to spend on 
the design of the controls system itself and 
analysis of its effectiveness.

http://www.blackline.com/COSO
mailto:sales@blackline.com
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As companies prepare to implement 
the revised COSO framework, they 
are taking a fresh look at controls

By Tammy Whitehouse

More than a decade after capital markets began fo-
cusing on internal controls to produce more reli-
able financial statements, companies and their 

auditors are pressing through a new phase of scrutiny on in-
ternal control, even though the underlying rules themselves 
have changed very little.

Jeanette Franzel, a member of the Public Company Ac-
counting Oversight Board, calls it a “perfect storm” in the 
internal control environment. Speaking at Compliance 
Week’s annual conference in May, she said companies are 
implementing an updated framework for internal controls, 
while also facing new questions from external auditors un-
der pressure from the PCAOB to get tougher on controls.

The Committee of Sponsoring Organizations, author of 
the Internal Control — Integrated Framework that virtual-
ly all U.S. listed companies rely on to comply with internal 
control reporting requirements, updated the 20-year-old 
framework in 2013. The updated COSO framework explic-
itly requires the 17 principles that underpin a sound internal 
control environment to be present and functioning. Mean-
while, the PCAOB gave external auditors new guidance in 
an audit practice alert outlining numerous internal controls 
auditing problems the board’s inspectors have noted in rou-

tine audit firm inspections during the past few years.
“There’s a lot of mythology and angst out there about in-

ternal controls,” Franzel said. “Audit firms find themselves 
in a position where suddenly they can’t accept what’s been 
accepted in prior years because it’s not adequate. It’s impor-
tant for issuers to sort this out with their audit firms. Every-
one needs to sit down with an open mind and say what may 
have passed last year is really not acceptable going forward.” 

The greater focus on controls is not just for auditors to 
address, she said: “The issues are all over the place in terms 
of inconsistency of practice among companies. If your com-
pany believes internal control is just something for auditors 
and you’ll just do whatever the auditors require, you’re way 
behind.”

No New Guidance

Eric Allegakoen, chief audit executive at Adobe Systems, 
said the irony of the new climate is that the rules them-

selves have not changed in any significant way as a result of 
recent initiatives. He said he’s heard the grumbling that the 
PCAOB and COSO have raised the bar or set new standards 

All Eyes on Internal Controls as COSO 2.0 Looms

“There are risks associated with a checklist 
approach or a gap analysis. This should not 
be a paperwork exercise. This should be an 
opportunity to step back so you can take a 
fresh look at your controls.”

Jeanette Franzel, Member, Public Company 
Accounting Oversight Board

At right: Kevin McMahon, chief compliance officer for Calpine, discusses manage-
ment’s role in determining the right risk tolerance and controls; Looking on at left is 
Steve Koslow, chief ethics & compliance officer for CUNA Mutual.

Adobe Systems Chief Audit Executive Eric 
Allegakoen says guidance from the PCAOB 
and COSO isn’t new; it just enhances existing 
guidance.
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with their respective efforts. “I don’t think this is new guid-
ance,” he said during a panel discussion at the conference. 
“It enhances existing guidance. The bottom line is there is 
nothing new out there. It’s just stuff audit firms should have 
been doing before. I don’t think any panic is necessary.”

Bavan Holloway, vice president of corporate audit for 
Boeing, said the new COSO framework is prompting com-
panies to take a closer look at the extent to which the com-
pany’s controls meet the framework’s 17 principles of sound 
internal control. “How do we demonstrate that we meet 
those?” she asked at the conference. The new framework is 
driving an examination of the level of detail, she said. “We’re 
making sure controls are identified with enough specificity 
so you can understand how controls will mitigate risks, 
whatever those risks are.”

That doesn’t mean, however, that companies should rely 
too heavily on a gap analysis—looking at compliance with 
the old framework versus the new—to transition to the new 
framework, Franzel said. “There are risks associated with a 
checklist approach or a gap analysis,” she said. “This should 
not be a paperwork exercise. This should be an opportunity 
to step back so you can take a fresh look at your controls.”

Holloway and Allegakoen agreed that a gap analysis 
should be the only approach to assessing what is needed to 
move to the updated COSO framework. “A gap analysis is 
an important part of the process, but you’ve also got to bring 
in the risk-based approach,” Allegakoen said.

As for guidance for auditors, Holloway, a former Big 4 
auditor herself, says she’s using the guidance for auditors 
internally. “We’re trying to keep ourselves to very similar 
standards that external auditors have to follow, so we’re not 
placing reliance on controls that don’t really address the 
risks that are out there,” she said.

Holloway and Allegakoen acknowledged some of the de-
mands auditors are making as a result of PCAOB inspection 
focus. Signatures, for example, are not necessarily adequate 
audit evidence, Holloway said. “By looking at a person’s sig-
nature, you know they knew how to sign their name,” she 
said. “Just relying on the fact that it is signed is not a good 
control.”

According to Allegakoen, Adobe has put more focus 
on assuring controls over electronic evidence. “We have to 
make sure for any report that comes out of our SAP system 
that we have controls at the spreadsheet or database level,” 
he said.

Prioritizing Risks

Steve Koslow, chief ethics and compliance officer for 
CUNA Mutual, and Kevin McMahon, senior vice presi-

dent of internal audit and chief compliance officer at Calp-
ine, said at the conference that they put significant focus in 
their control environments on assessing controls and assur-
ing they respond appropriately to identified risks and man-
agement’s risk tolerance levels. CUNA Mutual, said Koslow, 
uses a basic risk scoring process to help prioritize risks and 
determine appropriate control levels. “We want the business 
areas to know where their controls are adequate and where 
they are not adequate,” he said. “And if there are gaps be-
tween what the residual risk score is and what it should be, 

we’ll have a conversation about that.”
The options, Koslow said, are fairly simple. “You have 

two different levers you can pull,” he said. “You can in-
crease the controls, or increase your risk tolerance.” In the 
first year the company adopted such a scoring and rank-
ing process, a surprising number of business process own-
ers believed in some places they needed tighter controls, he 
said, even where the compliance office didn’t necessarily 
agree.

McMahon said it’s management’s job to determine the 
right risk tolerance and controls, but it’s up to the compli-
ance office to assure the guardrails on the control environ-
ment are in place and operating effectively. “It’s not our job 
to keep them in compliance, but to keep the framework in 
place so they stay in compliance.”

Calpine is one of only a few companies he is aware of, 
said McMahon, that has given the compliance officer a direct 
role in assuring compliance using employee compensation. 
“The chief compliance officer can recommend to the com-
pensation committee of the board that it withhold a defined 
portion of the bonus pool for compliance issues.” This past 
year Calpine withheld a portion of the 5 percent target for 
some non-material compliance issues. McMahon said that 
strong support for compliance from senior management and 
the board is meaningful and the regulators also see this as a 
great indicator of a culture of compliance. ■

“We’re making sure controls are identified with enough specific-
ity so you can understand how controls will mitigate risks, what-
ever those risks are,” said Bavan Holloway, vice president of cor-
porate audit for Boeing.
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By Jose Tabuena 
Compliance Week Columnist

Even if the updated COSO framework is already de ri-
gueur at your organization, internal auditors need to 
be prepared to address inquiries by management and 

shareholders regarding transition to the new framework. 
With the proxy season approaching, one of the areas 

shareholders are planning to address at annual meetings is 
whether companies are in compliance with the 2013 frame-
work for internal controls. If not, why, and what changes 
will be needed to comply? And what are the timeframes and 
costs to do so? In preparation, boards are asking these same 
questions. 

The Committee of Sponsoring Or-
ganizations’ updated Internal Control 
– Integrated Framework was published 
last year to refine the original 1992 frame-
work. COSO has stated that the 1992 
framework will be superseded as of Dec. 
15, 2014. Thus companies, particularly 
U.S. public issuers who relied on the orig-
inal framework to achieve Sarbanes-Ox-
ley Act compliance, will be expected to 
transition to the new framework in time 
for 2014 year-end reporting. Moving forward, it will not 
be practicable for any issuer to take the position that the 
1992 framework qualifies under SEC criteria as a “suitable 
framework” for purposes of complying with Section 404 
of Sarbanes-Oxley.

Your management team might still find itself unprepared 
for the changes wrought by COSO’s framework update 
and struggling to fully understand the new requirements or 
significant clarifications. Internal auditors should take the 
initiative in communications with management to ease the 
transition. We know that ultimately controls are manage-
ment’s responsibility, but management should and does rely 
on internal audit for advice about the standards for imple-
menting effective internal controls.

Why Even Update?

The original version released in 1992 had gained broad ac-
ceptance and has been widely used as the predominant 

framework for reporting on internal control over financial 
reporting in accordance with Sarbanes-Oxley as well as for 
other similar regulatory requirements outside the United 
States. Although COSO did not consider the framework to 
be “broken,” their decision to update it was driven by the 
extent of change in the business environment over the past 
two decades.

Some of the noted trends and events that drove the deci-
sion to update the framework include: 

 » More expectations for governance oversight especially 
following large-scale internal control and compliance 
breakdowns 

 » Risk-based approaches receiving more attention

 » Globalization of markets and operations

 » Third-party risks emerging including from the use of 
outsourcing and strategic suppliers

 » Enhanced technology creating new and different risks

 » And the continuing and increasing demands and com-
plexities in laws, regulations, and standards

These trends along with highly publicized governance 
failures have led to the reinforcement of themes that are be-
coming recognized as essential to creating a strong internal 
control environment. The framework enhancements apply 
lessons derived from these core topics which include the 
importance of corporate culture, addressing the insidious 
impact of conflicts of interests, siloed risk management, in-
effective board oversight, unbalanced compensation struc-
tures, management override, all of which have a strong po-
tential to enable dysfunctional and rogue behavior. 

New Versus Old

While the 2013 framework retains much of the original 
and builds on what has proven useful, its fundamental 

difference is a widened scope and greater applicability of the 
updated framework.

The core definition of internal control, for example, re-
mains in conjunction with its five components. Under the 
new framework, organizations continue to establish rel-
evant objectives relating to operations, financial reporting, 
and compliance. As before, these objectives can be set for 
the entity as a whole, or targeted to specific divisions, func-
tions, or operating units. These discrete areas cumulate into 
that well-known three-dimensional cube. Management can 
find comfort that the criteria to assess the effectiveness of an 
internal control system remain largely unchanged. The new 
framework further continues to emphasize the importance 
of management’s judgment in evaluating the effectiveness of 
a system of internal control.

The most significant change is the explicit articulation 
of 17 principles that provide the foundation associated 
with the five components of internal control: control en-
vironment, risk assessment, control activities, information 
and communication, and monitoring activities. All the 
principles apply to each category of the three objectives. 
COSO decided to make these “principles” explicit to en-
hance management’s understanding as to what comprises 
effective internal control. Then supporting each principle 
are points of focus (77 in all) that are intended to provide 
guidance to management in designing and implementing 
internal controls.

It would be a good practice for internal audit to consider 
and discuss the principles with senior management and the 
board or audit committee particularly those that address 
risk to the more significant objectives of the organization. 
The new framework incorporates an enhanced discussion of 
governance concepts, and considers the increased relevance 
of technology, anti-fraud measures, and non-financial re-
porting objectives. The significance of governance and how 

Internal Audit Readies for COSO Framework
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it relates to compliance activities to support effective inter-
nal control is also more pronounced in the new framework. 

The Transition

Most audit professionals recommend that to start the 
transition companies should map their controls to the 

17 COSO principles—albeit focusing first on areas where 
there is a reasonable possibility of a material mis-statement. 
Word is that early adopters of the updated framework in-
dicate that their existing internal controls generally map 
quite well to the revised principles in the framework. Some 
companies have reported that, following the mapping, their 

controls appear sufficient with the components operating 
together although some of them were not scoped into the 
internal assessment and audit.

By and large it doesn’t appear that new activities are re-
quired. It does mean identifying and streamlining activi-
ties already undertaken that support the COSO principles, 
and then documenting them and bringing them into scope. 
Some have observed that more effort is needed to align ex-
isting controls rather than to create new ones.

One area internal audit should consider providing more 
clarification for management is the effect of new COSO on 
the term material weakness. Over the years, companies have 
become familiar with the terms “deficiency” and “signifi-
cant deficiency,” as they complied with Sarbanes-Oxley Act 
requirements to assess the effectiveness of internal controls. 
Now COSO has added a “major deficiency” to the internal 
control lexicon, as companies consider whether those defi-
ciencies and significant deficiencies can add up to a material 
weakness. Because this is new terminology, it is requiring 
training and education to understand it fully and how the 
terms interplay with Sarbanes-Oxley or other rules that 
have their own definitions.

Overlaps With Compliance Effectiveness Remain

COSO is advocating the use of the new framework be-
yond the worlds of internal control and risk manage-

ment. COSO says its frameworks can be used to improve 
overall organizational performance and corporate govern-
ance and support companies on a path to better achievement 
of business goals over the long term. It has also published 
Enterprise Risk Management – Integrated Framework and 
explained the links between the two frameworks and how 
they can be more broadly applied.

A corporate compliance program itself should be viewed 

as a broad control that supports the principle of organiza-
tions demonstrating a commitment to integrity and ethical 
values—and also serves as an anti-fraud program control. 

The evaluation of the control environment is one that 
should be leveraged by internal audit to apply to compliance 
program effectiveness under the U.S. Federal Sentencing 
Guidelines criteria as well to fraud control standards from 
the audit profession. To demonstrate that a COSO principle 
is present and functioning, the organization must under-
stand the intent of the principle and how it is being applied. 
Auditors can refer to the points of focus in the new frame-
work to enhance their understanding.

Keep in mind that that the points of focus under the first 
principle, “The organization demonstrates a commitment to 
integrity and ethical values,” is redundant with the promo-
tion of ethical conduct under the Federal Sentencing Guide-
lines. The new framework provides four points of focus:

 » Sets the “tone at the top”

 » Establishes standards of conduct

 » Evaluates adherence to standards of conduct

 » Addresses deviations in a timely manner

A team of internal or external auditors would be remiss 
in not partnering closely with compliance professionals 
when evaluating whether this principle is present and func-
tioning. The principle and associated points of focus are en-
compassed under the elements of a compliance and ethics 
program.  And this is an area where the compliance function 
has developed deep expertise over the past two decades. ■

Jose Tabuena provides a unique perspective on internal auditing issues 
bringing Big 4 firm experience and having held a variety of audit-related 
roles, including compliance auditor, risk manager, corporate counsel, and 
chief compliance officer. He has conducted sensitive internal investigations 
and assessed the performance of internal audit and ethics and compliance 
functions in highly regulated industries. Tabuena has held major compliance 
management roles at Kaiser Permanente, Texas Health Resources, Orion 
Health, and Concentra | Humana. Tabuena is certified as a fraud examiner, in 
healthcare compliance, and he is an OCEG Fellow.

We know that ultimately controls 
are management’s responsibility, but 
management should and does rely 
on internal audit for advice about the 
standards for implementing effective 
internal controls.

Below is a recent column by Compliance Week Columnist Jose Tabue-
na. To read more from Tabuena, please go to www.complianceweek.
com and select “Columnists“ from the Compliance Week toolbar.

Leveraging the Power of Audit Sampling
Statistical sampling plays an important role in the audit process. 
But understanding the power of statistical sampling is a vital part 
of improving audit quality. Columnist Jose Tabuena provides some 
tips on improving the use of statistical sampling in audits. 
Published online 03/11/14
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going to be an important requirement,” he says. Internal 
control experts say in many cases where companies are 
adopting the updated framework early, it’s because they 
are planning an initial public offering or a merger or ac-
quisition. At Deloitte, partner Jennifer Burns says she sees 
companies undertaking a process to assess how well their 
existing controls cover the 17 principles in the new frame-
work, assessing current processes to identify gaps, and de-
termining any changes.

Ticking Boxes

As companies dig in, some say they’re concerned about 
the extent to which they might rely on checklists, 

which became a taboo practice under Sarbanes-Oxley. 
“If you follow nothing but a check-the-box approach, 
you’re not going to address the spirit of the guidance,” says 
O’Leary. 

John McLaughlin, a partner with BDO USA, says he is 
cautioning companies about relying too heavily on check-
lists. “You have to start with some type of checklist just 
given the sheer numbers,” he says. The framework’s five 

components are explained by 17 principles, which are sup-
ported by dozens of points of focus. “That’s where the 
work is really going to occur.”

Sara Lord, a partner at McGladrey, says she’s not dis-
turbed so far by anything she’s witnessed in the way of 
checklist reliance. She’s a proponent of the implementation 
tool COSO provided with the new framework that helps 
companies assess their existing control environment in 
light of the new guidance. 

It is a more narrative tool than a checklist, she says, so it 
doesn’t lend itself to a check-the-box mentality. “You need 
to think about the principle, so you’re doing more of a re-
mapping than a checklist,” she says. “It’s an exercise of say-
ing what do I have already, and how do I line that up with 
the principles?” ■

Firms Delay on Move to 
New COSO Framework
Continued from Page 4

Smooth Sailing for 
Early COSO Adopters

new framework, other relevant guidance, not to mention 
material weakness disclosures and restatements, Deloitte is 
advising companies to pay close attention to specific COSO 
principles, including risk assessments and the company’s 
use of information to support controls. “Those are hot top-
ics where companies often get things wrong,” he says.

Bill Watts, a partner with Crowe Horwath, says most 
companies are still developing their methodology for per-
forming a mapping or gap analysis. “I still see a lot of lack 
of understanding about what should be done to go about 
implementing,” he says. “We are saying take these 17 prin-

ciples and look at where you have aligned control. Where 
you can’t find control aligned with that, then you know 
you have a gap.”

Sara Lord, a partner with McGladrey, says now that 
year-end companies are past the close, she’s seen a signifi-
cant increase in the number of questions and phone calls 
about the updated framework. “A lot more audit com-
mittees are asking about COSO,” she says. She’s advising 
companies to consider the PCAOB’s charge to auditors to 
take a harder look at internal controls to assure companies 
establish and document controls in a way that makes the 
audit most efficient. 

In reviewing guidance to auditors, Lord says manage-
ment holds some responsibility for making changes that 
will lead to better audits. “Perhaps management documen-
tation would be more robust, and that could facilitate the 
audit being in line with what the PCAOB expects,” she says.

Mike Rose, a partner at Grant Thornton, is advising 
companies to use all resources and relevant guidance at 
their disposal to take a thorough, comprehensive look at 
controls, including the 2007 guidance from the Securities 
and Exchange Commission directed at management and 
the PCAOB’s guidance directed at auditors in Audit Prac-
tice Alert No. 11. “There’s a lot of information in there that 
really ties this all together,” he says. ■

Continued from Page 7

“If companies and auditors looked more 
from the risk point of view, then that will 
tell you if you’ve done sufficient testing to 
bring the risk to an acceptable level.”

Larry Rittenberg, Audit Committee Chairman, 
Woodward Inc.

“You need to think about the principle, so 
you’re doing more of a remapping than a 
checklist. It’s an exercise of saying what do 
I have already, and how do I line that up 
with the principles?” 

Sara Lord, Partner, McGladrey
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Demonstrating Effectiveness

The focus on effectiveness represents yet another step in 
the long road to showing investors that a company uses 

a good set of internal controls to provide as much accuracy 
as possible in financial statements. First Sarbanes-Oxley 
led to Auditing Standard No. 2 and a frenzied approach to 
document controls, followed by Auditing Standard No. 5 
to focus attention on the risk of mis-statement.

PCAOB inspections showed initial compliance with 
AS5 represented too lax an approach to controls, with in-
spectors noting too many instances where controls were 
overlooked.

Catching More Controls

Now firms are catching more controls, but not gather-
ing sufficient evidence to show that they operate ef-

fectively to mitigate risks of mis-statement, said PCAOB 
member Jay Hanson at a recent conference.

Showing effectiveness of controls is easier in straight-
forward areas, like the movement of inventory, where 
numbers are not driven by judgments or estimates, says 
Sue Lister, national director of auditing for BDO USA. 
With so much accounting now relying on judgments, 
however, controls and their effectiveness are more difficult 
to document, she says.

“There’s not nearly as much black and white,” Lister 
says. “Did the person who prepared the documentation 
have enough knowledge? What data did they use? How 
did they come up with the estimate? This is much harder 
to establish and prove. You almost have to get inside their 
heads. So many more of a company’s controls used to be 
fairly mechanical processes, and they were fairly easy to 
observe and audit. Now it’s not nearly so observable or 
auditable.”

Lister is asking companies to produce more documen-
tation to show more precisely exactly how controls work. 
“They know in their heads what they do when they review 
something, but they may not have written in the control 
description exactly what’s involved,” she says. “Listing out 

Audit Firms Placing More Scrutiny on Controls
all the steps in a review process will help,” she says.

Brian Christensen, executive vice president at Protiviti, 
concurs. “Effectiveness of controls can be broken into two 
components—the overall design effectiveness and operat-
ing effectiveness,” he says. “But it’s not satisfactory to say 
someone is doing it. You need copious evidence that it’s 
taking place.”

Hal Garyn, vice president at the Institute of Internal 
Auditors, says he’s hearing anecdotally from chief audit 
executives that audit firms are starting to scrutinize com-
panies, as the PCAOB scrutinizes them. “As the PCAOB 
places pressure on the firms, the firms are placing pressure 
on organizations,” he says.

The increased focus is bound to produce more cost 
for companies, he says. “The firms have to do one of two 
things: increase their work or transfer that work some-
where and review it and rely on it. So the organization 
bears the cost in one way or another.” 

Lister says the increased focus on difficult-to-audit 
judgments requires the firms to place more senior-level 
auditors on tasks that otherwise would be performed by 
junior-level auditors. “If you’re going to sit in a meeting 
so you can evaluate the quality of judgments, you have to 
have senior level time, and that does get expensive,” she 
says.

And COSO, Too

As companies face this increased scrutiny, they’re also 
in the throes of determining how they will transi-

tion to a new COSO internal control framework issued 
in 2013 to replace the 1992 framework that expires at the 
end of 2014. Kevin Hyams, partner in charge of GRC ser-
vices at audit firm Friedman, says transitioning to the new 
COSO internal controls framework will help companies 
to address concerns raised by regulatory inspections at the 
same time. 

The new framework more explicitly requires a com-
pany to show 17 principles of control are present to assert 
effectiveness, he says. 

Adopting the new framework will naturally lead to 
more documentation that may help address auditors’ con-
cerns, he says. “If you step back and look at Audit Alert 
No. 11 and the new COSO framework, the whole ap-
proach is going to be somewhat different going forward,” 
he says.

Lister is not as convinced that adopting the new frame-
work will address the specific concerns around showing 
effectiveness of controls. 

“You will get more specificity in the entity-level con-
trols, but I don’t see that having a direct impact on whether 
you got the fair value of intangibles correct,” she says. “I 
don’t think it will affect the account level, which is what 
the PCAOB is looking at.” ■

“If companies and auditors looked more 
from the risk point of view, then that will 
tell you if you’ve done sufficient testing to 
bring the risk to an acceptable level.”

Larry Rittenberg, Audit Committee Chairman, 
Woodward Inc.
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