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By Stephen Davis and Jon Lukomnik 
Compliance Week Columnists 

During the last months of 2013 various regulatory 
changes and enforcement actions combined to task 
audit committees with expanded duties. Now, two 

recent reports have provided a roadmap for improved re-
porting. 

The first, an EY analysis of last year’s audit committee 
proxy disclosures, reveals that transpar-
ency is on a rapid ascent. The specifics 
suggest some relatively easy steps that 
virtually every public company can ac-
complish with ease. Half of all large 
company audit committee reports, for 
example, disclosed that the committee 
is responsible for the appointment, over-
sight, and compensation of the auditor, 
up from 37 percent in 2012.

More companies are also disclosing the length of time the 
incumbent firm has served as external auditor: 31 percent in 
this 2013’s analysis, compared to 27 percent in 2012. Other 
important disclosures that seem to be trending upward in-
clude the factors that the committee considered in evaluat-
ing the external audit company, those that indicate that the 
audit committee was involved in the selection of the lead 
audit partner, and others that note that the audit committee 
was responsible for audit fee negotiations.

EY also listed several interesting developments from the 
2013 proxy season that could be leading indicators of posi-
tive disclosure trends, including more companies giving an 
explanation for any material change in audit fees and, of 
particular interest to investors, more disclosure of the top-
ics the audit committee discussed with the external auditor 
over the previous audit cycle. 

While the EY report looks at developments from the 
past year, a coalition of governance leaders is looking to 
the future. The groups contributing to a recent paper, 
“Enhancing the Audit Committee Report: A Call to Ac-
tion,” include a who’s who of centrist governance experts: 
The Center for Audit Quality, the National Associate of 
Corporate Directors, Corporate Board Member/NYSE 
Euronext, Tapestry Networks, The Director’s Network, 
and the Association of Audit Committee Members. Their 
collective observation is that a number of forces have com-
bined to necessitate a serious rethink of the audit commit-
tee report. They cite the ever-increasing responsibilities 
of the audit committee, recent regulatory and legislative 
changes, the voluntary adoption of increased transparency 
by peer companies (as evidenced by the EY report), and 
intensified investor pressure.

The “Call to Action” includes examples of leading prac-
tice audit committee disclosures by companies in various ar-
eas. For example, the report includes excerpts from:

 » Mondelez, for its description of the scope of the audit 
committee’s responsibilities;

 » Old National Bancorp, for the robustness of its report 
on how the audit committee handles its assigned du-

ties, particularly the handling of ethics or compliance 
complaints;

 » Legg Mason, for the completeness of its disclosure 
of the composition of the audit committee, including 
the member’s financial literacy and expertise;

 » General Electric and Prudential Financial, for re-
vealing the factors that went into the committees’ 
decisions on whether to retain their external audit 

firms;

 » Safeway, for its disclosures on auditor compensation 
and why that compensation has changed;

 » McDonald’s, for the relevancy of the information it 
provides about how the committee oversees the exter-
nal auditor; and

 » Coca Cola, for disclosures about how its committee 
evaluates the external auditor.

As shown by the disclosure from Old National Bancorp, 
a mid-cap bank holding company in Indiana, a company 
need not be huge to design well-thought-out reporting. The 
areas identified for improved disclosure are applicable to 
every public company.

What should you do to improve your audit committee 
reporting? First, read both reports. They are short and ac-
cessible. Then, look at your most previous audit committee 

Consider a More Thoughtful Audit Committee Report 

It’s time for companies to scour their audit 
committee reports and start improving 
the disclosure. That doesn’t always mean 
adding; the idea is to make reporting 
better by being more specific, not to make 
it more voluminous by adding legalese and 
boilerplate.
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proxy disclosure. Take a skeptical view of your existing re-
porting. See how clearly your company discusses the fol-
lowing elements:

 » The scope of the audit committee’s responsibilities and 
composition; 

 » The considerations that factored into the decision to 
hire or retain the external auditor;

 » The committee’s role in choosing the audit engagement 
partner;

 » What the committee considered when negotiating audi-
tor compensation; and

 » The factors that went into the committee’s oversight 
and evaluation of the audit firm. 

As good a roadmap as those two reports provide, there 
was not a single investor group included in the coalition that 
issued the “Call to Action,” report despite the fact that in-
vestors are the ultimate consumers of the audit committee 
report. 

If you want to go a step beyond those two reports, and 
better understand what your shareowners want in the audit 
committee report, read through the “audit committee re-
sponsibilities” section of the Council of Institutional Inves-
tors’ report, “Policies on Corporate Governance” (available 
at http://www.cii.org/corp_gov_policies#BOD). CII repre-
sents more than 125 large pension funds, endowments, and 
foundations with a total of more than $3 trillion in assets 
under management and had expanded its recommendations 
to audit committees back in April. 

While many of the CII recommendations mirror those 
contained in the “Call to Action,” some go beyond. CII 
would like issuers, for example, to disclose if there are any 
former partners or employees of the audit firm who now 
work for the company, and whether directors have any re-
lationship with the auditor, including indirect relationships 
through the director’s employer or through service on other 
audit committees. CII also calls on audit committees to 
disclose the committee’s opinion about the quality and fre-
quency of communications from the audit firm to the com-
mittee; the clarity, utility, and insights provided in the audit 
report and in the auditor’s letter to management; and a host 
of other issues. 

Clearly, audit committee reporting is in the spotlight. It’s 
time for companies to scour their audit committee reports 
and start improving the disclosure. That doesn’t always 
mean adding; the idea is to make reporting better by being 

more specific, not to make it more voluminous by adding le-
galese and boilerplate. As the “Call to Action” report states, 
“Each public company is unique in size and complexity, and 
operates within a constantly changing and distinct set of 
circumstances.” While that may be a reason to be wary of 
one-size-fits-all disclosure mandates, it also puts the onus 
on each company to make sure its disclosures are specific, 
timely, relevant, and robust. ■
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In a complex and ever-changing busi-
ness world, the audit committee’s 
role has never been more challeng-

ing. Responsibility for overseeing finan-
cial reporting and compliance continues 
to grow. At the same time, the commit-
tee’s risk oversight function is expand-
ing beyond financial risks to encompass 
operational, information technology (IT), 
strategic, and other risks. CohnReznick 
advises audit committee members to 
take inventory of the many areas they 
need to address, including cyber-security, 
internal audit, COSO 2013, and the audit 
committee report.

Heightened responsibility brings 
greater exposure to personal liability. 
In a September 2013 speech, Andrew 
Ceresney, co-director of the Securities 
and Exchange Commission’s Division 
of Enforcement, said the SEC’s new Fi-
nancial Reporting and Audit Task Force 
would focus on audit committees, noting 
their “critical role” in financial reporting.

A recent federal court case demon-
strates the SEC is serious about holding 
audit committees accountable. In March 
2014, the Commission charged AgFeed 
Industries with securities law violations 
based on a “massive accounting fraud” 
involving the company’s China opera-
tions. The SEC sued certain executives 
and directors, including the company’s 
U.S.-based audit committee chair, who al-
legedly “failed to conduct or prompt the 
company to conduct any further mean-
ingful investigation” after learning about 
the misconduct.

According to Ceresney, “This is a cau-
tionary tale of what happens when an au-
dit committee chair fails to perform his 
gatekeeper function in the face of massive 
red flags.”

In light of these risks and responsi-
bilities, the following areas warrant in-
creased audit committee attention:

1. Get a Handle on Cyber-security
Today and in the future, cyber-security 
is and will likely continue to be one of 
the most significant risks companies face. 
With the advent of cloud computing, mo-
bile technology, social media, and other 
tools, companies are vulnerable to cyber-
attacks on many fronts. When a breach 
results in loss of proprietary business in-
formation or confidential customer data, 
the damage can be devastating.

Some companies have established 
board-level technology committees to 
deal with these issues. But whether or 
not such a committee exists, the audit 
committee, in its risk-management over-
sight role, should be proactive in coor-
dinating and monitoring management’s 
cyber-security efforts. Important ques-
tions the audit committee should con-
sider include:

 » What is management’s strategy for 
protecting the company from cyber-
attacks?

 » Has the company conducted an IT 
risk assessment that clearly identifies 
its cyber footprint and where cyber-
security risks reside? Should it engage 
an external cyber-security specialist 
to conduct a risk assessment? (Keep 
in mind that cyber-security risks are 
ever-changing, as are the skill sets 
needed to address them.)

 » What are the company’s vulnerabili-
ties? Is there a remedial plan to ad-
dress deficiencies? If so, who is re-

sponsible?

 » How does management comply with 
IT risk disclosure and other regula-
tory requirements?

 » In the event of a breach, what is the 
company’s incident response and 
communication plan? Are action steps 
and deadlines appropriate? Are the 
right people involved?

External auditors can provide valuable 
insights on cyber-security, but the audi-
tor’s primary focus related to IT is a rela-
tively narrow one. As the Center for Au-
dit Quality (CAQ) explained in a recent 
Member Alert, IT systems and data re-
lated to financial reporting fall within the 
scope of the auditor’s responsibility, but 
generally these systems represent only a 
subset of the systems and data companies 
use to support their business operations. 

2. Leverage Internal Audit’s  
Consultative Skills
The role of internal audit (IA) has evolved 
well beyond mere testing of financial con-
trols. Today, IA can be an invaluable asset, 
serving as a chronicler of the company’s 
performance, a consultant on improv-
ing business processes, and a key adviser 
on risk management—both financial and 
non-financial.

To tap this value, the audit committee 
should:

 » Determine whether IA has the skills 
and resources necessary to be suc-
cessful in a consultative role; and

 » Establish clear expectations regarding 
that role.

Four Areas Driving the Audit 
Committee Agenda in 2014
By Kurtis Wolff, Partner, CohnReznick and George Gallinger, Principal, CohnReznick
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 If the company lacks expertise in-
ternally—particularly in areas such as 
cyber-security and privacy—the commit-
tee should consider whether it would be 
more cost-effective to outsource those 
functions to a specialist.

The committee should determine 
whether IA is taking advantage of data an-
alytics. Data analytics leverages technol-
ogy to uncover anomalies in a company’s 
data, revealing fraud, waste, ineffective 
controls, inefficient business processes, 
regulatory non-compliance, and other is-
sues. Data analytics are also used to fa-
cilitate “continuous auditing,” which can 
be more efficient and effective than tra-
ditional auditing techniques that rely on 
periodic testing.

The committee should ask whether 
the company is conducting periodic qual-
ity assessment reviews (QARs) of IA and, 
if not, they should inquire as to why not. 
A QAR is an independent evaluation of 
IA’s competence, performance, and ob-
jectivity. Institute of Internal Auditors 
(IIA) standards require a QAR at least 
once every five years—either an exter-
nal quality assessment by an independent 
reviewer, or a self-assessment with ex-
ternal validation. The second option may 
reduce costs, but an external assessment 
is more comprehensive and generally 
provides the audit committee with better 
information and greater liability protec-
tion. Further, time spent by IA conducting 
self-assessments takes time away from 
audit activities.

3. Keep COSO Under Control
This year, it is critical for audit commit-
tees to evaluate and monitor manage-
ment’s plans for transitioning to a revised 
internal control framework. In 2013, the 

Committee of Sponsoring Organizations 
of the Treadway Commission (COSO) 
released an updated version of its 1992 
framework. Most SEC registrants use 
the old framework to meet their annual 
internal control assessment obligations 
under Section 404 of the Sarbanes-Oxley 
Act. But COSO has urged companies to 

transition their assessments and related 
documentation to the new framework as 
soon as feasible.

COSO will continue to make the 1992 
framework available until Dec. 15, 2014, 
when it will be considered superseded. 
During this transition period, SEC regis-
trants should indicate which framework 
they are using in Management’s Annual 
Report on Internal Control Over Finan-
cial Reporting in Form 10-K.

The SEC has not mandated use of the 

new framework, but it has indicated that 
the longer companies use the old frame-
work, the more likely they are to be 
questioned regarding whether use of that 
framework satisfies SEC requirements.

The new framework does not alter 
the basic concepts and principles under-
lying the old framework, but it provides 
more detailed guidance designed to re-
flect changes in the business and operat-
ing environments over the last two de-
cades. Most importantly, it:

 » Sets more granular guidance, articu-
lating 17 principles of effective inter-
nal control and detailed “points of fo-
cus” for management’s consideration.  

 » Explicitly requires companies to con-
sider potential fraud risk.

 » Expands guidance on the effect of IT 
on business processes and reporting.

 » Increases emphasis on oversight of 
activities outsourced to third parties.

 » Extends the framework beyond ex-
ternal financial reporting to include 
non-financial reporting (operating 
controls) and internal reporting.

To make a timely transition, compa-
nies should begin as soon as possible; fail-
ure to do so may increase audit costs and 
attract SEC scrutiny. Management should 
have a plan for:

 » Mapping existing controls to the new 
framework’s 17 principles

 » Determining whether any gaps exist; 
and

The committee should 
determine whether IA is 
taking advantage of data 
analytics. Data analytics 
leverages technology to 
uncover anomalies in a 
company’s data, revealing 
fraud, waste, ineffective 
controls, inefficient business 
processes, regulatory non-
compliance, and other issues.
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 » Addressing any gaps through addi-
tional controls, documentation, and 
testing.

4. Improve the Audit  
Committee Report
With all of these developments, audit 
committees are coming under increasing 
pressure to expand the audit committee 
report and improve its quality. The Audit 
Committee Collaboration’s paper, En-
hancing the Audit Committee Report: A 
Call to Action, provides valuable insights 
and resources to facilitate evaluation of 
the audit committee report.

SEC Chair Mary Jo White noted, in 
regard to “disclosure overload,” that one 
size does not fit all. This adage, which 
should influence the content of the au-
dit committee report, will become even 
more important if proposed changes to 
the external auditor’s reporting model are 
adopted by the Public Company Account-
ing Oversight Board (PCAOB).  These 
proposals would expand the auditor’s re-
sponsibility regarding information outside 
the financial statements and require the 
auditor to report on “critical audit mat-
ters” addressed during the course of an 
audit. If these changes are adopted, the 
audit committee would need to evaluate 
the external auditor’s expanded report-
ing and consider what reference the audit 
committee may make in its own report.  
With a current and future expectation 
to improve the audit committee report, 
audit committees should closely monitor 
these legislative and regulatory develop-
ments that may have a direct effect on 
their reporting.

As the Call to Action points out, audit 
committee reports should address the 
external auditor’s performance and de-
scribe the auditor selection and retention 

process. In this regard, audit committees 
should heed the words of SEC Chief Ac-
countant Paul Beswick, who in a recent 
speech emphasized the importance of 
direct communication between the com-
mittee and auditor and the committee’s 
responsibility (shared with management) 

for monitoring auditor independence. He 
admonished audit committees against 
placing too much emphasis on fees: “The 
‘bottom line’ should not drive the deci-
sion to retain [or] hire an auditor. The 
decision should focus on which auditor is 
going to protect the interests of share-
holders best.”

Beswick urged audit committees to 
discuss PCAOB inspection reports with 
auditors and provide additional informa-
tion about the auditor oversight process 
in their reports. The PCAOB developed 
a guide to facilitate this discussion. Also, 
accounting firms and other organiza-

tions including the PCAOB, the CAQ, 
and the International Auditing and As-
surance Standards Board are perform-
ing studies of audit quality and its indi-
cators. Committees should inquire of 
external auditors what they consider 
to be their audit quality indicators.  To 
assist, the Audit Committee Collabora-
tion has also developed the External Au-
ditor Evaluation tool which can be found 
at www.auditcommitteecollaboration.
org (click on External Auditor Evalua-
tion Tool). 

Get in the Driver’s Seat
The areas discussed above represent four 
of the many important challenges facing 
audit committees. To meet their obliga-
tions to investors and satisfy regulators, 
audit committees must ask the right ques-
tions, challenge management to promote 
an appropriate control environment and 
tone from the top, and exercise profes-
sional skepticism.

The hallmarks of corporate gover-
nance are accountability, transparency, 
and objectivity.  If these hallmarks are 
marginalized, there may be a negative ef-
fect on the four areas identified as driving 
the audit committee agenda and ability 
to access equity investor’s capital will be 
limited.

Kurtis Wolff, CPA, is CohnReznick’s Manag-
ing Partner of Assurance Services.  He can be 
reached at kurtis.wolff@cohnreznick.com or 
(301) 280-5180.

George Gallinger, CIA, CFE, is a Princi-
pal with CohnReznick LLP and the National 
Director of the Firm’s Governance, Risk and 
Compliance Practice.  He can be reached at 
george.gallinger@cohnreznick.com or (973) 
871-4060.

Audit committees should 
heed the words of SEC 
Chief Accountant Paul 
Beswick, who emphasized 
the importance of direct 
communication between the 
committee and auditor and 
the committee’s responsibility 
(shared with management) 
for monitoring auditor 
independence. 
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By Tammy Whitehouse

Audit regulators are looking to form closer ties with 
audit committees to get more insight into how they 
can work together to oversee auditors.

The Public Company Accounting Oversight Board is 
exploring a variety of ways it can connect with audit com-
mittee members to hear more about what audit committees 
do in overseeing auditors and what they think of PCAOB 
standards and oversight activities. “Our near-term prior-
ity relating to audit committee outreach is under way,” said 
PCAOB member Jay Hanson during a recent speech.

The PCAOB is considering several methods, Hanson 
said, including enhancements to the PCAOB Website, is-
suing new publications, attending conferences or webcasts 
geared to audit committees, hosting town-hall-style meet-
ings, and reaching out to corporate governance organiza-
tions to increase PCAOB participation in their events. The 
board is even reaching out through audit firms, he said. “We 
are letting audit firms know that we are interested in dia-
logue with their clients, such as by attending firm forums 
for audit committee members,” he said. The board already 
has published guidance directed at audit committees sug-

gesting how they can use inspection reports to better under-
stand and question their auditors.

Hanson described a number of initiatives the PCAOB 
has been pursuing with the goal of making itself a more ef-
fective regulator, such as determining if it can hasten the de-
livery of inspection reports or perhaps altering or improving 
the content of inspection reports. “Some of our stakeholders 
have asked us to consider whether audit quality also could 
be enhanced through PCAOB reporting of what auditors do 
right and why, allowing auditors to learn from each other,” 
he said. The board also is working on an effort to define in-
dicators of audit quality in the hopes that it will lead to regu-
latory activities that are closely aligned to those indicators.

The board also is exploring whether it can do more to 
explain the process it follows for evaluating whether firms 
have remediated quality control deficiencies or weaknesses 
identified in PCAOB inspections. “Our dialogue with firms 
in connection with their individual remediate efforts and 
our requirements has been increasingly robust,” he said. The 
board is preparing a written summary of the guidelines and 
criteria it follows, said Hanson, and he’s hopeful the board 
can also issue an updated report summarizing firm remedia-
tion efforts that it considers successful. ■

PCAOB Looking to Cozy Up to Audit Committees

By Tammy Whitehouse

Audit committees in the United States and elsewhere 
are feeling the crush of regulatory demands, uncer-
tainty, volatility, and operational risks, with only 

half of audit committees saying confidently they have the 
time and expertise they need to do their jobs effectively.

A recent global survey of nearly 1,500 audit committee 
members by KPMG’s Audit Committee Institute found 
43 percent are finding it increasingly difficult to find the 
time and expertise necessary to oversee the major risks on 
their agenda on top of carrying out their usual oversight 
duties. Another 7 percent said they simply can’t keep up. 
The results for U.S. audit committees were similar, with 
42 percent saying it’s hard to keep up and 5 percent saying 
it’s not possible.

According to the survey many audit committees are re-
porting increased primary responsibility for a number of 
major business risks in addition to their duties to oversee fi-
nancial reporting and internal controls. In the United States, 
45 percent of audit committee members said their committee 
has primary responsibility for IT risk and cyber-security, 
and 45 percent are in charge of anti-bribery and corruption 

efforts. Audit committees have oversight duties for legal and 
regulatory compliance, said 42 percent of respondents, and 
for risk management, according to 34 percent. Operational 
and supply chain risks fall to the audit committee as well, 
said 12 percent of respondents.

Many U.S. audit committee members said they’d like to 
get more help from internal audit beyond financial reporting 
and internal controls in a number of areas where their re-
sponsibilities are growing. Nearly 70 percent said they could 
use a hand with information technology and data manage-
ment; 60 percent want more support with risk-management 
processes; 49 percent want more help with operational risks; 
43 percent said they’d like more internal audit help with 
compliance and regulation; and 29 percent said IA could 
lend a bigger hand with corruption and fraud.

As for increasing reporting audit committee activity to 
investors, 53 percent in the United States said they are op-
posed to any kind of new reporting requirements for audit 
committees, while 21 percent said they would favor in-
creased reporting of the audit committee’s role in risk gov-
ernance. Only 20 percent said they would support more re-
porting on the committee’s oversight and evaluation of the 
external auditor. ■

Regulatory Demands Stress Audit Committees
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By Tammy Whitehouse

New regulatory responsibilities and risk oversight 
demands are placing a heavy burden on audit com-
mittees. Stretched thin, some are pushing back or 

shifting the duties elsewhere.
Audit committees increasingly are taking on risk-over-

sight duties—in some cases at the urging of regulators—in 
areas such as IT, cyber-security, bribery and corruption, 
and related parties, says Matthew Dallett, a partner with law 
firm Edwards Wildman Palmer. “To the extent something 
could cause problems with financial statements, people seem 
to think the audit committee ought to have primary respon-
sibility for it,” he says. “Eventually everything relates to fi-
nancial reporting one way or another.”

A recent KPMG global audit committee survey found 
U.S. audit committees are strained more than those in other 
countries in areas such as anti-bribery and corruption, fi-
nancial risks, and cyber-security risks. Nearly one-third say 
their board has reallocated or rebalanced oversight duties 
in the past year to address complexity in the business, the 
regulatory environment, or the company’s risks; 17 percent 
said their board has created new committees to spread the 
work around.

Audit committees are also facing an expansion of their 
role as owner of the audit firm relationship. Many audit 
committees are feeling pressure from regulators such as 
the Public Company Accounting Oversight Board and the 
Securities and Exchange Commission, which have issued 
new guidance over the past year asking audit committees to 
step up their supervision of external auditors, says Thomas 
White, a partner with law firm Wilmer Hale.

The PCAOB issued guidance, for example, suggesting 
ways audit committees could use inspection reports as a 
management tool, even though the regulator has no author-
ity over them. SEC officials delivered some stern words to 
audit committees at a year-end national accounting confer-
ence to step up their supervision of auditors as well. “There’s 
a perception among audit committee members that they’re 
expected to do a lot with respect to auditors, and that it is 
beginning to pile up,” White says.

The Techonology Catch 22

The piling on is not just the result of regulatory pressure, 
says Dallett. “Probably the single biggest umbrella fac-

tor uniting complaints is the increasing dominance of tech-
nology on all areas of business, and then the increasing com-
plexity of that technology,” he says.

Dan Goelzer, a former member of the PCAOB now a 
partner with Baker McKenzie, considers new technology a 
“double-edged sword” for audit committees. It’s a great tool 

to get more insight into the business, he says, and yet it also 
presents great risks.

According to Phil Wedemeyer, chairman of the audit 
committee for oil and gas offshore drilling company At-
wood Oceanics, the complexity of technology is creating 
one of the biggest challenges for audit committees. In its re-
port, KPMG calls it “asymmetric risk,” or the risk of rely-
ing too heavily on information coming from senior manage-
ment.

It’s tempting, says Wedemeyer, given the volume and 
complexity of the data that technology can produce and 
how complex business has become, to take it at face value 

and not explore the factors and assumptions behind it. “As a 
board member, you have to decide how far you get into it,” 
he says. “For most of us, you don’t get into it far enough to 
do anything except get scared. It’s clear that audit committee 
members have this generalized sense of unease or concern.”

White agreed the onslaught of data and the risks it rep-
resents can be overwhelming to audit committees. “Unless 
you’re a technology company where the directors themselves 
are technology experts, do we know what we don’t know?” 
he asks. “Do we know what we need to know? Sometimes all 
we can do is get comfortable that management has a handle 
on the issues that apply to the company and it’s doing what it 
can to protect the company against any threats.”

To guard against becoming overwhelmed, experts say 
audit committee members need to be more assertive in ask-
ing for help or delegating duties. “You’ve got to speak up,” 
says Goelzer. “If there are risks that merit the attention of 
another committee, you’ve got to bring that to the attention 
of the whole board.” Another logical resource to leverage, 
he says, is the internal audit department. “Internal audit is 
traditionally the eyes and ears of the audit committee. As 
the audit committee duties have expanded, then the exper-
tise and capabilities of internal audit need to expand as well.”

Audit committees can also get more assertive in telling 
management what they need in the way of information—not 
necessarily more, but better, more targeted, and more timely 
information, says Wedemeyer. “I hear lots of complaints 
about dealing with loads of information that’s delivered 
right before a board meeting,” he says.

Audit Committees Stretched Thin

“To the extent something could cause 
problems with financial statements, people 
seem to think the audit committee ought 
to have primary responsibility for it.”

Matthew Dallett, Partner, Edwards Wildman Palmer
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Too Much Reporting?

The KPMG report also delves into a demand that au-
dit committees are beginning to hear more often and 

apparently are resisting: more disclosure. The PCAOB is 
leading a charge to require auditors to include in their audit 
reports more detailed information about what they do and 
what trouble spots they encounter in the course of an audit. 
Some have criticized the initiative and suggested the audit 
committee instead could provide investors with more infor-
mation about how they manage the audit, whether through 
expansion of current proxy disclosures or elsewhere. The 
“Audit Committee Collaboration” also issued a “call to ac-
tion,” challenging audit committees to voluntarily increase 
their reporting.

But the majority of audit committee members in KP-
MG’s survey (53 percent) said no thanks, no new reporting 
requirements, please. Only 20 percent said they would sup-
port more reporting on the audit committee’s oversight of 
the external audit, and only 15 percent would support more 

reporting on the effectiveness of the audit process.
Arnie Hanish, chairman of the audit committee for 

pharmaceutical company Omeros Corp. and retired chief 
accounting officer for Eli Lilly, says he doesn’t see the case 
for a significant expansion of the audit committee’s report-
ing requirements. He does, however, see the value of vol-
untary efforts to disclose more. Omeros’ audit committee, 
for example, is studying disclosures by other audit commit-
tees and considering whether to expand its own commit-
tee’s reporting. “We may put a little more meat around what 
we do and what we’ve done during the past year,” Hanish 
says. “Maybe a little more substance than was previously 
disclosed.”

Mark Greenfield, a partner at law firm Blank Rome, says 
he doesn’t see as much resistance to increased reporting as 
the KPMG survey might suggest. “Reporting is a key func-
tion of audit committees,” he says. “It’s a trend. Experienced 
and strong audit committees will embrace the task rather 
than rebuff it.” ■

Below are key findings from the KPMG audit committee survey.

Regulation, uncertainty and volatility, and operational risk are 
top challenges today. Perhaps not surprisingly, most audit commit-
tees around the world point to regulation and the impact of public policy 
initiatives, economic and political uncertainty, and operational risk and 
controls as the risks posing the greatest challenges for their companies.

The quality of information about cyber risk, technology and 
innovation, and global systemic risk is falling short. When audit 
committees rate much of the information they receive about key risks 
facing the company—legal/regulatory compliance, operational risk, 
public policy developments—as “good” or “generally good,” many 
say information about cyber-security, emerging technologies, and the 
company’s growth and innovation plans needs improvement. Audit 
committees also want to better understand the company’s global sys-
temic risk and supply chain dependencies.

Leading indicators and non-financial drivers of long-term per-
formance are often elusive. Measuring and monitoring key non-
financial drivers of long-term performance—particularly talent, inno-
vation, and brand reputation—continues to pose challenges for many 
companies, as does identifying “leading indicators” that show where 
the company is headed and whether its strategy is on track.

The audit committee’s job continues to grow more difficult. 
Nearly half of audit committee members indicate that given the audit 

committee’s expertise and heavy agenda, it is “increasingly difficult” 
to oversee major risks—e.g., cyber risk and IT, the risk-management 
processes, and global compliance—in addition to the committee’s 
core responsibilities. A significant number of others said their board 
has recently reallocated or rebalance risk responsibilities or created a 
new committee to address specific risks (or may consider doing so in 
the future).

Most companies don’t have a CFO succession plan in place. Only 
about 40 percent of survey respondents said their company has a for-
mal succession plan in place for the CFO—and clear performance ob-
jectives to evaluate the CFO’s performance. Audit committees would 
like to see the CFO contributing more to the company’s strategy and 
risk-management efforts, as well as “developing talent and bench 
strength.”

Internal audit should also be looking at risk management, IT, 
and operational risk—but may lack necessary skills and re-
sources. More than 80 percent of survey respondents said internal 
audit’s role should extend beyond the adequacy of financial reporting 
and controls, to include other key risks facing the business; however, 
only 50 percent said internal audit currently has the skills and resourc-
es to be effective in the role they envision.

Source: KPMG.

KEY FINDINGS
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By Matt Kelly

Audit committees are uneasy about IT risks these 
days.

That’s one finding of the most recent report 
from KPMG’s Audit Committee Institute, and it should 
surprise nobody. IT risks—emerging technologies, IT proj-
ects gone awry, data security—are where audit committee 
members feel least comfortable with their knowledge of the 
subject, and with their ability to make recommendations to 
the CEO or the board. What’s more, audit committees also 
say they aren’t entirely pleased with the information they 
get about those risks.

Those risks will only grow more pressing in the future. 
So the question is how compliance and audit executives can 
help them.

Before we get lost in this murky new world of corporate 
governance, let’s start with a look at the old one. (Compli-
ance Week writer Tammy Whitehouse has an excellent ar-
ticle looking at the KPMG survey more broadly—see “Audit 
Committees Stretched Thin, page 4.) Audit committees do 
feel fairly confident in their ability to handle “traditional” 
committee tasks: policing the financial statements, ensur-
ing compliance with laws such as the Sarbanes-Oxley Act, 
monitoring the relationship with the company’s external au-
ditor. Some numbers to that effect:

 » 94 percent of respondents rated the information they 
receive about legal or regulatory compliance risks as 
“good” or “generally good.”

 » 93 percent said the same about information on opera-
tional risks and the control environment.

 » 99 percent rated their understanding of key financial 
reporting and control risks as “excellent” or “good.”

 » 88 percent said the same for their understanding of eth-
ics & compliance programs, although more rated their 
understanding as “good” (48 percent) than “excellent” 
(40 percent).

 » Only 8 percent are dissatisfied with the internal audit 
department’s skills and resources to be effective.

Overall the report paints a complimentary picture for 
compliance and audit executives—and of audit committee 
members too, who give themselves good marks for spending 
sufficient time on financial, compliance, and control issues. 
Now comes the more difficult encore: replicating that in-
formation pipeline for issues of data security, privacy, and 

emerging technologies.
My first question is whether the audit committee is even 

the best group to oversee IT risks. The people who serve on 
these committees tend to hail from financial backgrounds, 
as Regulation S-K and various listing standards require; 
or they might be CEOs at other companies, well-versed in 
strategy and risk management. Those backgrounds are criti-
cal for traditional audit committee jobs, to be sure. But ques-
tions of possible exposure to cyber-thieves in Asia, or the 
strategic risk of letting your resellers promote products via 
Twitter, or how to set the objectives of a two-year IT proj-
ect to address your GRC needs in the globalized business 
world—they’re substantively different than tussling with 
your audit firm over fees or internal control testing.

Audit committee members were candid enough to admit 
as much: 43 percent of KPMG survey respondents said it 
was “increasingly difficult” to carry out their duties thanks 
to new risks piling onto their plates, and another 7 percent 
flat-out said their committees don’t have enough time or 
expertise. Unfortunately, only 26 percent say their boards 
have rebalanced all those risks across various committees, 
and frankly—what other committees could field these issues 
anyway? Regulators sometimes force companies to create 
new risk committees as part of misconduct settlements, but 
until Regulation S-K requires a new committee to focus spe-
cifically on IT risks, the audit committee is kinda stuck.   

Compliance and audit executives, then, should start by 
asking themselves one question: How can I help the audit 
committee clarify its information needs?

This won’t be easy, because lots of the help they need lies 
beyond what compliance or internal audit typically provide. 
Take data security as one example. The compliance officer 
might be able to discuss the litigation and regulatory conse-
quences of a data breach, which will help the board set its risk 
tolerances for security. The audit executive might be able to 
test IT security protocols, which will help the audit commit-
tee determine whether management of IT risks is working.  

But the IT risks that worry the audit committee the most 
now are more about reputation and protection of assets: Will 
we get hacked and end up on the front page? Will our intel-
lectual property get stolen and passed around the Internet 
for all to see? The compliance officer plays a role in explain-
ing the consequences, but the CIO or head of IT is the one 
who knows best whether a breach might happen. In the new 
world of IT risks, having a strong, collaborative relationship 
between compliance and IT will be all the more important. 
Neither side will be able to help the audit committee prop-
erly without the other.

There’s likely to be a lot of that in the future, as more and 
more business processes are transformed thanks to the pow-
er of IT: more efficiencies, but also more risks—with compli-

The Audit Committee Conundrum: IT Risks
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Several governance organizations 
are collectively asking audit  
committees to improve reporting, 
including using clearer language and 
providing more info on the selection 
and oversite of the external auditor 
 
By Tammy Whitehouse

A group of governance organizations has teamed up 
to offer some advice to audit committees: Take a 
fresh look at your audit committee reporting and 

consider some upgrades.
In a report produced by the Center for Audit Quality, 

the National Association of Corporate Directors, Corpo-
rate Board Member, and three other groups, audit com-
mittees are told that investors and others with a stake in 
capital markets need to understand and have confidence in 
audit committees. Beyond the audit committee charter, the 
only time investors hear directly from audit committees is 
through the committee’s annual report that is included with 
the proxy statement, the report says.

“Public disclosures are the primary channel through 
which audit committees can educate investors and other 
stakeholders about their critical responsibilities and dem-
onstrate their effectiveness in executing those responsi-
bilities,” says the report, titled Enhancing the Audit Com-
mittee Report: A Call to Action. “We encourage all public 
company audit committees to thoughtfully re-assess their 
reporting and communication with stakeholders and, if 
need be, to strengthen them in the future.”

The groups, known together as the Audit Committee 
Collaboration, take note that a growing number of audit 
committees voluntarily enhance their reporting to im-
prove communication and bolster confidence. In a Big 4 
firm review of proxy statements by the Fortune 100, half 

included an affirmative statement that the audit commit-
tee is responsible for the appointment, compensation, and 
oversight of the external auditor, the report says. Only 31 
percent included disclosure of how long the company has 
used the same audit firm, and only 17 percent indicated the 
audit committee had a hand in selecting the lead engage-
ment partner.

The report includes examples of disclosure language that 
such committees have included in 2013 proxy statements to 
illustrate their point. The examples show how an audit com-
mittees can clarify the scope of the its duties, define the com-
mittee’s composition, and provide other information about 
factors considered in hiring or reappointing an external au-
ditor, selection of a lead engagement partner, factors consid-
ered in deciding compensation, an evaluation of the external 
auditor, and some description of how the audit committee 
oversees the external auditor.

Michele Hooper, president and CEO of the Direc-
tors’ Council, which collaborated on the report, says 
the intent is not to call on audit committees to do more 
work. “Audit committee responsibilities are strenuous,” 
she says. “We’re not asking audit committees to do any-
thing new, but to talk about more about what they do.” 
The intent is not to produce new boilerplate disclosures, 
she says. “We’re looking for more color around the areas 
that might be important to audit committees. For ex-
ample, there’s a lot we could talk about in terms of what 
we do to evaluate the external audit firm.” Committees 
could also explain more about the company’s risk profile 
and the process by which the company assesses its risks, 
she says.

Additional participants in the Audit Committee Collab-
oration include Tapestry Network and NYSE Governance 
Services. Hooper says the group formed in 2012 to develop 
tools and materials that would help strengthen audit com-
mittee performance and transparency. The latest report is 
the second published by the Collaboration. The first was a 
tool to help audit committees evaluate their external audi-
tors. ■

Mandate for Audit Committees: Upgrade Reports

ance officers there to explain some of the consequences, and 
audit executives testing risk-management efforts, but the 
CIO and someone else explaining what the odds of the risk 
actually are. You might have marketing and the CIO talk 
about sales agents working via tweet; or the CIO and the 
head of personnel discussing the “gamification” of perfor-

mance reviews. Plus, we’ll still have plenty of IT risks borne 
primarily by the compliance officer, when you want to in-
stall that sweeping GRC software suite to manage regula-
tory compliance for the next few years. 

So audit committees are indeed uneasy about IT risks—
and perhaps we all should be, too. ■
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By Stephen Davis and Jon Lukomnik 
Compliance Week Columnists 

How much time does your audit committee spend 
on internal controls? We’re willing to bet that 
whatever your answer, it will be more in the fu-

ture. 
A disparate and seemingly unrelated set of private-

sector initiatives, enforcement actions, and regulatory 
changes has been playing out across 
the United States and Britain. None of 
these initiatives specifically focus on 
the audit committee, but we think it’s 
inevitable that they will collide there, 
even though the proponents of them 
didn’t intend that to be the destination.   

First, COSO updated its framework 
for internal controls in May. COSO’s 
framework is a private-sector initiative 
that has no direct regulatory force, but 
has become the de facto standard to achieve compliance 
with internal control reporting requirements under the 
Sarbanes-Oxley Act. Numerous companies have adopted 
it as a centerpiece of their system of internal control. If 
those controls are to transition to the new framework by 
the suggested adoption date of Dec. 15, 2014, risk manag-
ers, compliance personnel, line management, internal au-
dit, and IT departments probably need to start now. That 
effort, of course, will require oversight from the audit com-
mittee. 

Then in June, the Securities and Exchange Commission 
announced two seemingly unrelated enforcement actions 
that, when viewed together, should certainly get the atten-
tion of the audit committee. The first was a civil settlement 
with Paccar, a global truck-building company. The agency 
charged that the company’s failure to maintain internal 
controls led to inaccurate public filings. As law firm Baker 
& McKenzie commented, the case “may be an illustration 
of the kind of non-fraud, garden-variety financial report-
ing and internal accounting control violations which have 
not generally been pursued by the enforcement staff in 
recent years. Cases like this may now become more com-
mon.”

The second settlement was with eight former directors 
of the Regions Morgan Keegan mutual funds. The SEC’s 
decision to prosecute and then settle with fund directors 
rather than the investment advisory company sent shock 
waves through the mutual fund industry.  The ostensible 
violation related to a failure of the directors to “satisfy their 
pricing responsibilities.” You might think that the unique 
regulatory regime of registered mutual funds, plus the 

somewhat specialized tasks over which the directors were 
alleged to be negligent, would distinguish the case from the 
situation of most corporate directors. A close reading of 
the actual SEC order, however, should remove any comfort 
corporate directors of all industries may have. 

The settlement notes that the directors caused a viola-
tion of a rule requiring mutual funds to “adopt and imple-
ment written policies and procedures reasonably designed 
to prevent violation of the federal securities laws by the 

fund, including policies and procedures that provide 
for the oversight of compliance by the fund’s invest-
ment adviser.” In other words, the directors were at 
risk for a failure to have adequate internal controls. 
Substitute Sarbanes-Oxley for the special mutual 
fund rules, “internal controls” for “policies and pro-
cedures” and “corporate management” for “fund’s 
investment adviser,” and you have a roadmap for the 
SEC to focus not just on corporate managements of 
all stripes, but corporate directors as well. 

In July, action shifted to the United Kingdom, 
where the Competition Commission issued its long-await-
ed series of audit reform proposals. While most observers 
focused on the proposal to require rebidding audit services 
every five years—but not to automatically require auditor 
rotation—we believe another proposal in the Commission’s 
packet has much more potential to alter the audit commit-
tee landscape. 

The Commission is proposing that shareowners vote 
periodically on whether the audit committee report in a 
corporation’s annual report contains enough information. 
This “say on audit” follows the well-trod path of the regu-
lar shareowner vote on executive compensation, known as 
“say on pay” now mandated for public companies under 
the Dodd-Frank Act. That idea also originated in the Unit-
ed Kingdom. 

Whatever your opinion of how say-on-pay has worked 
in the United States, virtually everyone believes it has en-
couraged engagement between compensation committees 
and shareowners. Compensation committee members are 
scrutinizing pay disclosure and analysis statements more 
than ever before and, in the case of a close vote, the chair-
men are more frequently dispatched to lobby top share-
owners and proxy advisory services. The Competition 
Commission had a similar outcome in mind for the inves-
tor-auditor relationship. In fact, its debut draft envisaged 
a more direct approach: a shareowner group, rather than 
the board, appointing outside auditors. If say-on-audit is 
adopted in Britain, imagine what it would do to the work 
load of audit committees. 

If such a vote came into being, we believe shareowners 
would insist on enhanced disclosure of internal controls. 

Audit Committee Members: Time to Hunker Down
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Why? First, they are virtually opaque to investors today. 
Even reports from external auditors are little help; if audi-
tors opine that such controls are adequate, then that’s all 
that is generally reported. Audit report readers have little 
idea of the number of controls, the robustness of them, the 
areas covered, the redundancy, the timeliness, or the poten-
tial points of failure. Second, even a cursory read through 
the Public Company Accounting Oversight Board’s Web-
site shows that much of that agency’s criticism of audit 
firms stems from a lack of diligence in testing the internal 
controls of their audit customers. 

Taken together, when it comes to really understanding 
the internal controls at a company, investors usually have 
to accept a not-very-descriptive conclusory opinion about 
an area which does not seem to be a strength of many au-
dit firms. Asking the audit committee to fill in the blanks 
seems an obvious solution. 

Should such a vote ever come to the United States, we 
do not believe that leaving the amount and quality of dis-
closure to the discretion of management would be viable 
option. Retiring SEC Commissioner Elisse Walter made 
that abundantly clear when she told a meeting of corporate 
directors that “directors, need to take an active role in the 
company’s disclosure … and are in a special position to do 
so.” Whether or not it’s a coincidence, we note that Walter’s 
speech came just three days after the SEC settled the Re-
gions Morgan Keegan case. 

Given all that, plus the existing imperatives under Sar-
banes-Oxley, how should your audit committee prepare? 

First, a periodic review of your internal controls should 
already be on the audit committee calendar, but the COSO 
framework change is a good opportunity to do a deeper 
dive to review the design, implementation, and other fac-
tors which relate to the effectiveness of your internal con-
trols, whether or not your company uses the COSO frame-
work. 

Second, provide your audit committee with the SEC 
documents describing the PACCAR and Regions Morgan 
Keegan settlements.

Third, consider what, how much, and how you disclose 

your internal control program to your investors. Share-
owners don’t want reams of data, but revealing a bit more 
than the standard audit will give assurance to your inves-
tors, while helping to prepare your company for a share-
owner vote on the audit committee report, should that day 
ever come to the United States. ■
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Shareowners don’t want reams of data, 
but revealing a bit more than the standard 
audit will give assurance to your investors, 
while helping to prepare your company for 
a shareowner vote on the audit committee 
report, should that day ever come to the 
United States.
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