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[ENFORCEMENT & LITIGATION]
GRC ILLUSTRATED

Playing the Game of Risk in Workplace Education
This illustration is part of the larger GRC Illustrated 
Series presented by OCEG and Compliance Week 
periodically in the pages of this magazine and 
on the Compliance Week and OCEG Websites. To 
download a copy of the illustration on the facing 
page fold-out and for prior illustrations, please go 
to www.complianceweek. com and select “GRC Il-
lustrated” from the “Topics” pull-down menu on 
the toolbar.

By Carole Switzer

In his acclaimed book, “A Theory of 
Fun for Game Design, Raph Koster 
says: “Fun from games arises out of 

mastery. It arises out of comprehension. 
It is the act of solving puzzles that makes 
games fun. In other words, with games, 
learning is the drug.”

Koster, a gaming industry thought 
leader, is focused on challenging design-
ers to get away from the predictable, and 
therefore boring mechanics of games, and 
to look for something new that drives en-
gagement. But he might just as well have 
been talking to designers of employee 
education programs. And most of them 
could use his help.

An effective training program starts 
with a risk-based analysis of who in the 
company needs to be taught what, and at 
how deep a level of understanding based 
on each person’s effect on or exposure 
to a given threat, and the level of risk 
that threat presents to the organization.  
OCEG Chair Scott Mitchell says that a 
great way to figure this out and determine 
the types and frequency of training and 
assurance for each role is to use a “Job Ex-

posure to Risk Factors Heat Map.” 
But that really is just the start, isn’t it?  

Determining how to ensure the required 
understanding is as important as deciding 
who needs to know what.

With the advent of online e-learning 
and the ever younger workforce familiar-
ity with video gaming and role playing, re-
search is demonstrating the value of adding 
a gaming aspect to your education plans. 
But really, is this anything new?  For de-
cades, researchers have demonstrated that 
children learn best through play, and more 
recently the same findings have been devel-
oped for adult workplace education.  Be-
fore the use of computers for training, and 
even still today to meet certain high-risk 
needs, simulation gaming in workplace 
classrooms has been an effective tool.

So what is new? It’s the focus, as Koster 
describes, on the methods or mechanics 
of the game. The content is the content, 
but when we can make employees want to 
engage, and develop a teaching approach 
that they learn from and actively seek 
out, we are, no pun intended, ahead of the 
game. And games that work use a wide va-
riety of styles and approaches.

Well-designed games encourage en-
gagement, and more engagement means 
more reinforcement, and that leads to 
better recollection and application of the 
information. Situational decision mak-
ing drives the player to think, not just 
act. Making wrong choices and seeing 
the consequences leads to desire to act the 
right way and gain rewards, be it advanc-
ing to the next level of the game, earning a 
prize for success, or understanding that in 
the real workplace world the reward may 

be achievement of personal and organiza-
tional objectives.

An added value of  gaming beyond 
teaching in the first instance, and rein-
forcing learning on an ongoing basis for 
those who fall into the hotter regions of 
the heat map, is the opportunity to track 
and evaluate the choices the player makes. 
Seeing a repeated failure to make the right 
decision may lead to a call for a refresher 
course, one-on-one training, tracking of 
behavior on the job, or tagging the indi-
vidual as more high risk which may lead 
to more monitoring or a change in job 
responsibilities and 
rights.

Just remember, 
as one size does not 
fit all in deciding the 
content and intensi-
ty of training needs 
for each role or indi-
vidual, neither does 
one size fit all in a 
gamified learning 
experience. The suc-
cessful use of gaming requires expertise 
in design and testing of the selected ap-
proaches. As Koster says, “Since different 
brains have different strengths and weak-
nesses, different people will have different 
ideal games.” ■

 
Carole Switzer is the co-founder and president of 
OCEG, a non-profit think tank that develops stan-
dards and guidance to help organizations achieve 
Principled Performance—the reliable achievement 
of objectives while addressing uncertainty and act-
ing with integrity. www.oceg.org
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More than 50 OCEG illustra ons 
are available for customiza on to 
meet your needs. To learn more 
contact us at info@oceg.org

Do you know that you can customize OCEG Illustrations to . . .

•  Communicate what you do

•  Guide management discussions

•  Educate employees and partners 
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ANALYZE AND IMPROVE

MONITOR & AUDIT

Low likelihood of the job facing 
the risk and relatively low impact 
risk to the organization at this 
level.

Low-Risk Exposure Roles

Jobs facing the risk on a regular 
basis and/or presenting a moderate 
level of impact to the organization 
if they mishandle the risk.

Medium Risk Exposure Roles

Jobs in the crosshairs of a 
particular risk. Conduct in the 
face of this risk will significantly 
impact the organization.

High-Risk Exposure Roles

DEFINE
While some organizations limit their training 
programs to what is legally required, more 
successful ones know that there are many reasons 
for developing a thoughtful, well-designed 
approach to employee education. Done right, an 
effective program will help the organization to:

1

Achieve Its Business Objectives

Manage Threats and Opportunities

Address Change in Positive Ways

Ensure Integrity and Reputation

Strengthen Culture and Ethical Conduct

Comply With Legal Requirements

DESIGN2

Develop curricula using a risk-based competency model
Set uniform methods for acquiring content, maintaining 
records, and reporting 
Establish standards for selecting appropriate content, delivery 
methods, frequency, and assurance based on risk exposure
Determine technology for e-learning delivery and tracking
Maintain master schedule to avoid conflict or overload
Ensure revision when requirements or risk analyses change

Design the Training Program

Establish learning objectives
Map to legal and competency requirements
Consider audience characteristics
Ensure reliable updated content and 
effective instructors
Determine method and schedule of delivery 
Define key performance indicators and 
audit methods

Design Each Course

Determine which roles the individual fills
Identify mandatory and risk-based training needs
Develop schedule with required courses and 
assessments
Consider modifying the risk profile for a particular 
individual based on their performance on 
assessments
Change training as role and risk levels change

Design Each Individual’s Plan

For high-risk exposure, expert subject 
proficiency is demanded and individuals should 
be able to act with confidence in a wide range 
of scenarios and conditions based on a strong 
understanding of the risks, requirements, and 
penalties. Training may be repeated frequently 
using several methods of delivery, have greater 
assurance through testing and certification of 
course completion, and include ongoing risk 
profiling of individuals through assessment of 
behavior choices in gamified online courses or 
live simulation exercises. 

For medium risk exposure, individuals  should 
know the risks, requirements, and penalties 
and should be able to apply their knowledge 
to common scenarios using standards and 
tools given to them. Training should have 
content to make them proficient in the 
subject,  be refreshed periodically, use a mix 
of modes of delivery, and have methods to 
evidence understanding. 

For low-risk exposure, individuals should be 
made aware of  the risks, requirements, and 
penalties, as well as the organization’s 
expectations about how to address it. Trainees 
should know relevant policies and procedures 
and where to get assistance in addressing a risk 
or making a behavior decision.  Attendance at 
classes or completion of online courses should 
be tracked.

DELIVER3

Risk-Based Education and Training
GRC Illustrated Series

A risk-based approach enables your organization to provide appropriate levels and types of training and education to different individuals across 
the organization based on factors such as role, geography, and their level of exposure to particular risk areas.  This targeted approach goes beyond 
simple ‘check box’ compliance and ensures a more effective use of budget by focusing training efforts to maximize the return on the investment.
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That’s the way I would handle 
this situation

I like being able to come back to 
this unit when I forget stuff

Let’s meet once a month to 
discuss new situations

Looks like Amy keeps making 
the wrong choices in the 
simulation game, maybe we 
need to track her conduct

I’ll arrange some one-on-one 
coaching for her

Overall, it’s a good rate of 
completion and understanding, 
except for this one subject

Let’s inform the design team so 
they can decide if they need to 
revise that course

All but three training courses 
have been reviewed and revised 
on schedule

There is a 95% completion rate 
in the U.S. and 99% in Europe.



Switzer: Today, everyone agrees that 
formal training is an important part of 
any compliance or risk-management 
capability, but that might be where the 
agreement ends. How do you suggest 
companies decide on the appropriate 
amount of training? 

Perreault: I believe that this begins with 
the board and senior management agree-
ing on risk appetite of the organization 
so they can identify and rate key risks 
for which training would be an effective 
control. Then consider many things. 
How heavily regulated is their indus-
try? What geographies do they operate 
in? What are the enforcement trends and 
what are the potential costs associated 
with enforcement or litigation? Next, 
assess different employee groups and 
their risks, which may vary by job func-
tion, level in the organization, geogra-
phy, and other factors, and use a ‘risk-
based approach’ to define the training 
needs of each group. This methodology 
ensures training is applied strategically 
to mitigate risk whilst maximizing the 
return on investment.

JoneS: The question the organization 
should ask is: “If we do not do this 
training will we prevent the organiza-
tion from meeting our objectives and 
strategic plans?” If the answer is “not 
likely,” then minimum training is prob-
ably appropriate. Sometimes organiza-
tions proudly say: “We don’t just meet 
the law, we exceed it.” If going beyond 

the bounds of the law does not better 
enable the organization to meet its ob-
jectives, then the activity might just be 
a waste of resources. Start by looking 
where the bets are being placed. If the 
company is betting on international 
expansion, then intensive anti-bribery 
and corruption intensive training is 
a necessity for key employees. Also 
design training to build and protect 
sources of value. If an intangible as-
set, like a brand, is an important source 
of value, thoroughly train employees 
to identify, understand, and react to 
events or behavior that could impair 
the brand.

lynch: The type and amount of time 
spent on formal training per employ-
ee should be based on its culture and 
values in addition to its risk profile. 
I don’t think there will ever be a set 
number of hours that could or should 
be a standard for formal training across 
different organizations. A great way to 
think about this is to ask, “What do we 
need employees to believe, think, and 
do?” Then it becomes easy to deter-
mine what training will best help you 
accomplish your goals. Adult learners 
typically learn best when you follow a 
70/20/10 learning approach. Ten per-
cent of training should be formal, 20 
percent through relationships, and 70 
percent through on-the-job learning. 
The challenge is to understand what 
content is best suited for a formal envi-
ronment versus through relationships 

or on-the-job interaction with a man-
ager.

Switzer: When it comes to determining 
both the scope and the style of training, 
one size does not fit all. What are some 
methods you suggest for determining 
who should get what? 

lynch: You have to develop close part-
nerships with legal, HR, audit, secu-
rity, and other important stakeholders 
in your organization to get input and 
ensure everyone feels that their voice is 
hear. Then they will support decisions 
about who should get what training. 
It is also important to seek outside in-
sights. Work with your training vendor 
and outside counsel, or do research to 
understand what laws and regulations 
have been changed or enacted since you 
last established training requirements, 
and regularly reassess the environment 
your business is operating in. Key trig-
gers that cause me to look at education 
plans include significant changes in 
business strategy, the ERM process, 
shifts in the regulatory environment, 
or new internal opportunities. For ex-
ample, if the company indicates it is 
going to start taking more risk to in-
novate, then this is a trigger for me to 
think about what behaviors we need 
team members to be able to display 
in order to take risk that drives inno-
vation while protecting the business, 
brand, and customer relationships.

Perreault: You must assess risks by em-
ployee groups. Understand things like: 
How likely is a group of employees to 
participate in activity that is related to 
a particular regulatory area? How com-
plex is that regulation? What controls are 
in place already? Is this employee group 
responsible for making sure others com-
ply with policies and regulations? You 
also have to consider what you will need 
to provide to evidence to regulators and 
courts that the program exists and is ef-
fective. Once you get that figured out, 
you must ensure that you stay on top of 
changes in legislation and enforcement, 
and revise policy, procedures, and train-
ing accordingly. This is a constant chal-
lenge and the more complex or regulated 
your business, the more likely you will 
need to employ software and services to 
track regulatory change and enforce-
ments and tie those to your internal pol-
icies and training. Once you have all of 
this tied down, you can start to establish 
the right rhythm and mix of methods 
and approaches to engage the workforce 
and ensure maximum retention of key 
information. 

JoneS: Determining the scope and style 
of training should have several in-
put sources. Most organizations have 
three- to five-year strategic plans, and 
training programs should be designed 
to support those plans and initiatives. 
One good analogy is that a training ini-
tiative should be like a physical fitness 
regime. You cannot exercise the same 
muscle every time to make significant 
improvements, and you cannot ignore 
the diet. A culture is like a diet. If the 
organization designs and delivers great 
training but the culture is toxic, prob-
ably no improvement will be made.

Switzer: Knowing that training is effec-
tive is critical. But what does that really 
mean? Is it enough to test understanding 
at the end of a course? How do you sug-
gest ongoing evaluation of effectiveness 
and the relationship between the train-
ing and the desired effect on behavior? 

JoneS: Whenever a training initiative is 
first designed, the organization should 
consider what it will use to determine 
effectiveness. For training aimed at low 

risks, testing understanding at the end of 
the course may be sufficient. In high-risk 
areas, however, additional measures will 
be required. The organization should 
establish controls like periodic certifica-
tions, specific approval processes, and 
audit techniques to assess training effec-
tiveness and resulting compliance.
 
lynch: To determine impact and mea-
sure ROI of training, most learning 
professions believe you must go deeper 
than a knowledge check at the end of a 
course. Many use some version of Kirk-
patrick’s Model around measurement. I 
would encourage ethics & compliance 
professionals to reach out to learning 
leaders in their organization and un-
derstand how they measure impact. But 
before you can do this, you must first 
understand what knowledge, skills, 
and behavior employees must possess; 
how this will help their team accom-
plish their goals; and how these team 
contributions help the organization ac-
complish its strategic priorities. Under-
standing the connection between ethics 
and compliance and the business is an 
imperative if you want to be able to ef-
fectively determine ROI, because this 
will help you deploy effective measure-
ments that ask the right questions in 
both a qualitative and quantitative way. 
 
Perreault: Measuring effectiveness be-
gins with understanding your objectives, 
which—in a compliance setting—you 
want to have organized around a de-
fined taxonomy. This way you can tie the 
training back to the relevant regulatory 
risks that you are trying to manage and 
any changes in those risks. You need to 
determine the purpose of the training. 
Is it being used as a control, as remedia-
tion, or as a risk assessment tool? And 
is your goal to raise awareness, impart 
knowledge, or teach application? If you 
are looking to measure awareness, maybe 
you follow up a training event with a sur-
vey. A test is probably the right tool for 
measuring knowledge. If your objective 
is to get an understanding of the ability to 
apply knowledge, then you may want to 
use interactive scenarios or game-based 
training. Ideally you record all of these 
interactions in a learning management 
system that is tied to your organization’s 

HR systems so that you can easily cross-
reference training data with other indica-
tors. For example, can you associate the 
completion of training—or better yet the 
scores on assessments or games—with a 
subsequent reduction in customer com-
plaints in a particular area? The more you 
are able to demonstrate the effectiveness 
of your training efforts, the greater the 
future investment in the training func-
tion is likely to be.

Switzer: Some circumstances clearly 
call for live, classroom education while 
others are obviously better suited to 
online e-learning. In just a few words, 
what are the factors that should be con-
sidered in determining which way to 
go, or whether to provide both meth-
ods of training for a particular subject? 

Perreault: There are a number of factors 
to consider in addition to the risk level 
for each subject area and employee. Is 
the employee group very large and geo-
graphically dispersed? What is the cost 
of travel to do training in person? What 
is the opportunity cost to simultane-
ously pull a group of employees away 
from their day-to-day activities? How 
critical is the need for recordkeeping, 
measurement, and = having the ability 
to analyze data about the training? 

JoneS: One important factor to consider 
is whether two-way communications 
will be required. If training in high-risk 
or mission-critical areas, organizations 
should want participants to have the op-
portunity to ask questions about specific 
situations and have trainers who can pro-
vide immediate feedback and answers. 

lynch: The best way I have found to do 
this is to understand what you are try-
ing to accomplish first.  By shifting the 
conversation away from “risks” and into 
the world of behavior you can better de-
termine what type of training vehicle is 
best suited for what you are trying to ac-
complish, or if creative communications 
rather than any formal training will bet-
ter help you accomplish your objectives. 
My advice is to get clear on what knowl-
edge employees need to have so you can 
have meaningful conversations about 
how to accomplish that. ■
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