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Racing to the ‘front lines’ 
for the best in effective

risk management
Effective risk management is to a company what brakes are to 
a race car, writes Jaclyn Jaeger, as each provides the ability to 

operate faster and with more agility and confidence. She explores 
the challenges facing companies today and what methods they 

employ to overcome them.
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Reflect for a moment on this analogy: Ef-
fective risk management is to a company 
what brakes are to a race car. Each provides 

the ability to operate faster and with more agili-
ty and confidence—and that’s exactly how some of 
the world’s leading companies are driving their risk 
management operations today.

Political unrest, economic turmoil, global corpo-
rate tax reform, the pace of technological change, 
and cyber-threats are just a few of the risks caus-
ing major disruptions to business models and busi-
ness plans today. Faced with these challenges, most 
companies recognize that a collaborative approach 
to risk management—in which risk accountability 
sits squarely within the business units, or its “front 
lines,” so to speak—can result in greater organiza-
tional resiliency and growth.

That key finding comes from PwC’s sixth annu-
al “Risk in Review” survey, which netted responses 
from 1,581 corporate officers across 30 industries 
and spanning over 80 countries. In that survey, 63 
percent of respondents agreed that “moving risk 
decision making to the front line makes it easier 
to anticipate and mitigate risk events,” and 46 per-
cent said they plan to make this shift within the 
next three years.

But one small group of respondents (13 percent) 
lead the pack, and it is these so-named “Front Lin-
ers” that raise the bar for all other companies. Based 
on their collective responses, Front Liners, with their 
leading risk management structures, tend to share 
the following strengths:

1. Front Liners have a strong, enterprise-wide risk 
culture led by the C-suite, board, and business-unit 
leadership. “We operate on the idea that the first line 
represents our risk takers; they own the risk and un-
derstand our risk appetite,” Steve Gruppo, senior ex-
ecutive vice president and chief risk officer at TIAA, 
said in the report. “The second line then helps our 
business leaders implement our risk programs, man-
aging both enterprise risks and business-unit-specif-
ic risks to that appetite.”

Business unit leaders additionally play a lead-

ing role at multinational software company SAP. 
“We’re very first-line heavy,” Melissa Lea, chief 
global compliance officer at SAP, explained in the 
report. “The more we can get risk responsibility 
out into the field—first into management’s hands 
and then to employees to make sure they’re armed 
with the right expectations to make the right de-
cisions—the more successful we’ll be. We try to get 
people—either on the ground, in-country, or with 
the best lines of sight into how a particular risk 
might materialize—to really own that mitigation 
approach.”

“The second line is responsible for developing 
the overall risk management framework, says Ja-
son Pett, U.S. internal audit, compliance, and risk 
management solutions leader at PwC. In this way, 
the risk and compliance functions oversee the first 
line, providing checks and balances, while the third 
line—internal audit—is there to objectively test con-
trols and provide independent assurance, while as-
sessing first- and second-line risk activities.

“It’s all about facilitation and partnering,” said 
Jeffrey Rigg, general auditor and chief risk officer at 
Cigna. “I am not a decision maker as it relates to en-
terprise risk management and risk acceptance; I’m 
a coordinator and a communicator, and my folks are 
dialed into the business. We identify concerns and 
validate those concerns, but at the end of the day 
when I sit down to report to our CEO and senior risk 
committee, they’re the ones making the decisions 
about risk acceptance.”

Compared to all other respondents in the PwC sur-
vey, Front Liners fostered a strong, enterprise-wide 
risk culture in a variety of other ways:

 » Communicating proactively with external stake-
holders following a negative risk event (49% vs. 
37%);

 » Making ethics and compliance training mandato-
ry for all employees (80% vs. 71%);

 » Having one or more board-level risk committees 
that ensure top-down and bottom-up approaches 
to risk management (64% vs. 54%); and

 » Encouraging a culture in which the second line of 
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CALLS TO ACTION

Below is an excerpt from PwC’s “Risk in Review” 2017 study, which offers companies some best practices for 
taming risk within the organization.

1. Set a strong organizational tone focused 
on risk culture. 

The CEO and the board should model this tone, 
which should permeate the organization and be 
continually monitored and measured for effec-
tiveness. CEOs should ensure performance man-
agement and incentives are aligned with their 
risk culture goals. Leadership team communi-
cations should foster clear and consistent mes-
saging. Risk should be incorporated into routine 
conversations and decision making.

2. Align risk management with strategy at the 
point of decision-making. 

Having a clear view into the organization’s strat-
egy gives the first line a common vision on which 
to align its decisions and behaviors, positioning it 
to react faster to risks and disruptions. Decision 
makers should embed risk management into 
both strategic-planning and tactical execution.

3. Recalibrate the risk management program 
across the three lines of defense. 

For optimal performance, the first line owns 
business risk decision making, the second line 
monitors the first, and the third provides objec-
tive oversight. Defining boundaries and natural 
intersections clearly across the lines of defense 
enables the coordination of roles and responsi-
bilities with maximum effectiveness. Leadership 
can then better define its risks, assign them to 
the different lines, and ensure that those risks 

are managed in the right places. Each line of de-
fense must be enabled with the information and 
resources it needs to be effective.

4. Implement a clearly defined risk appetite 
and framework across the organization.

 » (a) Define risks the company is in business to 
take, (b) risks that cannot be tolerated, (c) 
which risks should be measured and moni-
tored, (d) and which risks are associated with 
financial performance variances that could 
impede strategy achievement.

 » A commonly understood risk taxonomy 
should govern the process of aggregating, 
tracking, and anticipating risks. The process 
should leverage technology and data analyt-
ics when available.

 » The risk appetite and framework must be 
clearly communicated to decision-makers.

5. Develop risk reporting that enables execu-
tive management and the board to effectively 
execute their risk oversight responsibilities. 

Enhance data governance and data collection 
processes to support risk-reporting efforts. Risk 
aggregation, tracking, and reporting are critical 
to keeping business decisions within the agreed 
risk appetite/tolerance. Reporting and monitor-
ing processes should routinely track risks and 
associated risk management activities. Owners 
should be assigned to top-tier enterprise risks 
and be required to provide detailed, time-bound 
risk action plans.

Source: PwC
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defense can effectively challenge and enable the 
first line (55 percent vs. 45 percent).

2. Front Liners are more likely than all other re-
spondents to say they manage risks effectively. The 
12 areas of risk that PwC surveyed include financial; 
regulatory and compliance; earnings and volatility; 
operational; brand/reputational; strategic; and more.

“Front Liners’ responses on the topic of past risk 
events suggest their confidence is based on records of 
success: A significantly larger percentage of Front Lin-
ers reported having addressed negative risk events,” 
the report from PwC stated. This held true across all 
12 causes of business disruption that PwC surveyed.

The correlation between advanced cyber-risk 
management maturity and advanced risk-manage-
ment maturity in all 12 areas of risk was particularly 
fascinating, Pett says. On every measure of risk cul-
ture, high-scoring companies dramatically outpaced 
respondents overall.

Companies with the highest levels of cyber-risk 
maturity don’t treat it as an afterthought, Pett says. 
Rather, they embed their cyber-risk management 
within the business. Not surprisingly, these compa-
nies are the same companies that also are more like-
ly to exhibit strong overall risk management:

 » Have a formal process for employees to report po-
tential risk events or flag concerns as they arise;

 » Make training in ethics and compliance manda-
tory for all employees;

 » Have leadership that prioritizes a risk culture that 
focuses on doing the right thing—beyond merely 
what is required;

 » Undertake periodic education to update staff on 
new or potential risks the company faces;

 » Have one or more board-level risk committees 
that ensure top-down and bottom-up approaches 
to risk management; and

 » Give the second line of defense authority to effec-
tively challenge the business.

3. Front Liners also tend to take a more rigorous ap-
proach to risk management. In the PwC report, they 

lead all other respondents across the following five 
risk-management practices:

 » Risk appetite or tolerance has been defined across 
a number of key risk categories (69% vs. 53%);

 » We take our defined risk appetite into account 
when making business decisions (66% vs. 52%);

 » Our company has a well-defined risk appetite 
statement and framework that is clearly commu-
nicated (66% vs. 49%);

 » We have a formal process to aggregate risk across 
the company and review results against our de-
fined risk appetite (61% vs. 46%); and

 » We effectively monitor our risk appetite by using 
key risk indicators (57% vs. 45%).

4. Front Liners are more likely to use risk man-
agement tools and techniques to aggregate risk 
across the enterprise. These include, for example, 
a risk rating system; building organizational resil-
ience to risks; specifying a corporate risk appetite; 
conducting third-party audits; stress-testing; and 
more.

5. Front Liners tend to be more financially resil-
ient. Specifically, they are more likely than oth-
er survey respondents to expect increased profit 
growth margin (59 percent vs. 51 percent) and in-
creased revenue growth (77 percent vs. 71 percent) 
in the next two years, the PwC survey states.

That brings us back to the race car analogy: A 
race car with quality brakes enables the driver to 
accelerate faster, having confidence that the brakes 
will slow the car down when it approaches danger-
ous corners. The same concept applies to a compa-
ny with a collaborative risk management structure, 
providing the front line the freedom to make strate-
gic business decisions quickly and with confidence. 
“Through its alignment of strategy, risk ownership, 
and decision making,” the PwC report stated, “a risk 
management program led by the first line automat-
ically becomes more strategic and proactive rather 
than protective and reactive, thereby contributing to 
strong revenue and profit growth.” ■
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It was 15 years ago, following massive accounting 
scandals and corporate culture free-falls at Enron 
and WorldCom, that Congress enacted the Sar-

banes-Oxley Act (SOX).
Enacted on July 30, 2002, SOX required corpora-

tions’ annual financial reports to include an Inter-
nal Control Report. It created the Public Company 
Accounting Oversight Board and made it a crime to 
destroy records to hide illicit behavior. The law also 
imposed criminal penalties for certifying mislead-
ing or fraudulent financial reports.

The big question: Is SOX working? In time for the 
anniversary, Deloitte published new survey data on 
global corporate ethical behavior and compliance.

More than half (52.4 percent) of C-suite and other 
executives say global corporate ethical behavior has 
improved since the enactment of SOX in July 2002, 

At 15, SOX inspires 
reflection, renewed attacks

The Sarbanes-Oxley Act, legislation that ushered in an era of 
refocused corporate compliance, is in the spotlight again. Has it 

worked? Or should it be chopped? Joe Mont explores. 

according to a recent Deloitte poll. Yet, challenges re-
main as only 41.3 percent of execs say their organi-
zations’ global ethics cultures are strong.

Executives say the biggest challenges to employ-
ees complying with global ethics programs include 
inconsistency of clear, concise, and frequent ethics 
program communications and training for all em-
ployees (28.5 percent); a lack of incentives for ethical 
behavior and repercussions for unethical behavior 
(16.3 percent); varied ethical postures of third par-
ties with whom employees regularly interact (14.8 
percent); and differing ethical standards for various 
employee groups (12.5 percent).

The results also reveal that only 32.5 percent of 
the C-suite and other executives who were polled are 
“highly confident” their organizations’ employees 
will report unethical behavior. 
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“As we’ve seen for decades, no organization is im-
mune to unethical behavior,” Fancher says. “But, the 
field of ethics compliance is evolving as profession-
als’ skillsets, technologies to help hone and monitor 
programs, and multi-jurisdictional regulator coordi-
nation all improve. Now is a great time for global or-
ganizations to take a hard look at modernizing their 
ethical compliance programs—particularly for those 
relying heavily on employees to report misconduct.”

The Deloitte report includes questions to ask of 
global ethics programs:

 » Do all leaders support the program?
 » Is the whistleblower hotline or speak-up line 

evolving?
 » Are employees surveyed to gauge ethics culture?
 » Is third-party due diligence conducted annually at 

minimum? 

There is definitely more that can be done or that 
should be done, but things are certainly better today 
than they were 15 years ago,” Fancher adds. “There 
is still the need to modernize compliance programs.”

That modernization, he says, needs to focus on 
culture risk within the organization.

“There is always going to be culture risk, but what 
are you doing to identify the hotspots for those areas 
of risk? Obviously, you need an active hotline. You 
need to have tone at the top in the organization that 
promotes the use of that speak-up line and really 
encourages employees and third parties, to use it,” 
Fancher says. “You also need to incorporate better 
and stronger analytics and technology to really as-
sess the data that is coming back.”

“The more you promote a helpline, the more active 
it is,” he adds. “You need cognitive capabilities to seg-
regate and parse out that data into what matters and 
what doesn’t, getting rid of the false positives so you 
can really focus on the important data, dive down into 
it, understand it, and really mitigate the risks.”

New, anniversary-driven research from Protiviti 
finds that time devoted to SOX compliance activi-
ties increased for a majority of organizations, and 
for two-thirds of these companies, hours increased 

markedly, underscoring that compliance remains a 
key focus area of operations.

The study polled more than 450 chief audit execu-
tives, and internal audit/finance leaders and profes-
sionals at U.S. listed public companies. It explores the 
impact of SOX on businesses and how they are deal-
ing with the law in terms of regulatory compliance.

The key takeaway from the study is that the 
hours required for SOX compliance continue to go up 
for companies of all sizes. Meanwhile, responding to 
the continuing compliance burden, Republicans in 
Congress have initiated efforts to reconsider SOX.

In June, a subcommittee of the House Financial 
Services Committee held a hearing entitled “The 
Cost of Being a Public Company in Light of Sar-
banes-Oxley and the Federalization of Corporate 
Governance.”

The hearing examined the benefits and costs and 
burdens, realized by public companies. It was also a 
stated prelude “for considering legislative proposals to 
promote capital formation and ease unnecessary reg-
ulatory burdens faced by U.S. public companies.”

Tom Farley, president of the New York Stock Ex-
change, testified that Congress should do away with 
the audit of internal control for all public companies.

“That’s something that exists today under the 
Jobs Act for emerging growth companies, and we’re 
suggesting let’s extend that to all companies,” he said.

In addition, Congress should “narrow the defi-
nition of internal control” under Sarbanes-Oxley to 
reduce the scope of the reporting requirements on 
public companies, he said. The PCAOB, in his opin-
ion, should not pass any new rules or regulations 
that could in any way burden public companies.”

“Public companies must meet significantly more 
complex regulatory requirements than their private 
counterparts, both during the IPO process and after 
a company goes public,” Farley said. “While NYSE 
applauds smart regulation to ensure the protection 
of issuers and their investors, we also believe in a 
regulatory environment that supports a healthy, ro-
bust pipeline of companies that seek to become and 
remain public, which in turn will benefit job growth 
all across the nation.” ■
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How do your risk oversight 
processes stack up?

A pair of recently published reports draw a straight line between 
strong enterprise-wide risk management and strategic execution. 

Jaclyn Jaeger reports.

The global business risk environment is grow-
ing more complex, making it more important 
than ever that companies can effectively pre-

dict and respond to disruption. And yet, it seems that 
most organizations’ risk oversight processes are not 
quite up to par.

Those are some of the key findings from a new 
report, the “2017 Global State of Enterprise Risk 
Oversight,” released jointly by North Carolina 
State’s Enterprise Risk Management (ERM Initia-
tive) and the Association of International Certified 
Professional Accountants—a global accountancy 
body formed by members of the AICPA and the 
Chartered Institute of Management Accountants.

The report is based on a survey of 586 respon-
dents in senior accounting and finance roles 
to gather insight on the current state of enter-
prise-wide risk oversight in four global regions: 
Europe and the United Kingdom; Africa and the 
Middle East; Asia and Australasia; and the United 
States.

One of the main findings from that study is that 
respondents around the globe overwhelmingly be-
lieve the volume and complexity of risks today has 
grown much over the past five years. An offshoot 
of this business environment are the unexpected 
risks that emerge.

“The increase in risks and the operational sur-
prises are tied to the dynamic global business 
environment,” says Mark Beasley, director of the 
Enterprise Risk Management Initiative at North 
Carolina State University and co-author of the re-
port. “For example, Europe and the U.K. have seen 
issues ranging from the Brexit vote to immigration 
challenges, while Africa and the Middle East have 

dealt with a wide variety of challenges, such as dis-
ruptions caused by the ongoing war in Syria and 
conflicts with ISIS.”

“The United States has been comparatively sta-
ble, but we seem to have entered a period of domes-
tic political uncertainty, which is not reflected in the 
survey, and of course issues abroad can have signifi-
cant effects on U.S. organizations,” Beasley adds.

Even as the risk environment grows more com-
plex, most companies’ risk management practices 
still need significant improvement. “We’re seeing a 
major disconnect between how organizations per-
ceive their challenges and how they are respond-
ing to them,” Beasley says.

Less than one-third of respondents in all four 
regions believing they have “complete” enter-
prise-wide risk management (ERM) processes in 
place. In all regions of the world, too, less than a 
quarter of respondents described their risk man-
agement oversight as “mature” or “robust.”

The survey also examined what techniques 
companies use to identify, assess, and monitor 
their key risk exposures. Roughly one-quarter of 
respondents in each region said they don’t main-
tain risk registers of their top risk exposures.

Furthermore, 57 percent of companies in Asia 
and Australasia and 47 percent in Africa and the 
Middle East have formal risk management policy 
statements, compared with 36 percent in Europe 
and the United Kingdom, and 39 percent in the 
United States.

The survey further found a disconnect between 
risk oversight and strategy execution. A higher per-
centage of respondents in two regions—Asia & Aus-
tralasia (34 percent) and Africa & the Middle East 
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(53 percent)—believe their risk oversight provides 
a competitive advantage, compared to a very small 
percentage in Europe and the United Kingdom (18 
percent) and in the United States (19 percent).

About half the respondents believe that their 
senior executive teams consider existing risk ex-
posures when evaluating possible new strategic 
initiatives. Higher percentages were reported by 
respondents in Europe & the United Kingdom (53 
percent) and in Africa & the Middle East (also 53 
percent). Only 44 percent of U.S. companies, how-
ever, hold a similar belief.

FERF Findings

Another report, “The Strategic Financial Executive: 
Managing Risk in a Disruptive World,” conducted 
by the Financial Executives Research Foundation 
(FERF) in partnership with accounting firm Grant 
Thornton revealed similar findings. In that report, 
just 25 percent of financial leaders said that they feel 
they’re able to execute a proper response to risk, and 
57 percent admitted they were too late in recogniz-
ing changes.

“Organizations of all kinds face new risks from 
the fast rate of change in regulation, competition, 
technology, and other factors,” says Andrej Suska-
vcevic, CEO of Financial Executives International 
and FERF. “[F]inancial executives are integral to 
advising CEOs and boards of directors on these 
changes and partnering across their organizations 
to help identify and manage these risks.”

Risk management vs. strategy. The FERF and 
Grant Thornton report spoke about the need for 
a more sophisticated process in managing risk. 
“Leaders can help their organizations reduce risk 

by looking not only at financial indicators, but at 
other metrics that measure business health,” says 
Bailey Jordan, risk advisory services partner at 
Grant Thornton. “Risk can even drive opportunity.”

Some companies, for example, are “now ded-
icating time to understanding change by moni-
toring macro factors, regulatory issues, cyber-risk, 
and other data to understand how these changes 
may affect their organizations,” the report stated. 
“These companies are building processes to identi-
fy disruption, black swan events, new competitors, 
and other emerging risks.”

The report also noted that financial executives 
are continually moving toward aligning risk with 
strategy and performance. “This shift begins with 
focusing more on business objectives and the risk 
surrounding the achievement of those goals, and 
on aligning with the overall execution in perfor-
mance, with accountability structures and plans,” 
the report stated.

Integrating risk management processes with 
strategic planning is still an area in need of improve-
ment, however.  According to the ERM Initiative re-
port, fewer than 20 percent of companies in the Eu-
ropean Union, United Kingdom, and United States 
companies believe that their risk management pro-
cesses are providing a unique competitive advan-
tage. Only half of respondents in all regions indicate 
that they “mostly” or “extensively” consider risk ex-
posures when evaluating new strategic initiatives.

The overall gap between the complexity of to-
day’s risk environment and the risk processes in 
place come at a time when boards are placing more 
pressure on management to enhance their risk 
oversight. In the United States, audit committees 
are the ones pushing most aggressively for senior 

“We’re seeing a major disconnect between how organizations perceive 
their challenges and how they are responding to them.” 

Mark Beasley, Director, Enterprise Risk Management Initiative, North Carolina State University
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executives to be more involved in risk oversight, 
which contrasts with the other regions of the world 
where the greatest amount of pressure is coming 
from boards or chief executives, the ERM Initiative 
report stated.

The ERM Initiative report additionally found 
that, among companies in the United States, 
boards of directors are more likely to delegate risk 
oversight to the audit committee, whereas boards 
of non-U.S. companies are more likely to delegate it 
to a board risk committee. In addition to pressure 
coming from audit committees and boards, regula-
tors around the world are also calling for enhanced 
risk oversight.

In most regions of the world, too, boards of 
directors formally direct risk oversight. This re-
sponse was given by 71 percent of respondents 
in Asia and Australasia; 59 percent in Africa and 
the Middle East; and 53 percent in Europe and the 
United Kingdom, as well as the United States.

The ERM Initiative report also found that more 
companies have risk committees than chief risk 
officers. About one-third of companies have ap-
pointed a chief risk officer, whereas more than 
half—except respondents in Europe and the United 
Kingdom—have risk committees.

Numerous barriers appear to impede the prog-
ress of ERM practices. Outside the United States, 
most respondents feel that they don’t have suffi-
cient resources to invest in ERM, whereas many re-
spondents of U.S. companies feel that ERM takes a 
back seat to other priorities.

A lack of perceived value from enterprise risk 
oversight also impedes progress. This lack of val-
ue is most prominent in Africa and the Middle East 
(41 percent), followed by the United States (37 per-
cent); Europe and the U.K. (34 percent); and Asia 
and Australasia (27 percent).

The ERM Initiative report from North Carolina 
State concludes, “The more that executives recog-
nize how robust risk insight increases the organi-
zation’s ability to be agile and resilient, the greater 
progress they can make in expanding their risk 
oversight infrastructure.” ■

GLOBAL RISK ACTION

The findings from the 2017 Global Risk Oversight report 
give rise to the following calls to action. 

1. The increasing complexities in today’s business environ-
ment mean risk management is unlikely to get easier. Se-
nior executives and boards of directors benefit from honest 
and regular assessments of the effectiveness of the current 
approach to risk oversight in the light of the rapidly chang-
ing risk environment.

2. Given the fundamental relationship between “risks” and 
“returns”, most business-unit leaders understand that tak-
ing risks is necessary to generate higher returns. The chal-
lenge for management is to genuinely consider whether 
the process used to understand and evaluate risks associ-
ated with the organization’s strategies actually delivers any 
unique capabilities to manage and execute their strategies.

3. Given the intricacies of managing risks across complex 
business enterprises, organizations may need to strength-
en the leadership of their risk management function. Ap-
pointing a risk champion—for example, a chief risk officer—
or creating a management-level risk committee may help to 
ensure that all risk management processes are appropriate-
ly designed and implemented.

4. Most organizations have tremendous amounts of data 
that might provide insights about emerging risks. Most of 
these, however, have not analyzed that data with a risk per-
spective in mind. They may need to add key risk indicators 

(KRIs) to management’s dashboard systems and reports. ■

Source: Global Risk Oversight Report
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FASB’s new hedging 
standard opens door 

to new strategies
Companies have yet another new accounting standard from the 

Financial Accounting Standards Board to adopt, but this time 
they can’t wait to get started. Tammy Whitehouse explores the 

good news behind the new hedge accounting standard.

Companies have yet another new accounting 
standard to adopt, but this time they can’t 
wait to get started.

That’s the word from accounting experts who 
are practically giddy over the latest release from the 
Financial Accounting Standards Board. The new 
standard on hedge accounting has been a long time 
coming, they say.

“This is exciting stuff in our space,” says Helen 
Kane, president of Hedge Trackers. “Frankly, it’s re-
ducing compliance risk.”

Public company accounting departments have 
taken a beating over the past several months as they 
have tried to get ready for the new revenue recogni-
tion standard that takes effect in a few short months 
with the start of the 2018 reporting year. And soon 
after, they’ll face another big push to put a new lease 
accounting standard into effect by 2019.

That may be the only thing tempering any enthu-
siasm for adopting FASB’s newest release, Account-
ing Standards Update No. 2017-12, which softens 
and simplifies the accounting requirements around 
derivatives and hedging. “There seems to be a lot of 
excitement around this guidance,” says Ryan Brady, 
a partner at Grant Thornton. “That’s a rare exception 
to some of the more recent standard setting.”

Hedge accounting has earned a bad reputation, 
says Reza van Roosmalen, a managing director at 
KPMG. “It’s very compliance-driven, could be very 
onerous, and very administratively burdensome,” 
he says. “You can get it wrong very easily.”

A lot of companies have curbed their use of hedg-
ing just to minimize their risk of mistakes, or worse, 
restatement, van Roosmalen says. Many of the re-
statements of the early 2000s arose due to mistakes 
applying hedge accounting rules.

“A lot of institutions have not elected to apply 
hedge accounting in the last two decades partly 
because of this,” says van Roosmalen. “It generally 
didn’t have a lot of appeal for institutions unless 
hedging was really part of the core business and 
had been driving a lot of volatility in the income 
statement.”

The 20-year-old guidance on hedge accounting 
was adopted in 1998 to give investors greater visi-
bility into hedges, which are transactions companies 
enter to offset various types of financial or opera-
tional risks to smooth out volatility. “I believe FASB 
was trying to put its finger in the dike,” says Kane. 
“A lot of companies were hedging without an appro-
priate control structure.”

All of that pre-dates the Sarbanes-Oxley Act, 
with its requirements for companies to put in place 
and report on internal controls over financial re-
porting, says Kane. The accounting requirements, 
with the internal control heaped on the top, led to 
a great deal of onerous, and sometimes even non-
sensical, testing.

“The testing regimes started to have to be applied 
to a lot of nonsense cases,” says Kane. “People had to 
go through a lot of hoops and regression analysis to 
show, for example, that the euro is highly related to 
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CHANGES TO HEDGE ACCOUNTING

What will the changes to FASB’s hedge accounting standard accomplish?

Current GAAP contains limitations on how a 
company can measure changes in fair value of 
the hedged item attributable to interest rate risk 
in certain fair value hedging relationships. Stake-
holders emphasized that this did not reflect the 
economics of the hedging relationship. There-
fore, the following refinements were made to the 
measurement of the hedged item:

A. Measure the hedged item in a partial-term fair 
value hedge of interest rate risk by assuming the 
hedged item has a term that reflects only the 
designated cash flows being hedged
B. Consider only how changes in the benchmark 
interest rate affect a decision to settle a prepay-
able instrument before its scheduled maturity 
when calculating the fair value of the hedged item
C. Measure the fair value of the hedged item using 
the benchmark rate component of the contractual 
coupon cash flows determined at hedge inception.

The amendments also expand fair value hedges 
of interest rate risk for closed portfolios of pre-
payable financial assets or one or more beneficial 
interests secured by a portfolio of prepayable fi-
nancial instruments. Under the amendments, a 
company may designate an amount that is not 
expected to be affected by prepayments, de-
faults, and other events affecting the timing and 
amount of cash flows (the “last-of-layer” meth-
od). Under this designation, prepayment risk is 
not incorporated into the measurement of the 
hedged item.

For fair value, cash flow, and net investment 
hedges, the reporting of amounts excluded 

from the assessment of hedge effectiveness will 
change to allow entities to use an amortization 
approach or to continue mark-to-market ac-
counting consistent with current GAAP.

Elimination of the Separate Measurement and 
Recording of Hedge Ineffectiveness
To simplify the reporting of hedge results for 
financial statement preparers and decrease the 
complexity of understanding hedge results for 
investors, the FASB has eliminated the separate 
measurement and reporting of hedge ineffec-
tiveness. Mismatches between changes in value 
of the hedged item and hedging instrument may 
still occur but they will no longer be separate-
ly reported. For cash flow and net investment 
hedges, all changes in value of the hedging in-
strument included in the assessment of effec-
tiveness will be deferred in other comprehensive 
income and recognized in earnings at the same 
time that the hedged item affects earnings.

Improvements to Presentation and Disclosure
The amendments will enhance the presentation 
of hedge results in the financial statements and 
disclosures about hedging activities by:
A. Requiring changes in the value of the hedg-
ing instrument be presented in the same income 
statement line item as the earnings effect of the 
hedged item
B. Amending the current tabular disclosure of hedg-
ing activities to focus on the effect of hedge ac-
counting on individual income statement line items
C. Requiring a new disclosure that will provide 
investors with more information about basis ad-
justments in fair value hedges.

Source: FASB
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the euro.”
By about 2007, as the Financial Accounting Stan-

dards Board sought major overhauls in accounting 
standards to converge U.S. GAAP with International 
Financial Reporting Standards, hedge accounting 
made the list of areas where some improvement was 
warranted. It fell low on the agenda, however, behind 
other areas of financial instruments, as well as reve-
nue recognition and leasing.

Hedging made it back to the top of FASB’s pri-
ority list as the board sought to make targeted 
improvements to GAAP that would also simplify 
GAAP. The new standard is meant to eliminate the 
most problematic complexity and help companies 
align the accounting for hedge transactions with 
their risk management activities. The result, says 
FASB, is a standard that better reflects the econom-
ics behind hedging.

FASB says the changes from the old hedge ac-
counting standard to the current amendments 
achieve four major objectives. First, the new stan-
dard expands hedge accounting for non-financial 
and financial risk components and revises measure-
ment methods to make the accounting more closely 
aligned with how companies manage risk.

That’s welcome news, particularly for operating 
companies that might want to hedge accounting 
for commodities but had difficulty doing so under 
existing rules, says van Roosmalen. Financial in-
stitutions were already allowed to hedge specific 
components of risk, like changes in interest rates, 
he says. Non-financial companies have more diffi-
culty with that because they have not been allowed 
to apply hedge accounting to a non-financial compo-
nent hedge strategy. “Non-financial companies are 
welcoming this because it opens the door for much 
more hedging,” he says.

Second, it eliminates separate measurement 
and reporting of hedge ineffectiveness to cut the 
complexity of preparing and understanding hedge 
results. “This eliminates the confusing numbers 
and non-value-add associated with measuring 
amounts of ineffectiveness,” says Kane. “That 
whole concept is out. That will take a lot of the low-

value-add audit review and expense out of hedg-
ing.”

Third, the new standard changes hedge disclo-
sures and the presentation of hedge results to make 
them more transparent, more comparable, and eas-
ier to understand, FASB says. That will necessitate 
some additional reporting, says Kane, to produce a 
single table to show all the effects of hedging in one 
place. “I don’t believe it presents any new informa-
tion,” she says. “It consolidates all the information 
into one place.”

Finally, it simplifies the assessments of hedge 
effectiveness, making hedge accounting easier and 
less costly on companies. “A lot of us are predicting 
companies will be able to devote less resources now 
to the maintenance of hedging,” says Rob Royall, 
a partner at EY. Some may redirect resources to 
assuring they qualify for hedge accounting at the 
front end, and others may reduce resources overall 
depending on their facts and circumstances, Roy-
all says.

“Many companies have been too frustrated with 
the burden of trying to maintain hedge accounting 
and may now decide if it’s easier or more reasonable 
to do,” says Royall. “Maybe it will be in their best 
interest to look at using derivatives again. At least 
companies are contemplating that.”

The new standard takes effect in 2019 but allows 
early adoption, which experts say many companies 
will be eager to pursue. Early adopters, however, 
have to be sure they understand the transition pro-
visions, says Jon Howard, senior consultation part-
ner at Deloitte & Touche.

“When you adopt, it’s not just for new hedging 
strategies going forward,” he says. “You can refine 
existing hedges too, but you have to do it all at once 
when you implement.”

Where companies might be planning to revise 
any existing hedges as part of their adoption, that 
may lead to some pause before jumping into the new 
accounting, says Howard. He expects companies will 
accelerate their work on new hedge accounting as 
soon as they have their revenue recognition process-
es up and running in early 2018. ■
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Introduction

In the past several decades, corporate operations have 
grown increasingly complex and global, even as investors 
and other stakeholders demand increasing transparency. Yet 
the auditor’s report—the primary means of communication 
between auditors and the investing public—has remained 
essentially unchanged since the 1940s. 

In response to these challenges, the Public Company 
Accounting Oversight Board (PCAOB) adopted a new 
auditor reporting standard in June 2017 that requires the 
auditor to provide new information about the audit and 
make the auditor’s report more informative and relevant 
to investors and other financial statement users. 

The new standard, The Auditor’s Report on an Audit 
of Financial Statements When the Auditor Expresses 
an Unqualified Opinion, was recently approved by the 
Securities and Exchange Commission (SEC). This white 
paper will review the adopted standard and related 
PCAOB initiatives and discuss how the changes will 
impact your relationship and reporting requirements 
with external auditors and the audit committee.

Why did the PCAOB adopt the revised 
reporting standard? 

Auditors must often make challenging, subjective, or 
complex judgments when they conduct an audit. They 

may evaluate calculations or models, the impact of 
unusual transactions, or areas of significant risk. 

Although the auditor is required to communicate with the 
audit committee regarding many such matters, there is 
no obligation to share similar information with investors. 
Many investors and others have suggested that auditors 
provide additional information in the auditor’s report 
to make the report more relevant and useful. At the 
same time, issuers and accounting firms have argued 
that it would be inappropriate for the auditor to provide 
financial analysis or disclosures on behalf of the company 
being audited. 

In order to address this “information asymmetry” between 
investors and management, the PCAOB, which has a 
statutory mandate to “protect the interests of investors 
and further the public interest in the preparation of 
informative, accurate, and independent audit reports,” has 
proposed changes to the auditor’s reporting standard. 

Changes in the adopted standard

The adopted standard responds to investor requests 
for additional information about the financial statement 
audit by increasing the relevance and usefulness of the 
auditor’s report without imposing requirements beyond 
the auditor’s expertise or mandate. 

The adopted standard includes the following significant 
changes to the existing auditor’s report.
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Changes in the adopted standard

The adopted standard responds to investor requests 
for additional information about the financial statement 
audit by increasing the relevance and usefulness of the 
auditor’s report without imposing requirements beyond 
the auditor’s expertise or mandate. 

The adopted standard includes the following significant 
changes to the existing auditor’s report.

Critical audit matters

The standard requires communication in the auditor’s 
report of any critical audit matters (CAMs) arising from 
the audit of the current period’s financial statements. A 
CAM is any matter that was communicated or required to 
be communicated to the audit committee and:

• Relates to accounts or disclosures that are material 
to the financial statements

• Involves especially challenging, subjective, or 
complex auditor judgment

The process of addressing CAMs involves three steps:

1. Determination of any critical audit matters
The auditor would consider a nonexclusive list of 
factors in determining whether a matter involved 
especially challenging, subjective, or complex auditor 
judgment, such as the auditor’s assessment of the 
risks of material misstatement.

2. Communication in the auditor’s report
The auditor would identify the CAM, describe the 
principal considerations that led to determining that 
the matter is a CAM, describe how it was addressed 
in the audit, and refer to the relevant financial 
statement accounts or disclosures. If there are no 
CAMs, the auditor would state so in his or her report. 

3. Documentation of each
The auditor would document matter that was 
communicated or required to be communicated to the 
audit committee and related to accounts or disclosures 
that are material to the financial statements, whether 
or not the matter was determined to be a CAM and 
the basis for such determination. 

The inclusion of CAMs in the auditor’s report was the 
subject of extensive discussion during the PCAOB’s 
outreach as the standard was developed over the last 
several years. In its release of the adopted standard 
(PCAOB Release No. 2017-001), the PCAOB said that 
“Investor, investor advocate, and analyst commenters 
generally supported the reproposed requirements.” 

Many of these positive comments cited the relevance of 
CAMs to investors and other financial statement users in 
focusing attention on issues that would be pertinent to 
understanding the financial statements and enhancing 
investor confidence. 

The release goes on to state that the larger accounting 
firms and some smaller ones generally supported including 
CAMs in the auditor’s report with some modification of 
the reproposed requirements. Opposition to the inclusion 
of CAMs largely came from smaller accounting firms 
and audit committee members. They expressed concern 
that CAMs “would not provide relevant information to 
investors, may be duplicative of the company’s disclosure, 
may result in disclosing information not otherwise 
required to be disclosed, could increase cost, or could 
delay completion of the audit.” 

Additional improvements to the auditor’s report

In addition to addressing critical audit matters, the 
adopted standard includes other improvements to the 
existing auditor’s report, primarily intended to clarify the 
auditor’s role and responsibilities related to the audit of 
the financial statements and to make the auditor’s report 
easier to read.

• Clarifications of existing auditor responsibilities: The 
standard enhances certain standardized language 
in the auditor’s report, including the addition of 
a statement about auditor independence and 
the phrase “whether due to error or fraud” when 
describing the auditor’s responsibilities under 
PCAOB standards to obtain reasonable assurance 
about whether the financial statements are free of 
material misstatements.

• Tenure: The standard adds a basic element of the 
auditor’s report related to auditor tenure.

• Standardized report form: Additionally, the standard 
requires that the opinion be the first section of the 
auditor’s report and that section titles be included 
to guide the reader. 

The standard requires communication 
in the auditor’s report of any critical 
audit matters (CAMs) arising from 
the audit of the current period’s 
financial statements.



The revised standard would retain the pass/fail model 
of the existing auditor’s report, which is generally 
acknowledged to be a useful signal as to whether the 
audited financial statements are presented fairly.

The new standard will be phased in to allow time for all 
involved in the financial reporting process to prepare for 
these new disclosures:

• All provisions other than those related to CAMs 
will take effect for audits of fiscal years ending on 
or after Dec. 15, 2017.

• Provisions related to CAMs will take effect for 
audits of fiscal years ending on or after June 30, 
2019, for large accelerated filers and fiscal years 
ending on or after Dec. 15, 2020, for all other 
companies to which the requirements apply.

The later effective dates for the communication of 
CAMs provide accounting firms, management, and audit 
committees more time to prepare for implementation of 
those requirements that are expected to require more 
effort to implement than the other improvements to the 
auditor’s report.

Form AP: Auditor Reporting of Certain 
Audit Participants

Apart from the revised reporting standard, the PCAOB 
adopted new rules and related amendments to its auditing 
standards (subsequently approved by the SEC) of which 
the audit committee, management, and internal audit 
should be aware. 

These rules, adopted in 2015, were intended to provide 
investors and others with information about engagement 
partners and accounting firms that participate in the 
audits of public companies. Under the new rules, 
registered accounting firms will be required to file a new 
Form AP for each audit disclosing:

• The name of the engagement partner

• The name, location, and extent of participation 
of each accounting firm participating in the audit 
whose work constitutes 5 percent or more of total 
audit hours

• The number and aggregate extent of participation 
of all other accounting firms participating in the 
audit whose individual participation was less than 
5 percent of total audit hours

The information will be filed on Form AP, Auditor 
Reporting of Certain Audit Participants, and will be 
available in a searchable database called AuditorSearch 
on the PCAOB website. Users can search the database by 
engagement partner, audit firm, or public company, find 
the name of the engagement partner on a specific audit 
of a public company, and discover the name, location, and 
extent of participation of other audit firms. 

Practically speaking, this allows investors to see the 
affiliated and unaffiliated participants in an audit to 
gain a clearer sense of the overall quality based on 
the reputation of individual participants. The database 
includes information about firms involved in the audit 
effective for audit reports issued after June 30, 2017.

Effects on public companies 

While the revised PCAOB standard and Form AP are 
aimed specifically at external auditors, they also have 
repercussions for the audit committee, management, and 
internal audit. In reviewing the impact on each of the three, 
it can be helpful to consider technology solutions that can 
streamline information retention, exchange, and discovery.

1. Audit committee
Additional disclosures in the auditor’s report will 
likely involve more extensive discussion with the 
audit committee on the nature of risk assessments, 
identification, and disclosure of CAMs, as well as 
the disclosure of auditor tenure. Dashboard-style 
technology can facilitate the discussion by providing 
a visual representation of risk assessments, CAMs, 
and other analyses while also allowing drill-down to 
the underlying data. 

In addition, audit committees will want to be aware 
of matters published in the PCAOB’s AuditorSearch 
involving the name of the engagement partner and 
the names of the individual firms participating in 
the audit. The company should have a means of 

While the revised PCAOB standard 
and Form AP are aimed specifically 
at external auditors, they also have 
repercussions for the audit committee, 
management, and internal audit.



automatically querying the PCAOB database or at 
least storing the relevant information it provides.

The audit committee should also assess what other 
information it wants or needs. For example:

• A company that has operations around the 
world may want to understand the quality 
control procedures and PCAOB inspection 
results of affiliated firms involved in the audit 
in various foreign jurisdictions. 

• A company that has operations in another 
country may have had audit work performed 
by an international affiliate of the auditor 
signing the report, but has not had it inspected 
by the PCAOB. The audit committee may want 
the auditor to explain what has been done to 
ensure the quality of audit work performed by 
the international affiliate firm.

• Understanding the number of audits the 
partner is responsible for may prompt 
discussion of whether the engagement partner 
has sufficient time to devote to the audit 
engagement and how this may affect overall 
audit quality.

• If the engagement partner has been 
associated with restatements or other 
anomalies on other audits, the audit 
committee may want to consider that when 
appointing an external auditor.

Finally, the audit committee will want to consider the 
impact of the PCAOB’s adopted auditing standard 
on proxy-related disclosures. For instance, a recent 
survey by the EY Center for Board Matters found 
that from 2012 through 2017, the percentage of 
survey participants disclosing the length of the 
external auditor’s tenure increased from 27 percent 
to 67 percent. 

Similarly, for the same survey period, the percentage 
of survey participants that disclose whether their 
audit committees consider the impact of changing 
auditors when assessing whether to retain the 
current auditor increased from 3 percent to 60 
percent. It seems likely these kinds of disclosures 
may increase, in part, as a result of the adopted 
changes to the auditor’s repowering model.

2. Management
Management should take the time to understand 
the new disclosures required under the standard as 
well as the specific CAMs the company’s external 
auditor intends to identify in its report. In the early 
years of adoption of the standard, management will 
want to ensure that disclosure of CAMs is consistent 
with other disclosures in the financial statement, 
footnotes, and other disclosures in SEC filings. 
Advanced document storage and linking technology 
can simplify the process of tying CAMs disclosure to 
the financials and footnotes.

Investor relations staff should consider whether any 
of the new auditor reporting items affect investor 
communications. For example, disclosure of auditor 
tenure may prompt questions from shareholders 
that investor relations and management should be 
prepared to address. 

3. Internal audit
Internal audit has much to gain by coordinating with 
the company’s external auditors throughout the year, 
and the PCAOB’s revised auditor reporting standard 
is no exception. Internal audit should have a clear 
understanding of the nature of each CAM and how it 
was determined. 

Because CAMs will likely involve areas where there is 
a higher risk of material misstatement, internal audit 
should have a clear understanding of the external 
auditor’s risk assessment. It is also important that 
internal audit ensures that policies, procedures, 
and internal controls in those higher risk areas are 
appropriately designed and operated. 

Take advantage of the phase-in period for the 
required disclosure of CAMs to understand how 
your external auditor will approach CAMs in your 

Management should take the time 
to understand the new disclosures 
required under the standard as well 
as the specific CAMs the company’s 
external auditor intends to identify in 
its report.
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company’s audit. Consider whether there have 
been control deficiencies reported in any of the 
audit areas to be the subject of a CAM and consider 
immediately remediating any such deficiencies. 
Finally, ensure that your internal audit approach 
in areas identified as CAMs is responsive to the 
related risks. 

Internal auditors who understand how external 
auditors view and prioritize risk can then use that 
knowledge make their management programs much 
more valuable to the organization and the external 
auditor in the aggregate. Here again, a collaborative 
work management solution can reduce inefficiencies 
between external auditors and internal audit 
functions. With this platform, both parties can look 
at one source of truth to align perspectives, identify 
areas of concern, and prioritize risk.

A final thought

I have heard concerns: “What happens if there is a 
significant deficiency identified in the audit area that is 
the subject of a CAM? Will the auditor, in essence, be 
making public disclosure of a significant deficiency in the 
audit report?” 

My response is no. I doubt you will see the auditor 
use the term “significant deficiency” in the description 
of a CAM. However, as a practical matter, if there is a 
significant deficiency in an audit area identified as a CAM, 
it seems the disclosure of how the matter was addressed 
in the audit could be more extensive than a situation 
where there were no control deficiencies. 

My advice: understand the CAMs identified by the 
external auditor and ensure that your underlying audit 

documentation in those areas is strong in both quantity 
and quality—and free of any control deficiencies.

Additional reading

For additional reading on the reporting standard, including 
examples of the auditor’s unqualified report and the 
communication of critical audit matters, please see:

• PCAOB Release No. 2017-001, June 1, 2017, 
pages A1–17

• PCAOB Release No. 2016-003, May 11, 2016, 
pages 32–35
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COSO publishes final 
version of updated 

ERM framework
The Committee of Sponsoring Organizations of the Treadway 

Commission has released its newly revised enterprise risk 
management framework, which gives organizations a new tool 

to consider in building out their ERM approaches. 
Tammy Whitehouse has more.
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The Committee of Sponsoring Organizations 
of the Treadway Commission recently re-
leased its newly revised enterprise risk man-

agement framework, giving companies a new tool 
to consider in building out their risk management 
approaches.

The new COSO ERM framework is an update 
to the original 2004 framework, focusing new at-
tention on baking ERM into a company’s strategic 
planning and embedding it throughout the or-
ganization. COSO says the updated version of the 
framework is designed to help companies create, 
preserve, and realize value while also improving 
their risk management approaches.

COSO says its ERM framework is among the 
most widely recognized and applied risk manage-
ment frameworks globally. Its revision was driven 
by COSO’s sponsoring organizations, which have 
deep ties into U.S. public companies — the Amer-
ican Institute of Certified Public Accountants, In-
stitute of Internal Auditors, Financial Executives 
International, American Accounting Association, 
and Institute of Management Accountants.

The new framework is heavily focused on inte-
grating risk management into many of the good 
governance activities typically occurring in many 
companies, says COSO Chairman Bob Hirth. “It rec-
ognizes that businesses are already doing plenty 
of things,” he says. “They’ve got a mission, visions, 
and values. They’ve got a governance strategy and 
metrics around that. We intentionally don’t want to 
interfere with that.”

Instead, the framework steers companies to-
ward folding ERM thinking into those activities, 
says Hirth. “Let’s integrate risk management con-
cepts so it’s better and more risk-adjusted,” he says. 
“That helps you set probably better metrics. We’re 
really pushing on this idea that ERM not some sep-
arate thing or set of activities.”

Much the way COSO’s Internal Control — Integrat-
ed Framework is structured, the ERM framework is 
organized into five components — governance and 
culture, strategy and objectives, performance, re-
view and revision, and communication and report-
ing. Each component is supported by a total of 20 
principles that should be present and functioning 
in a sound ERM approach.

The framework update acknowledges and 
builds upon the realities of the modern business 
landscape, like economic market shifts, rapidly 
evolving technology, and changing demographics, 
COSO says. It also contemplates additional trends 
that will affect ERM approaches into the future, 
like the proliferation of data, artificial intelligence, 
and automation.

“There is no doubt that organizations will con-
tinue to face a future full of volatility, complexity, 
and ambiguity,” the framework says. “Enterprise 
risk management will be an important part of how 
an organization manages and prospers through 
these times.”

COSO is making the framework available in 
a variety of formats and is developing multiple 
translations. ■

“[The new framework] recognizes that businesses are already doing 
plenty of things. They’ve got a mission, visions, and values. They’ve got 
a governance strategy and metrics around that. We intentionally don’t 
want to interfere with that.”

Bob Hirth, Chairman, COSO
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ACTION OF THE MANAGING DIRECTORS OF

WORKIVA LLC

BY UNANIMOUS WRITTEN CONSENT

 The undersigned, constituting all of the Managing Directors 
(the “Board”) of Workiva LLC, a Delaware limited liability company (the 
“Company”), in accordance with Section 5.1.6 of the Operating Agreement 
of Workiva LLC dated September 17, 2014 (the “Operating Agreement”) 
and Section 18-404(d) of the Delaware Limited Liability Company Act, by 
unanimous written consent, as evidenced by the signatures set forth 
below, do hereby consent in writing that the resolutions set forth in Appen-
dix A hereto are hereby ratified, confirmed and approved.  It is each of the 
undersigned’s intent that this consent be executed in lieu of, and consti-
tutes, a meeting of the Managing Directors pursuant to Section 5.1.6 of 
the Operating Agreement, which consent shall be filed by the Secretary of 
the Company with the minutes of the meetings of the Board.  All terms not 
defined herein shall have the meanings ascribed to them in the Operating 
Agreement.

 

I hereby confirm that I have read and understand the resolutions set 
forth in Appendix A hereto.

  

 

I hereby consent to the adoption of the resolutions set forth in Appendix 
A hereto.
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