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Human Trafficking Lawsuits Impact Supply Chain

Forget conflict minerals. Lawsuits
against Nestlé and Costco both
claim the companies used shrimp
produced utilizing slave labor

in Thailand

by Joe Mont

hile you were worrying about tin, tungsten, tanta-

N -x / lum, and gold in your supply chain—all minerals

blamed for human rights abuses—recent lawsuits

targeting cat food and shrimp cocktail are creating a whole
new type of compliance headache.

In August 2015, a class-action lawsuit was filed against
Nestlé for allegedly supporting a system of slave labor
and human trafficking when sourcing seafood for its
Fancy Feast brand of cat food. A similar lawsuit alleges
that Costco knowingly sold frozen prawns that were
the product of slave labor in Thailand; it demands those
products be labeled to indicate that they are the product
of slave labor.

Expect more cases like these as government regulations
continue to address social issues. Notably, the California
Transparency in Supply Chains Act and U.K. Modern Slav-
ery Act require companies to disclose their efforts to eradi-
cate forced labor and human trafficking from their supply
chains. The California law was invoked in the Nestlé and
Costco lawsuits.

“It is the tip of the iceberg and signal of a trend we are
going to see more of,” Dynda Thomas, a partner with the
law firm Squire Patton Boggs , says of this new breed of liti-
gation.

The Costco complaint argues that its use of forced labor
is inconsistent with its California Transparency in Supply
Chains Act disclosure. That state law requires businesses to

“These cases show the risks of making
what people probably believed were solid,
good faith statements about their efforts

to eradicate slavery because they are now
being used against them.”

Dynda Thomas, Partner, Squire Patton Boggs

disclose the efforts they are making (if any) to eradicate hu-
man trafficking and slavery from their supply chains. It ap-
plies to retailers and manufacturers with annual worldwide
gross receipts that exceed $100 million and that do business
in California.

Costco’s disclosure under that law says that it “has a sup-

plier Code of Conduct which prohibits human rights abuses
in our supply chain” and that it conducts supply chain audits
and imposes consequences to prevent and correct violations.
The lawsuit, drawing from media reports uncovering forced
labor in Thailand’s shrimping industry, claims that the dis-
closure was both inaccurate and misleading.

The lawsuit against Nestlé similarly alleges that the com-
pany “knowingly supports a system of slave labor and hu-
man trafficking to produce its Fancy Feast cat food, while
hiding its involvement with human rights violations from
the public.”

The lawsuit alleges that Nestlé works with a Thai part-
ner, Thai Union Frozen Products, to import more than 28
million pounds of seafood-based pet food for brands sold
in America, some ingredients of which were sourced using
slave labor. The complaint also states that despite protec-
tion of human rights listed as one of Nestlé’s Corporate
Business Principles, the food giant “has failed to live up
to its own ideals” as government sources have confirmed
that fish and shrimp from Thailand are likely the product
of forced labor.

Activists, litigants, and shareholders are all pressur-
ing organizations to have a better understanding of their
supply chains, says Mike Varney, partner in Crowe Hor-
wath’s global risk consulting practice. Lawsuits like these
will increasingly make organizations “aware they have
to consider both financial and non-financial elements in
their decision making.” They also, once again, drive home
the point that companies must be fully engaged in supply
chain risk management and have an “intimacy with their
vendors.”

“Think back 15 years ago. Nine times out of 10 you prob-
ably knew the person you were buying from, or knew a per-
son from the organization,” Varney says. “Now, with these
wide, dispersed supply chain structures in all parts of the
world, and with a lot of negotiations and discussions done
over the phone or via e-mail with organizations in countries
with different cultural norms—if you are not close to your
vendors, have an engaged relationship, and a process where
you vet them, audit them, and hold them accountable, you
can end up in situations like this.”

An unnerving reality of the lawsuits is the potential that
companies have no good options when disclosing their ef-
forts to be socially responsible. You can try ignoring issues
like human trafficking until litigation, regulatory wrath,
and bad publicity catch up with you; or you can put pro-
grams in place and discuss them openly—and immediately
put yourself in the crosshairs of the plaintiffs bar.

Thomas worries that disclosures under the Califor-
nia Transparency Act will be used as fodder for litigation
if those assurances prove to be unfounded or inadequate.
“These cases show the risks of making what people probably
believed were solid, good faith statements about their efforts
to eradicate slavery because they are now being used against
them,” she says. “In Costco’s case, they said they don’t tol-
erate slavery in their supply chain. Then the evidence comes
out that it exists. If they hadn’t made that statement, they
probably wouldn’t be sued for this.”



“If you are not close to your vendors, have
an engaged relationship, and a process
where you vet them, audit them, and

hold them accountable, you can end up in
situations like this.”

Mike Varney, Partner, Crowe Horwath

Getting Ahead of It
One of the only ways to insulate company claims from
successful litigation is to ensure that the claims are ac-
curate and company programs are suitably effective, wheth-
er the issue at hand involves slavery, child labor, conflict
minerals, cotton, cocoa, or palm oil. Companies need to
achieve regulatory compliance, but also keep costs in check
when waging the uphill battle to ensure that what could be
thousands of suppliers are compliant.

A prerequisite is education, says James Calder, director
of compliance programs for Assent Compliance. If pos-
sible, companies should develop a learning management
system for suppliers and ensure that there is a clear, unam-
biguous communication of corporate policies. Also, track
what suppliers have done for training as part of their on-
boarding process. Educational outreach should encompass
both a vendor’s management team and employees, with the
latter group provided a hotline or similar mechanism to
report concerns and violations of the agreed-upon Code
of Conduct.

A supplier management system can sort through the data
you collect on vendors and help make sense of surveys, in-
spection reports, supplier training, and due diligence audit-
ing. Using this data, a company can establish risk profiles
based on product and geography, prioritizing outreach and
due diligence investigations. “Those will trigger activities
within the program to quantify whether a supplier is high
risk or not,” Calder says. “Then, if you have a high-risk sup-
plier, there is an assessment by subject matter experts and a
much deeper survey and discussion. You may not necessar-
ily need an audit at that point, but you want to get as much
information from those suppliers as possible to develop the
risk assessment.”

Unannounced on-site visits and audits can be deployed
for uncooperative or suspicious suppliers. “That’s a pretty
high level of due diligence because if you pop up on site
without telling them you are coming, that’s when you might
catch issues,” Calder says. “You need to have good auditors,
people who understand the issue so they interview the right
people and ask the right questions. Even if a supplier tries to
hide stuff, if you ask the right questions you can find out if
there is something wrong.”

As for avoiding litigation, Calder has some simple ad-
vice for organizations: Have a plan and stick to it. “Make
a commitment, and have senior management buy into it,”
he says. m
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CALIFORNIA'S DISCLOSURE REGIME

Below are selections from a resource guide to the California Trans-
parency in Supply Chains Act.

The California Transparency in Supply Chains Act applies to any
company doing business in California that has annual worldwide
gross receipts of more than $100 million and that identifies itself as
a retail seller or manufacturer on its California tax return. Compa-
nies subject to the Act must post disclosures on their Internet web-
sites related to: verification, audits, certification, internal account-
ability, and training. [Report rules and suggestions are below.]

» Confirm whether the company engages in verification activities
to identify, assess, and manage the risks of human trafficking ...

» ... disclose whether the company uses a third-party verifier.

» Describe the general methodology the company uses to verify
entities in the product supply chain in assessing those risks, in-
cluding general information about the frequency of verifications.

» Describe whether the company assesses and manages potential
risks related to the presence of labor brokers or third-party re-
cruiters in its supply chain.

» State whether the audits are independent and unannounced.

» Generally describe the audit methodology and how the com-
pany selects suppliers to audit.

» Provide statistics on the general timeline, frequency, and num-
ber of announced and unannounced audits.

» Disclose to what extent that the retail seller or manufacturer
requires direct suppliers to certify that materials incorporated
into the product comply with the laws regarding slavery and
human trafficking of the country or countries in which they are
doing business.

» Provide a general description of the certification requirement
and the consequences for violating it.

» Provide a link to the company’s code of conduct related to sup-
plier workplace standards and provide general information on
the types of preventative and corrective actions it takes.

» Disclose any mechanisms in place to help workers understand
the company's fair labor requirements, including protections
for workers who lodge grievances or report violations. Identify
levels of employees being trained by category or type.

» Provide a general description of the nature of relevant training,
including topics and general statistics regarding the duration

and frequency of the training sessions conducted.

Source: Office of the Attorney General
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Elminating Cyber-Threats From the IT Supply Chain

National Institute of Standards

and Technology issues supply chain
risk management guidance that chief
compliance officers in the private sec-
tor should keep their eye on

By Jaclyn Jaeger

he longer a global supply chain grows, the less

visibility and assurance corporations have into

the integrity and security of their products and
operations. Now NIST is trying to pierce that fog, and
compliance officers in the private sector might want to
take notice.

In April 2015 the National Institute of Standards and
Technology issued its latest guidance, “Supply Chain
Risk Management Practices for Federal Information
Systems and Organizations”—a 282-page missive on
how to better manage the supply chain for technology
products, to root out cyber-threats that might leave a
piece of IT equipment compromised or simply mal-
functioning. NIST’s guidance is intended for govern-
ment agencies acquiring lots of IT and communication
technology, but the principles behind it are just as useful
elsewhere.

“Every organization relies upon
technology, whether it’s in their
manufacturing  processes, their
products, or services, or if it’s to en-
able their business activity,” says Jon
Boyens, a senior adviser for informa-
tion security at NIST and co-author
of the guidance.

In today’s globalized world, the
components of a laptop or a cellu-
lar phone, for example, are routinely
manufactured in many different
locations, while assembly of the final product may take
place in yet another part of the world. Now imagine how
much more complex that supply chain becomes for a
much larger system, such as the avionics in a commercial
airplane or a communications network for the military.

“Each access point into the technology, which ulti-
mately is assembled into one product or service, creates
risk,” Boyens says. Hackers might try to embed malicious
software within those components, or poorly trained
workers might just assemble a bad part. Either way, the
threats to the supply chain are many, and the final result is
the same: an untrustworthy product, that you might not
even know exists.

“Cyber-supply chain risk management is still a fairly
nascent discipline,” Boyens says. “I would say it’s where

Boyens

traditional supply chain risk management was about 15
years ago. It’s still developing.”

Risk Management
ne part of the guidance describes three tiers of risk
management to help organizations integrate ICT
supply chain risk management (yes, there’s an acronym
for that: ICT SCRM) effectively. They are:

TIER 1: ORGANIZATION. In this tier, the company’s
executive leadership team defines the company’s overall
ICT SCRM strategy, policies, goals,
and objectives. These activities “help
to ensure that ICT SCRM mitigation
strategies are cost-effective, efficient,
and consistent with the strategic
goals and objectives of the organiza-
tion,” the guidance states. This tier
is also responsible for establishing a
risk tolerance level for ICT supply
chain risks.

Senior leadership support is “non-
negotiable,” says Jennifer Bisceglie,
president and CEO of Interos Solutions, a consulting firm
that works on supply chain risk management. It must be
connected to the business objective, she says, or leader-
ship will not support it.

At the organization tier, another step is to establish a team
with roles and responsibilities for leading and supporting
ICT SCRM activities. “We advocate a team-based approach,”
Boyens stresses. The specific functions that may be involved
in managing ICT supply chain risks can include compliance,
risk, legal, IT, supply chain and logistics, acquisition and
procurement, and other relevant functions, he says.

Bisceglie

“This does not negate the need for each
organization to take the time to review
their internal policies and processes to

see where they might be introducing
vulnerabilities into their operations, or
accepting risk from their supplier base and
partner.”

Jennifer Bisceglie, President & CEO, Interos Solutions

TIER 2: MISSION/BUSINESS PROCESS. This tier is re-
sponsible for developing actionable policies and proce-
dures, guidance, and constraints. In this tier, program
requirements are defined and managed, and they might
include cost, schedule, performance, and a variety of criti-
cal non-functional requirements—such as reliability, de-
pendability, safety, security, and quality. “Many threats



“Every organization relies upon technology,
whether it's in their manufacturing
processes, their products, or services, or if
it's to enable their business activity.”

Jon Boyens, Senior Adviser, NIST

to and through the supply chain are addressed at this lev-
el, in the management of trust relationships with system
integrators suppliers, and external service providers of
ICT products and services,” the guidance states.

TIER 3: INFORMATION SYSTEM. This tier is where ICT
SCRM activities are integrated into the system develop-
ment lifecycle of IT systems and system components.
“Many threats through the supply chain are addressed at
this level, with the use of ICT SCRM-related information
security requirements,” the guidance explains.

Reducing ICT supply chain risks should be an enterprise-
wide effort. “Generally, senior leaders provide the strategic
direction, mid-level leaders plan and manage projects, and
individuals on the front lines develop, implement, and oper-
ate the ICT supply chain infrastructure,” the guidance states.

Post-Tier Steps
fter these three tiers have been established, ICT SCRM
should be integrated into enterprise-wide risk manage-
ment processes by implementing the following steps:

»  Frame: Establish the context for risk-based decisions
and the current state of the information system or
ICT supply chain infrastructure.

»  Assess: Review and interpret severity, threat, vulner-
ability, likelihood, impact, and related information.

»  Respond: Select, tailor, and implement mitigation
controls once a risk has been identified.

»  Monitor: Monitor risk on an ongoing basis, includ-
ing changes to an information system or ICT supply
chain infrastructure, using effective communications
and a feedback loop for continuous improvement.

Any firm that’s trying to implement supply chain risk
management best practices can use the NIST guidance asa
framework, although the exercise will always involve lots
of effort and attention. “This does not negate the need for
each organization to take the time to review their internal
policies and processes to see where they might be intro-
ducing vulnerabilities into their operations, or accepting
risk from their supplier base and partners,” Bisceglie says.

Furthermore, Boyens says that the guidance is meant
to complement, rather than replace, existing standards
and guidelines, such as CoBIT 5.0 or ISO 27000. “Our
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risk management processes are consistent with other risk
management processes in terms of identifying, assessing,
and managing that risk,” he says.

Because technology supply chains differ across and
within organizations, those risk management plans
“should be tailored to individual organizational, pro-
gram, and operational contexts,” the guidance stresses.
Tailored plans will “help organizations to focus appropri-
ate resources on the most critical functions and compo-
nents based on organizational mission/business require-
ments and their risk environment.”

“We need to change the workflow from reactive to
proactive,” Bisceglie says; supply chain risk management
should be a process, rather than a compliance checklist
activity. m

MULTI-TIERED RISK MANAGEMENT

Below is an excerpt from the National Institute of Standards and
Technology's guidance, describing the three organizational tiers
that make up information and communication technology supply
chain risk management (ICT SCRM).

Tier 1: Organizational level. In general, Tier 1 is engaged in the
development of the overall ICT SCRM strategy, determination of
organization-level ICT SCRM risks, and setting of the organization-
wide ICT SCRM policies to guide the organization’s activities in
establishing and maintaining organization-wide ICT SCRM capa-
bility.

Tier 2: Mission/business process level. Tier 2 is engaged in priori-
tizing the organization’s mission and business functions, conduct-
ing mission/business-level risk assessment, implementing Tier 1
strategy and guidance to establish an overarching organizational
capability to manage ICT supply chain risks, and guiding organiza-
tion-wide ICT acquisitions and their corresponding SDLCs.

Tier 3: Information system level. Tier 3 is involved in specific ICT
SCRM activities to be applied to individual information systems
and information technology acquisitions, including integration of
ICT SCRM into these systems' [development life cycles].

The ICT SCRM activities can be performed by a variety of individu-
als or groups within an organization, ranging from a single indi-
vidual to committees, divisions, programs, or any other organiza-
tional structures. ICT SCRM activities will be distinct for different
organizations depending on their organization's structure, culture,
mission, and many other factors.

It should be noted that this publication gives organizations the
flexibility to either develop stand-alone documentation (e.g., poli-
cies, assessment and authorization plan and ICT SCRM plan) for
ICT SCRM, or to integrate it into existing agency documentation.

Source: NIST
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As Compliance Risks Rise, Banks Keep Rethinking

Non-financial risks (read: regulatory

compliance failures) are now driving

the compliance conversation at large
firms more than financial risks

by Joe Mont

neck right now is the Federal Reserve and its contin-
ued efforts to keep interest rates low. That policy has
been punishing to banks’ bottom line.

But make no mistake, banks have plenty of other alba-
trosses around their necks too—and most have to do with
regulatory compliance risks.

Think of stress tests and visits from regulatory exam-
iners; think of heightened capital requirements and nine-
figure monetary penalties for legal violations. Banks have
shuttered branches in risky geographies, are retreating
from market making activities, cut formerly profitable
correspondent banking relationships, and closed their
doors to what some consider unsavory businesses (from
strip clubs to marijuana dispensaries).

All of it to stay on the right side of regulatory compli-
ance.

Some banks now even want to avoid taking large cash
deposits. State Street recently started charging many of
its customers for large dollar deposits. Likewise, JPMor-
gan Chase reportedly cut its own unwanted deposits by
more than $150 billion by tacking on fees. Why give up the
money? Near-zero interest rates are one reason, but there
is also regulatory concern that this so-called “hot money”
might cause systemic damage if too many customers try to
take it back too quickly during a financial crisis.

These specific actions illustrate a broader picture: Banks
are increasingly shifting their focus to non-financial risks.

According to EY researchers in a recently released sur-
vey of 52 financial firms across 27 countries, 89 percent of
respondents reported a heightened focus on non-financial
risks, including conduct, compliance, reputation, money
laundering, and systems.

Many of the responding banks shared a similar opinion:
the events that led to the large operational losses sustained
during the past five years (fines, payments to purchasers of
products, and fraud losses among them) were the result of
weak oversight and control processes.

“This has triggered risk and control reviews in a number
of banks and spurred changes to accountability to ensure
the front office focuses on the quality of the controls in the
end-to-end activity,” the EY report says. “Banks have also
increased evaluation of near-miss events and have sought
mechanisms to improve information channels up through
the organization, including whistleblower arrangements.”

Sure, the biggest albatross around the banking world’s

Banks have “to take a knife to any part of the business
that is dragging down return,” says Patricia Jackson, lead
author of the EY report. Nearly a quarter of the surveyed
firms are retreating from geographic areas, double the
number who said they were last year. More than 40 percent
are exiting business lines, and 90 percent are reevaluating
them.

“We are sending whole reams of activity no longer in
banking over to shadow finance,” she says. “Project fi-
nancing, infrastructure lending, energy finance are not in
traditional banking now.”

“The initial focus was on capital and liquidity,” says

“Internally banks have understood that to
embed significant changes to management
practices, controls, they need to have a
solid culture that provides the foundation
for those changes to take place.”

Andrés Portilla, Managing Director of Regulatory Affairs,

Institute of International Finance

Peter Davis, a principal in EY’s financial services office.
“This year, we saw the focus on non-financial risk and
techniques for testing those.” Those efforts include a
sharper focus on culture and conduct. A considerable chal-
lenge is the ongoing struggle to embed risk appetite across
the enterprise.

“Internally banks have understood that to embed sig-
nificant changes to management practices [and] controls,
they need to have a solid culture that provides the foun-
dation for those changes to take place,” Andrés Portilla,
managing director of regulatory affairs for the Institute of
International Finance, said during a webcast to discuss the
EY study. “You can have adequate capital, adequate liquid-
ity; but if you have the wrong kind of culture within the
financial institution that is where the problems are going
to come from.”

Getting to Non-Financial
To bring greater focus to non-financial risk, many banks
are creating new functions, often mandated by their
boards, which review conduct risk as stringently as the firms
historically looked at financial risk. “This conduct risk re-
quires the education and training of internal personnel as
well as current and potential third parties,” says Greg Dick-
inson, CEO of Hiperos, a provider of risk-related technol-
ogy to global banks. “Codes of Conduct, if not in existence
already, are being created and personnel and external parties
need to attest to them. All of this, of course, is based upon
the bank’s risk appetite and that too is being reexamined in
light of the additional conduct issues that need to be incor-
porated into an overall risk score.”



The focus on improving “culture,” as demanded by
banking regulators presents a considerable challenge: How
to develop a comprehensive framework, rather than simply
add another layer of checks and metrics of questionable
value. Banks also report that imple-
menting risk-sensitive compensation
policies effectively is difficult.

“It’s difficult to assess,” Portilla
says. “There are no numbers or metrics
that show what kind of a culture you
have within a financial institution.”
Supervisory assessments rely on inter-
views with the board and with senior
and middle management as they “try
to grasp what culture and environment
they live with day to day.”

A supervisory look at culture and risk appetite is nothing
new, Jackson says, “but pressure on the industry in this area
has intensified and intensified” and “there is still a large major-
ity of firms who are struggling to link it to business decisions.”

“That’s got to be the next task,” she says. “If you want to
get accountability with your business lines, you need to tell
them how much risk you are willing to run.”

In response, expect banks to continue ongoing invest-
ments in technology that can assist with granular risk analy-
sis and provide both qualitative and quantitative metrics. “It
has to mesh together,” she says. “You can’t just go on chuck-

Dickinson
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ing another thousand people at the problem. It is too costly.”

The attention paid to bank culture and other non-finan-
cial risks will continue as institutions are prodded by regula-
tors. Dickinson refers to recent guidance by the Office of the
Comptroller of the Currency that delineates new responsi-
bilities banks must assume as they assess risk and compli-
ance before entering into a third-party relationship.

“These risks can range from information security to
bribery, corruption, and beyond,” Dickinson explains.
“We all have read about breaches that occurred to finan-
cial organizations caused not by their own data security,
but by a third party whose cyber-security was not secure
enough.”

Banks are “taking serious and comprehensive steps to ex-
pand their risk programs to incorporate conduct and com-
pliance into third-party risk assessments,” Dickinson says.
“They are instituting internal codes of conduct as well as
ensuring third parties attest to them.”

Dickinson recalls a recent conversation with one financial
executive who provided detail on a litany of several institu-
tional changes: “We’ve completely overhauled our enterprise
risk management framework, including all of the supporting
key risk frameworks and policies; re-evaluated and articu-
lated the firm’s culture and values; created a single code of
conduct across the firm; and clarified roles and responsibili-
ties, as well as the performance appraisal and compensation
process.” m

BANKS RANK RISK

The following are top risk concerns for financial institutions as detailed in Wolters Kluwer's recent Financial Services' Regulatory & Risk Man-

agement Indicator.

Cyber-security

Regulatory change mgmt.
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Community Reinvestment Act
Model Risk
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Source: Wolters Kluwer
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Due Diligence Practices in Emerging Markets

CCOs wondering how their peers
manage third-party risks and where
they focus due diligence efforts will
want to take a look at a new report
from due diligence firm Arachnys

by Jaclyn Jaeger

ompliance officers wondering how their peers man-
age third-party risks and where they focus due dili-

gence efforts these days will want to take a look at a
new report on those practices.

Chief compliance officers responsible for emerging
markets have long been hampered by poor access to cor-
porate data, court records, and media reports in those re-
gions. That has driven them to use technology for more
comprehensive research on the third parties and individu-
als with whom they do business. “We really don’t see any
sector as being able to avoid having to invest more in due
diligence,” says Ed Long, head of research and report au-
thor for Arachnys, a British software firm that provides
enhanced due diligence.

To get a better understanding of where in the world com-
panies concentrate their due diligence efforts, Arachnys
studied the volume and nature of its customers’ search ef-
forts in the last year. Out of 206 countries where compa-
nies conducted due diligence searches, China was, by far,
the most-searched country in the world—more than twice
as much as Russia, the No. 2 country. Arachnys published
that report and gave Compliance Week a review of some of
the results.

Exposure to high levels of corruption in China and
sanction violations in Russia probably explain why many

“The number of international sanctions
imposed has increased interest among
compliance officers in checking out
ownership structures of Russian
companies, and checking out what their
exposure is to these companies.”

Ed Long, Head of Research, Arachnys

companies focus their due diligence efforts on those two
countries. “The number of international sanctions im-
posed has increased interest among compliance officers in
checking out ownership structures of Russian companies,
and checking out what their exposure is to these compa-
nies,” Long says.

As one risk adviser at a global accounting firm explained
in the report, “It’s not the sanctions lists themselves that are
causing my clients problems. It’s how to decipher whether
third parties are or aren’t linked to the individuals or entities
on the sanctioned list.”

Following China and Russia, the United States ranked
third for due diligence research activity. One reason may
be that significant practical barriers still exist in the United
States to finding corporate information, particularly be-
cause many companles are registered at the state level, rather
than at the federal. “Due diligence research is less than plain
sailing, driving the need for improved tech solutions to catch
the small details that can otherwise fall through the cracks,”
the Arachnys report stated.

“What we see in the United States is competition to be
the most opaque state,” Long says. Delaware, for example,
stands out as the one of the least transparent states, where
obtaining any information—particularly on beneficial own-
ership of companies—other than the name and registration
number can be difficult, he says.

One senior vice president of an investment bank was
quoted in the Arachnys report as saying that tracing ul-
timate beneficial ownership of a business in the United
States can take just as much time and effort as he spends
researching companies in North Africa. “The informa-
tion is usually available online, but you often have to work
hard to get it, jumping through different hoops,” the ex-
ecutive says.

Other countries where companies commonly focused
their due diligence searches include Brazil, Mexico, India,
and Nigeria. “Compliance and risk professionals continue to
focus on the BRIC nations to a far higher degree than their
MINT (Mexico, Indonesia, Nigeria, and Turkey), counter-
parts,” the report stated. “[Arachnys] customers were four
times more likely to run analysis on a BRIC nation than a
MINT nation, for example, while over half of all searches in
these countries were in China.”

Industry Variances
Due diligence efforts also varied depending on industry,
as well as country. The main driver is “how heavily

regulated the industry is,” says David Buxton, founder of
Arachnys—the more heavily regulated the sector, the great-
er need to perform due diligence. As a result, the financial
services, pharmaceutical, and oil and gas sectors tend to per-
form high levels of due diligence.

Aside from regulatory pressures, geography still plays
a strong role. “We see companies in what might otherwise
be low-risk industries—retail, for example—that have very
significant compliance exposure because of the markets in
which they operate,” Buxton says.

Obstacles Persist
he report also assessed the unique compliance obsta-
cles that each country poses when performing a due
diligence search. As one head of research at an investment
bank explained in the report, two barriers arise in China:
language differences—“especially when we need to under-
take quick, reactive research;” and unraveling how a com-



pany is owned.

“We’ve had multiple experiences of companies being
red-flagged only to find them months or years later simply
operating under a new name,” the executive said in the re-

port. “Understanding the data environment in China and
knowing what information is out there relating to ultimate
beneficial ownership is crucial.”

With the language barrier in particular, information
on registered companies is only provided in Chinese;
unless you have a team of local experts working on this
research, “it can be very challenging for Western-based
companies to do due diligence work on Chinese compa-
nies,” Long says. Furthermore, because registered com-
panies in China are listed by province, “you really need
to know where your company is registered to be able to
find information on it,” he adds.

Another country that poses several due diligence re-
porting obstacles is Mexico, where the country’s federal
structure, poor corporate transparency, and entrenched
corruption makes research particularly difficult. Ac-
cording to the head of financial crime research at one
multinational bank, “with other BRIC markets like Bra-
zil, and even China, you see real progress in creating in-
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tegrated, centralized, easy-to-use registries. That’s not yet
the case in Mexico.”

“The key thing compliance officers should be doing is
making sure they are going to the actual official sources
of information,” Buxton says. He adds that companies
shouldn’t always rely on third-party sources that “may not
be up-to-date, or may or may not be accurate.” On a practi-
cal level, that requires having a deep understanding of each
country’s unique compliance obstacles, and how to over-
come them, he says.

A lot of companies simply don’t know what data is avail-
able, or how to access it in every country, Long says. At the
same time, “the amount of direct sources available has grown
exponentially,” he says; compliance officers have much more
corporate disclosure data at their fingertips to research than
ever before.

The good news is that by using a centralized system to
conduct due diligence searches on corporate data, court re-
cords, and media reports, companies increasingly are sim-
plifying and streamlining their due diligence efforts, while
reducing their third-party risk exposure. Companies can
expect that trend to continue as more countries continue to
become more transparent.

UNITED STATES, EUROPEAN UNION SANCTIONS

Below is a list of U.S. and EU sanctions in 2014 related to the Russia-Ukraine crisis.

» Oct. 6, Sanctions Body — OFAC: Revision of General License 3 to
include transactions involving Sherbank subsidiary DenizBank

» Sept. 12, Sanctions Body — EC: Scope of sanctions extended on 5
restricted Russian banks; 6 companies in energy and defense sec-
tors and 24 individuals also targeted

» Sept. 12, Sanctions Body — OFAC: Specially Designated Nationals
(SDN) list update adding a total of 17 entities, primarily targeting
the oil and gas, financial services, and industrial sectors

» July 31, Sanctions Body — OFAC: SDN list update adding 2 Ukrainian
and 2 Russian officials

» July 31, Sanctions Body — EC: Sector-wide sanctions imposed on 5
Russian banks, export restrictions to the Russian energy and de-
fense sectors and new designations of 8 individuals and 3 corporate
entities

» July 30, Sanctions Body — EC: Extension of restrictions on trade and
investment in transport, communications, or energy sectors in East-
ern Ukraine

» July 29, Sanctions Body — OFAC: SDN list update adding 1 industrial
entity and 3 financial services entities

» July 25, Sanctions Body — EC: Further designations of 15 individuals
and 18 entities (9Crimean companies and 9 institutions)

» July 16, Sanctions Body — OFAC: introduction of the new Sectoral
Sanctions Identifications List; SDN Isit update to add 4 Russian of-
ficials, 1 Ukrainian official and 15 corporate entities, including 4 in
the financial services sector

Source: Arachnys

» June 27, Sanctions Body — EC: Imposition of an import ban on goods
from Crimea and Sevastopol

» June 20, Sanctions Body — OFAC: SDN list update to add 1 Russian
and 6 Ukrainian officials

» May 12, Sanctions Body — EC: Sanctions imposed on 13 Russian and
Ukrainian individuals; first EU asset freezes for 2 Ukrainian Energy
companies

» April 28, Sanctions Body — OFAC: SDN list update to add 7 Russian
officials and 17 Russian corporate/financial entities

» April 28, Sanctions Body — EC: 15 individuals added to designated
persons list

» April 11, Sanctions Body — OFAC: SDN list update to add 7 Crimean
officials and one oil and gas company in Crimea

» March 21, Sanctions Body — EC: Designations extended to include
further 12 Crimean and Russian individuals

» March 20, Sanctions Body — OFAC: SDN list update to add 20 Rus-
sian officials and one Russian bank

» March 17, Sanctions Body — OFAC: First designations: 11 Ukrainian
and Russian officials are added to the SDN list

» March 17, Sanctions Body — EC: Asset freeze update to include 21
individual military and political figures from Crimea and Russia

» March 6, Sanctions Body — OFAC: issuance of initial Ukraine-related
Presidential Executive Order authorizing sanctions

» March 6, Sanctions Body — EC: Asset freeze and travel ban on 18
senior officials of the ousted Ukrainian government
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Defense Department Tackles IT Supply Chain Risk

Defense Department is taking a hard
look at supply chain risks posed by
government contractors who provide
IT products and services

by Jaclyn Jaeger

The Defense Department is taking a harder look at

supply chain risks posed by government contractors
who provide IT products and services, so CCOs at
those businesses should prepare to review how their supply
chain risks might affect eligibility to bid on future contracts.
In October 2015 the department issued a final rule to
amend the Defense Federal Acquisition Regulation Supple-
ment (DFARS) and implement Section 806 of the National
Defense Authorization Act. The final rule generally retains
the same controversial provisions contained in an interim
rule issued in 2013, including a clause that allows the DoD
to bar contractors from providing IT for a “national secu-
rity system” if the contractor or its subcontractors present
“a supply chain risk.”
The final rule generally defines a national security sys-

“Supply management is a compliance
function, with responsibility for policing a
global network of suppliers and ensuring
compliance with laws and regulations,
government contracting rules, and
company policies.”

Alan Chvotkin, Counsel, Professional Services Council

tem as an information system used for intelligence or mili-
tary operations. A supply chain risk is “the risk that an
adversary may sabotage, maliciously introduce unwanted
function, or otherwise subvert the design, integrity, manu-
facturing, production, distribution, installation, operation,
or maintenance of a national security system so as to surveil,
deny, disrupt, or otherwise degrade the function, use, or op-
eration of such system.”

Although the rule itself is limited in scope, it is only
the latest measure in a broader government-wide effort to
protect supply chain integrity in government procurement.
“This fits into the government’s larger focus on the supply
chain risk generally,” says Peter Eyre, a partner in Crow-

ell & Moring’s government contracts group. The fear: that
sophisticated operators could infiltrate or sabotage national
security systems by inserting counterfeit parts or malware
into products the government buys.

Exclusion Authority

he final rule gives the DoD far-reaching authority to

exclude IT contractors without any hearing or explana-
tion, which is a sore point for government industry groups.
“There is no due process, and there is no appeal,” says Alan
Chvotkin, executive vice president and counsel of the Pro-
fessional Services Council, the national trade association of
the government professional and technical services industry.
“That’s a pretty broad set of authorities.”

Under the final rule, these preliminary measures must be

taken, however, before the DoD may exercise its authority:

»  The Under Secretary of Defense for Acquisition, Tech-
nology, and Logistics and the Chief Information Of-
ficer of the Defense Department must first make a joint
recommendation that “there is a significant supply
chain risk to a covered system;”

»  The DoD must make a determination in writing, with
the concurrence of the Under Secretary of Defense for
Acquisition, Technology, and Logistics, that Section
806 authority is “necessary to protect national security
by reducing supply chain risk,” and that “less intrusive
measures are not reasonably available to reduce such
supply chain risk;” and

»  Classified or unclassified notice of the determination
must be provided to certain congressional committees.

From a practical standpoint, IT contractors need to pro-
tect themselves as best they can in case DoD invokes its
exclusion authority. For example, contractors should have
a range of alternative suppliers in case procurement offi-
cers decide that one poses a supply chain risk, says Michael
Mutek, former general counsel of Raytheon’s Intelligence,
Information and Services business, a $6 billion business unit
of Raytheon.

Although the Defense Department has power to exclude
IT contractors at will, “I don’t expect this to be widely in-
voked,” Chvotkin says. It will be a “rare occasion” when the
DoD uses its Section 806 authority, he predicts.

Nonetheless, the final rule puts further pressure on
compliance officers of IT contractors to vet, monitor, and
audit the entire supply chain. “You really need to do all you
can to try to determine if you have an issue in your supply
chain,” says Mutek, now senior counsel at law firm Steptoe.

Furthermore, because the final rule does not identify
specific standards or controls for IT contractors to mitigate
supply chain risks, compliance will prove to be a particu-
larly complex task. “There is no one-size-fits-all standard
of risk assessment and risk mitigation,” Chvotkin says.



‘Not a Bright Line Rule’
he DoD explained in the final rule that standards or
controls would depend on the risks and risk tolerance
that would apply to each procurement. “It is not a bright
line rule,” Eyre says. Both the NDAA and the implement-
ing regulation leave IT contractors with a great deal of dis-

cretion. “It is difficult to know exactly what controls will
be satisfactory to the government.”

The Defense Department explained this lack of clarity
in the final rule itself: “Risk levels, risk tolerance, and ap-
propriate risk management measures must be determined at
the local level. Evaluation factors are specified at the indi-
vidual acquisition level and not in the DFARS.”

However, Chvotkin says IT contractors need more guid-
ance than what they have. “There needs to be some bench-
mark, some framework for companies to know what they
should be doing and how they’ll know they’re on the right
path to get there,” he says. “That is absent from this rule.”

RULE PROPOSAL DETAILS

The following excerpt from the Department of Defense’s final reg-
ulation, “Requirements Relating to Supply Chain Risk,” provides
details on amendments.

Significant Changes from the Interim Rule

1. Language is added to the rule to clarify that section 806 au-
thority is only applicable when acquiring information technolo-
gy, whether as a service or as a supply, that is a covered system,
is a part of a covered system, or is in support of a covered sys-
tem, including clarification of the prescriptions for DFARS pro-
vision 252.239-7017, Notice of Supply Chain Risk, and DFARS
clause 252.239-7018, Supply Chain Risk.

2. Guidance on the use of an evaluation factor regarding sup-
ply chain risk is modified to require the inclusion of the evalua-
tion factor when acquiring information technology, whether as
a service or as a supply that is a covered system, is a part of a
covered system, or is in support of a covered system. Additional
text regarding an evaluation factor has been added at DFARS
212.301, 213.106-1, 214.201-5, and 214.503-1.

3. DFARS clause 252.239-7018, Supply Chain Risk, is changed
as follows—

a. Paragraph (b), is modified to state that the contractor shall
mitigate supply chain risk in the provision of supplies and ser-

vices to the Government; and

b. Paragraph (c) is removed as the clause will no longer contain
a requirement to flow down the clause to sub-contractors.

Source: Department of Defense
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That being said, nothing in the rule precludes contrac-
tors from engaging in discussions with the government to
determine whether particular sub-contractors or suppliers
pose any risks or concerns, Eyre says.

Chvotkin agrees that some conversations still need to be
had while the DoD continues to develop the application of
the rule. “Companies ought to ask those questions, and I
would hope DoD would be forthcoming in answering some
of those questions on a case-by-case-basis,” he says.

The final rule departs from the interim rule in several im-
portant ways. First, the scope of the rule has been narrowed.
Whereas the proposed rule applied to “the development or
delivery of any information technology, whether acquired
as a service or as a supply,” the final rule applies only if the
IT is “part of” or “in support of” a national security system.

Rather than the rule applying to virtually every IT com-
ponent in all systems used by the Defense Department, it
expressly omits routine administrative and business applica-
tions, “including payroll, finance, logistics, and personnel
management applications,” according to the final rule.

Another difference from the proposed rule: where the
original would have pushed down the responsibility to iden-
tify and mitigate supply chain risk on subcontractors, the fi-
nal rule imposes that requirement only on prime contractors.
“Nevertheless, the Defense Department reserves the right to
exclude a subcontractor from performance of a contract, if
DoD in their subjective judgment determines that a subcon-
tractor poses a risk in performance,” Chvotkin warns.

Translation: Even though the DoD has eliminated the
flow down clause for its own purposes, prime contractors
should still flow down some responsibility and authority
to its subcontractors, “particularly because the government
can deny access to a sub-contractor,” Chvotkin says. “The
prime contractor must protect itself.”

You have to know who you’re doing business with not
just among your first-tier sub-contractors, “but all the way
through the supply chain,” Chvotkin says. “Having visibil-
ity into the supply chain is very 1mportant particularly for
these critical national security systems.”

As cyber-incidents grow more common (and more se-
vere), government agencies are only going to grow more cau-
tious when deciding who wins future contracts. For nation-
al security systems in particular, agencies likely will assess
both the past and current performance of an IT contractor’s
security controls in its supply chain.

That means compliance officers at IT contractors face
greater responsibility, as well. Historically, supply manage-
ment used to be an administrative function that rested with the
purchasing department, “ensuring that you got the right part
at the right time to the right place at right price,” Mutek says.

Well, “supply management has evolved,” he says. “It’s
no longer just a purchasing function. Supply management
is a compliance function, with responsibility for policing a
global network of suppliers and ensuring compliance with
laws and regulations, government contracting rules, and
company policies.” n




A Compliance Week publication

Home Depot: Third-Party Risk Joins Cyber-War

Third-party risk represents the ‘next
frontier’ in the ongoing cyber-war,
says Kelly Barrett vice president of
internal audit & corporate compliance
at Home Depot, where she navigated
a cyber-breach in 2014

by Tammy Whitehouse

4 I Third-party risk represents the “next frontier” in the

ongoing cyber-war, says Kelly Barrett vice president

of internal audit and corporate compliance at Home
Depot, where she navigated a cyber-breach like it was “a
blow to the head” and now tells the story of how the entity
faced the crisis.

“I worry about third-party risk a lot,” said Barrett, in an
address to the Institute of Internal Auditors General Au-
dit Management conference. While the
company quickly addressed a breach
into its own customer payment data in
2014, the experience has led to plenty
more activity to shore up more risk,
she said. Third-party risk is one that
still keeps her up at night.

“We are sharing tons of data with
third parties,” Barrett said. The com-
pany outsources, for example, its ben-
efit plans and healthcare benefits to a
third party, in whom she says she has plenty of confidence.
Still, “when I think of all the information that is exchanged,
it’s frightening,” she said, especially when considering how
much of that is shared into a deep pipeline of sub-contrac-
tors and sub-subcontractors.

Barrett

Third-party risk represents the “next
frontier” in the ongoing cyber-war. “I
worry about third-party risk a lot. We are
sharing tons of data with third parties.
When | think of all the information that is
exchanged it's frightening.”

Kelly Barrett, VP of Internal Audit and Corporate
Governance, Home Depots

Home Depot is one of a growing list of household-name
companies that have fallen victim to cyber-breaches. When

the company discovered its breach in 2014, it was well on
the way to shoring up its security after a 2010 deep dive
risk assessment around data security and prlvacy “We
did not have our heads in the sand,” she said. “The breach

“[The NIST framework] is daunting. It has
thousands of controls. You have to have a
conversation with your chief information
security officer and make sure you have a
methodical way of choosing the controls
for your risk profile.”

Theresa Grafenstine, Inspector General, U.S. House of
Representatives

did not happen because we didn’t understand our risk and
didn’t do anything about it.”.

Cyber-threats are becoming more sophisticated and
calculated, said Theresa Grafenstine, inspector general
for the U.S. House of Representatives, who also addressed
the ITA conference. “This is a call to arms,” she said. “I
promise you we are in the middle of a cyber-war. We just
haven’t defined it that way yet.”

Cyber-crooks aren’t looking just for credit card infor-
mation that they can sell on black markets. They are look-
ing for personal information to use against individuals in-
side companies and orgamzatlons so they can be turned
into spies, Grafenstine said. “It’s espionage.”

Barrett and Grafenstine both said they favored the
NIST framework as a means of getting control over an
organization’s cyber-risks. Although the framework is
huge, Grafenstine said companies
shouldn’t wade into a cyber-risk
mitigation effort by trying to adopt
NIST in its entirety.

“It’s daunting,” she said. “It has
thousands of controls. You have to
have a conversation with your chief
information security officer and
make sure you have a methodical way
of choosing the controls for your risk
profile. Maybe the first time, you go
for the top five. That’s better than do-
ing nothing.”

Barrett said tone at the top was significant for the
company in navigating a crisis in a way that minimized
the damage. “Our CEO was engaged every second,” she
said. Top management emphasized doing anything neces-
sary to make customers comfortable about shopping in
the company’s stores, including shutting down the entire
point-of-sale system if it was necessary to protect con-
sumers. If it had come to that, “we would be out of busi-
ness,” Barrett pointed out. m

Grafenstine
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Managing the Business Ecosystem
Maturing your third-party governance

by Marshall Toburen, CIA, CISA, CBA (non-practicing)

KNOWING YOUR BUSINESS ECOSYSTEM - THE GROWING
IMPERATIVE

Risk is on the mind of every executive today. There are risks
that arise internal to your organization, those that are forced
upon your business by external forces such as competition and
regulation, and those that are inherited through your third party
relationships.

Bad outcomes from third party risks are in the headlines daily.
We witness stories of inferior and defective supplier products,
cloud service outages, regulatory violations committed by third
parties, and a barrage of third party provider data breaches. As
businesses use more third party products and services to con-
duct business, the risks from these relationships also increase.
The number, complexity and velocity of these risks make it diffi-
cult to track and respond effectively. Furthermore, the oversight
of third party performance becomes increasingly important to
ensure the quality of products and services delivered continue
to meet required standards.

In October, 2015, RSA completed a global survey of nearly

Third-party risk is:

Centrally monitored for all aspects of
vendors, both in the business value
they provide the risks they pose to
the organization

Proactively identified and cataloged

Defined in operational processes using
standard terminology, assessment
approaches, and rating scales

Maturity Model

Not fully cataloged but we
try to keep it on the radar

Addressed locally by
individual business units

400 organizations to gather insight into current trends and per-
ceptions regarding Risk Management. The survey utilized RSA’s
proprietary Risk Intelligence Index to ask questions around key
areas of risk and how organizations are addressing the changing
risk landscape. According to the survey, third party risk is one of
the fastest rising issues and 1/3 of the respondents indicate low
maturity in addressing third party risk.

While risk is getting more and more exposure within the or-
ganization, organizations are not in a position to manage itef-
fectively. They continue to manage different types of risks like
cyber, third party supplier, competition, business change, and
product development within different business silos.

When you look across the spectrum of third party risk facing
your business, there are a wide variety of issues and challenges
that involve multiple business teams within your organization as
well as the third parties themselves. Risks might include theft or
external fraud, supply chain disruptions, reputational damages,
product liability claims, business interruptions, and more.

Organizations are more frequently using third party suppliers
to augment or deliver their products and services, and those
suppliers have third parties providing services to them. With
so many relationships to track, the complexity of third party
governance can be difficult to understand and manage. Most
organizations simply do not have the staff or resources to cope
with this increased complexity. Organizations are often left
wondering where to start and how to prioritize what is most
important to the business. Unfortunately, this results in sur-
prises that cause business disruptions.

To be effective, organizations must be able to consistently
identify, assess, evaluate, treat and monitor third party risk
across the business. They must respond to these risks before
they become damaging and must be prepared when impactful
supplier risks emerge. In addition, the first line of defense —
your business managers—must understand their role in manag-
ing their third-party risks. Most teams are overwhelmed with
work and cannot get in front of the problem. Without a way to
identify priorities and accountability, risk management efforts
are often misaligned and the business is left scrambling to react
to risks when bad things happen.

To remedy supplier risk woes, your organization must be
proactive in capturing prospective relationships, engaging im-
pacted stakeholders, assessing third party risks across multiple
risk categories, enforcing risk-based selection of vendors, and
establishing performance metrics. By standardizing this third
party risk and performance management process across the
enterprise, you can establish a common language, measure-
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ments, controls and processes to quickly prioritize and manage
your risks. This accurate view of third party risks provides your
executive team with an accurate picture so they can quickly al-
locate resources and make better business decisions.

MATURING THIRD PARTY GOVERNANCE PROCESSES
With so many relationships to track, the complexity of third
party governance can be difficult to understand and manage.
Most organizations simply do not have the staff and available re-
sources to cope with this increased complexity. Their teams are
often left wondering where to start and how to prioritize what
is most important to the business.

As you begin your third party risk and performance manage-
ment journey, a maturity “map” is a handy gauge to identify what
processes are in place today and help you identify where your
processes are today, as well as to identify your road to maturity.
RSA has established a maturity journey map to outline the criti-
cal stages in a company’s journey from compliance driven pro-
cesses to a risk centric opportunity-focused stage. Thus, helping
organizations mature from reactive environments to proactive.

This maturity journey is broken into five major stages:
Siloed, Transition, Managed, Transform, and Advantaged.

» The Siloed stage focuses on baseline activities that all or-
ganizations need to have in place to effectively manage third
party risk and performance.

» The Managed stage depicts the phase that organizations
reach when they achieve a coordinated, sustainable third
party risk and performance management program.

» The Transition and Transform stages focus on specific
initiatives necessary to move the organization into the next

» The Advantaged stage represents an advanced stage of
maturity that characterizes an optimized third party risk and
performance management program.

Building Blocks

Without these in place, an organization will face difficulties
throughout their journey either due to a lack of focus, com-
mitment, resources and/or strategy — making a successful third
party governance program challenging. Foundational elements
include:

» Management commitment — The degree and level of
leadership commitment to third party governance culture,
strategy and priorities should be established as maturing risk
processes takes time and resources.

» Performance and acceptable risk — Defined levels of per-
formance and acceptable risk for third party governance need
to be established to set the target state for the program and
to ensure the business understands the level of risks involved.

» Expectations and measurement — Clear expectations
and success criteria defined for the third party governance
program must be communicated by management to guide
strategies.

» Stakeholder involvement — Key business stakeholders
and constituents need to agree on the importance of con-
tinuous improvement and maturity of third party governance
processes.

» Budget and resources — Sufficient resources for the third
party governance program must be committed to achieve

stage of maturity. success.
Compliance Driven Risk Centric Opportunity Focused
( SILOED \ TRANSITION MANAGED TRANSFORM ADVANTAGED\

Activities focused
on improving
effectiveness

are underway to

stabilize
processes and
expand scope.

Operational
processes have
evolved into a
steady state and
are now effective,
repeatable and
sustainable.

Foundational Elements
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Moving Out of a Siloed Approach
When building an effective third party governance program, or-
ganizations must change their mindset from a siloed approach to
a more managed methodology.

When organizations are Siloed, they have partial inventories
of their people, processes and technology and the third parties
that support them. Inventories reside in different locations, in
different formats and may be maintained by different technolo-
gies. In some cases, there are multiple overlapping inventories
without any one system of record. Inventories that typically ex-
ist at this stage include physical facilities, software applications,
organizational structure (as depicted through the organization’s
financial statements) and a listing of human resources.

Various business unit managers, the purchasing department,
legal and internal audit have identified what they believe to be
key third party relationships, but the lists are maintained sepa-
rately and may reflect significant differences. There isn’t yet a
robust formal approach to methodically identify third parties
across the organization or to assess third party risk in a consis-
tent manner. However, risk assessments may be performed in

certain areas of the organization, for
- certain types of relationships, and

~ for perceived high-risk third parties.

There is a desire to manage third

party risk, but the organization is

SILOED just beginning to understand what

is needed to treat third party risk.
The various lists of third parties and
any associated risk assessments are
beginning to be pooled together
for evaluation by senior managers
within key functional areas and on
an overall basis. However, the list of
third parties is incomplete and the
risk assessment approaches are in-
consistent.

Typically, pockets of third party
profiles, details of engagements, and
risk and performance data are spread across different teams
within the organization. Thus, third party supplier risks are of-
ten not identified, assessed, treated and monitored consistently
across all business lines. The team talks about risk with different
measurements, controls and reporting. As a result, it becomes
difficult to find a single source of truth about third party depen-
dencies, risk, and performance. Without a consistent enterprise
view of third party risk, your executive team does not have a
clear picture to make business decisions.

As your organization determines that a Siloed approach will
no longer meet the business objectives, you begin to move into
a Transition focused on specific initiatives necessary to move
the organization into the next stage of maturity, the Managed
stage.

During this Transition, your organization begins formalizing
their policies and procedures around third party governance.

- J

These policies and procedures must establish accountability for
program oversight and the accountabilities of stakeholders in
the first and second lines of defense. The approach to assessing
and rating third party risk must be formalized as well as the pro-
cess for approving new third party relationships and reaffirm-
ing the portfolio of existing third parties. If the organization is
subject to regulatory obligations around third party governance,
there should be a clear understanding how each regulatory obli-
gation is addressed within the organization’s formal policies and
procedures.
Other steps organizations take during Transition include:

» Siloed inventories of third party relationships are consoli-
dated. Each area that maintains a list of third parties should
convert their inventory into a consolidated system of record,
naming the third party and their contact details and the spe-
cific product and service engagements that they are providing
to the organization.

» Siloed inventories are supplemented with yet to be identified
third party relationships. Business unit managers should be
queried to reaffirm their siloed lists or to document them,
if such lists do not already exist. Individuals responsible for
third party governance oversight may also identify relation-
ships by interrogating legal contract inventories, reviewing
expense account entries and accounts payable. The objective
of this step is to ensure that the list of third party relation-
ships is as accurate and complete as possible.

» Related business processes and internal controls are imple-
mented to ensure that the on-boarding of all third party re-
lationships results in cataloguing the third party relationship
in the centralized repository.

» New and existing third party relationships are subject to a
risk assessment. Risks assessed may include: risk associated
with regulatory compliance violations and litigation; risk of
financial loss from fraud and errors; risk from business inter-
ruption; risk from information mishandling or breach, risk
to strategy execution, and reputation risk. Risk assessments
include inherent risk as well as residual risk based on an as-
sessment of the third party’s internal controls to mitigate
such risks.

» No new contracts are negotiated without performing con-
tract risk assessments. These assessments should not only
include standard risk transfer clauses but contain service
level agreement performance metrics and required proof of
insurance.

With these steps in place, your organization will have moved
into the Managed stage of third party governance maturity. This
is the phase that organizations reach when they achieve a coordi-
nated, sustainable third party risk and performance management
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program. By standardizing your

il third party risk and performance

management process across the or-

TRANSITION ganization, you have established a

common language, measurements,

controls and processes to quickly
prioritize and manage your risks.

Activities focused
on improving
effectiveness

are underway to

Going from Good to Great

Going from a good third party
governance program to a great
third party governance program
requires organizations achieve the
fullest understanding of the busi-
ness context of their third party
relationships and how they support the organization and its ob-
jectives.

Transforming to a great program with optimum business
context of the third party relationship requires understanding
how third parties support the organization’s business objectives
and strategies, products and services, business processes, and
IT infrastructure. This means having a comprehensive catalogue
of the organization’s business processes and mapping each third
party product and service engagement to the business process
that is being supported, and methodically asking if an identified
business process is supported by a third party.

Understanding the relationship between business process
and third party helps you better understand the significance of
the relationship, improves the ac-
curacy of risk assessments, and
helps in understanding the impor-
tance of service level performance
metrics. Establishing a complete
picture of the interrelationship of
IT infrastructure and mapping third
party relationships to where they
support hardware and software is
essential to identify critical infra-
structure dependencies on third
parties, particularly as it relates to
business resiliency. Finally, under-
standing how third parties support
the achievement of business objec-
tives and strategies shifts the pro-
gram to a more proactive, strategy
orientation.

Operating an Advantaged
third party governance program is characterized as:

stabilize
processes and
expand scope.

L)

-
MANAGED
Operational
processes have

evolved into a
steady state and

are now effective,

repeatable and
sustainable.

» The mapping of all infrastructure elements is complete, and
there is a clear understanding of the “ownership” of strat-
egies and objectives; the products and processes that sup-
port the strategies and objectives; the business processes
that exist to enable the products and services and strategies

and objectives; the IT infrastructure that supports each of
the business processes; and the regulatory obligations that
the organization must legally comply with. Accountability by
named individual and business unit is core to a sound third
party management program, reinforcing the desired risk
management culture.

Processes exist to identify gaps in known third party rela-
tionships and third parties are self-reporting key fourth party
relationships, internal controls, and governance processes.
Circumstances where fourth parties have multiple relation-
ships across the third party

portfolio are documented and =

factored into fourth party risk '
assessments based on the quali-
ty of reported third party gover-
nance and the type and amount
of third party risk.

M &4

TRANSFORM

Third party risk assessment
results are as automated as
practical, and the results of
engagement-level inherent and
residual risk assessments and
performance metrics roll up to
the vendor parent level to depict
overall risk and performance at
the third party parent company \ )
level. Third parties with inad-

equate proof of insurance and those with high risk but poor
financial wherewithal are identified and carefully managed.

Decisions to move forward with new and expanding third
party relationships are methodically and consistently applied
and consider all inputs. In addition, gating processes are en-
forced through technology to make decisions about third
party risk prior to implementing new or materially changed
products, processes and activities. Automation triggers risk
decisions to be made when the existing level of residual risk
increases above tolerance for individual engagements or
overall relationships, and documented contingency plans ex-
ist to exit significant and high risk third party relationships.

The advantaged stage is characterized by the ability to look
beyond third parties to the third parties of your third parties
and their supply chain dependencies. As you transform from
the managed to advantaged stage you begin to catalog these
“4th party” relationships and you obtain visibility into materi-
al dependencies on specific 4th parties across all of your third
party relationships. This insight gives you the opportunity to
evaluate systemic risk lurking in your external dependencies.

Technology is used to ensure that all deficiencies related to
proposed third party engagements are addressed prior to
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contract signing. Approved exceptions to third party risk are
cataloged and periodically reaffirmed.

» Approved exceptions to third party risk are catalogued and
periodically reaffirmed.

» Third party risk reporting and monitoring is most robust.
Stakeholders are receiving regular reports of third and
fourth party risk. Changes that may affect third party risk is
being reported from wherever they originate across the or-
ganization as are reports to monitor all approved third party
risk-related exceptions.

» Third party risk information is being delivered in a variety
of ways including dashboards, through push technology, on-
demand, and through ad-hoc requests. In each case, stake-
holders can dynamically drill into reports to traverse all in-
terrelated records to understand the business context and
drivers of risk.

The second line of defense

I »
rY has the capability to easily con-
F“ figure the organization’s third

o= — party governance management
ADVANTAGED

information system to tailor tax-
onomy, assessment methodology,

workflow, and reporting so that it
aligns to the unique requirements
of the organization and to make
modifications as the organization
changes and best practices evolve.

ENGAGING THE LINES OF DE-
FENSE IN THIRD PARTY
GOVERNANCE
\ ) Third party management software
alone does not make for a good
third party governance program.
Regardless of industry or risk type, operational line managers,
risk management oversight functions, and internal audit serve
important roles in good day-to-day third party governance. The
most effective risk management requires collaboration between
these roles. The Three Lines of Defense (LoD) model character-
izes the “people component” of an organization into the three
primary functions related to an optimized risk management pro-
gram:

» The First Line of Defense — Management control func-
tions that own and manage risk. These are as business unit
managers and operating managers.

» The Second Line of Defense — Risk management and
compliance oversight functions (such as...ERM, ORM, Third
Party Management, Corporate Compliance, Legal, etc.).

» The Third Line of Defense — Independent assurance
functions (such as internal and external auditors)

The “Lines of Defense” model reinforces two important
elements of risk management: defined roles and accountability.

» Operating management is responsible for understand-
ing and managing their risks and internal controls.

» Risk management and compliance oversight is
responsible for risk management frameworks, training, and
challenging first line of defense risk assessments.

» Internal Audit (typically) is responsible for independently
evaluating and reporting on the design and effectiveness of
the organization’s overall risk management program.

Each line of defense serves an important role for your third
party governance program.

Business Units Engaging in Third Party Governance

Your first line of defense, your business units or operating man-
agement is responsible for following the organization’s third
party governance practices. In doing so, they must:

» ldentify and monitor the third party relationships utilized by
their business unit

» Collaborate with the risk management team to assess risk
for each of their third party relationships

» Track the vendor’s performance against agreed upon expec-
tations.

Risk and Compliance Oversight

The second line of defense, your risk and compliance oversight
teams, take the information gathered by the business units (your
first line of defense) and begin employing more rigorous risk
processes including:

» Policies and Practices — The risk management and compli-
ance functions, in collaboration with the procurement func-
tion explicitly define the organization’s policies and practices
around third party governance including:

» Agreed upon terminology

» The risk assessment approach and rating scales

» Service level performance tracking

» On-boarding processes

» Review and approval of new third parties

» Periodic monitoring requirements

» Steps to be taken when relationships begin to deterio-
rate in terms of their risk profile or expected perfor-
mance
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» Risk Assessments — Risk management specialists including busi-
ness continuity experts, information security experts, regulato-
ry compliance specialists, and insurance and contract risk spe-
cialists have a role to play in evaluating and monitoring the risk
of third party relationships. Specialists address questions like:

— How much information security risk exists after eval-
uating the adequacy of a third party’s information secu-
rity controls?

— Is risk being adequately transferred to the third par-
ty by way of contract?

— Does the third party have adequate proof of insur-
ance to compensate your organization for errors and
omissions in the delivery of their services?

— Can the third party introduce regulatory violations
that your organization will be responsible for?

— Are they taking the appropriate actions to minimize
the likelihood and impact of a violation?

— How much risk to your organization exists should
the third party experience a disaster or business inter-

ruption?

— Has the third party taken appropriate steps, includ-
ing tests, to reduce the likelihood and impact of such

2rd |ine of Defense

\
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an interruption?

» Disbursements — The accounts payable and legal team must
be on board with third party governance so that contracts
are not signed and payments disbursed until the agreed upon
persons have signed off. This sign off indicates the new or re-
newing third party relationship has been subject to the agreed
upon risk assessments and conforms to the organization’s risk
profile or has otherwise been approved as an exception.

INTERNAL AUDIT’S THIRD PARTY GOVERNANCE
PERSPECTIVE

by Patrick Potter

Internal Audit (IA) professionals (typically your third line of
defense) are preoccupied enough evaluating risks and controls
within the walls of their own companies, let alone worrying
about what risks are being introduced by the myriad of third
parties their company engages. However, this is a reality of most
operating environments today and something IA cannot ignore.
What complicates Internal Audit’s scope is each third party has
a different operating structure, business model and risk manage-
ment approach |A may not be familiar with and may not jive with
that of their own company.

Controls, such as on-boarding procedures, contracts and
Non-Disclosure Agreements (NDA) are vital, but really the tip
of the iceberg because of the close, long-term nature of most
relationships. |A must ensure management is engaged in the on-

3rd |_ine of Delfense
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going monitoring of third party performance and controls, and
in some cases, monitor that themselves. Below are three areas
IA should think about as they strive to strengthen the third party
environment within their organization.

What risks are third parties introducing into your control environ-

ment?

As mentioned, third parties have different operating struc-
tures, business models and risk management approaches than
your company even though they may follow similar standards or
authoritative sources. Their risk management approaches and
thresholds might be different and they might not take the same
corrective measures to address risks and implement controls as
your company. As a result, risks might be introduced into your
operating environment.

The following suggestions might help:

» Evaluate the third party’s risk management practices to
determine alignment with yours. Pay attention to risk ap-
proaches, thresholds, and acceptance of residual risk and risk
metrics they monitor.

» Evaluate your company’s third party evaluation and on-
boarding process to ensure it includes adequate steps to
evaluate the third party up front, put in place the proper ad-
ministrative controls and monitor the third party over time.

» Monitor third party-impacted risks to ensure they stay in
alignment with your company’s acceptable risk thresholds. En-
sure you know which risks are impacted by your third parties
and pay particular attention to how they change over time.

What access do third parties have to customer data, intellectual
capital and trade secrets?

Third parties are often given your company’s “keys to the king-
dom” in terms of customer data, intellectual capital or trade
secrets. This is some of the most critical information your com-
pany possesses and the most damaging if it’s lost or misused. An
NDA is a good legal document, but once the information is gone,
it’s gone and it’s virtually impossible to know or influence how
it’s used outside your company.

Internal auditors should consider:

» How do your third parties secure and use the information?

» Once their engagement with your company is complete,
what information is retained, returned or destroyed?

» How does the company implement information asset con-
trols including classification of not only customer, but trade
secrets and intellectual capital?

» Look for leakage — systems and access that are not tightly
controlled yet contain this sensitive information, and who
has access to them.

How could third parties cause our company to be non-compliant?
Regulators not only see your operating environment and span of
control as what happens within your organization, but also look
at your business model and the influence your company exerts,
which could include your impact on third parties and vice versa.
Do you know how a major instance of non-compliance to a criti-
cal mandate by a major third party might influence your organi-
zation? Could regulators turn their sights to your organization?
How could sanctions, fines or other measures against a critical
third party impact their ability to support your organization’s
strategic and operating objectives?

Here are a few considerations:

» Your company’s attitude toward third parties has to be that
you are your brother’s keeper and have a pulse on their com-
pliance posture, at least at a high level.

» How compliant are your third parties? Have they been sanc-
tioned, fined or restricted from operating freely in the last
10 to 20 years?

» Have you performed an impact analysis to determine just
how your critical third parties’ potential instances of non-
compliance might influence your company’s own compliance
posture, and what the impacts might be?

Third party governance is still evolving and maturing as com-
pany operating structures and models continue to incorporate
third, fourth and more parties deep into the mix of how they
run their business. Internal Audit must also drive their under-
standing and audit evaluations deep into your company’s third
party governance programs to ensure the process and control
structure is commensurate with the level of complexity and risk
these programs introduce. =
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