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By Jaclyn Jaeger

Employee surveillance is one of the most sensitive—
and yet, rapidly evolving—areas of compliance for 
financial services firms today. Initially a response to 

regulatory pressure, surveillance obligations are now be-
coming an integral part of a robust internal control system.

That does not mean those obligations are easy to fulfill.
Monitoring employee activities to detect and prevent 

illegal conduct—fraudulent trading, benchmark rate ma-
nipulation, or any other offense—is not a new concept per 
se, especially for large financial institutions. Both the Secu-
rities and Exchange Commission and the Financial Indus-
try Regulatory Authority, for example, have long required 
banks to monitor their employees’ personal trades. Tradi-
tionally, however, the data generated by such surveillance 
activities has been done in a manual, cumbersome, and 
often siloed fashion. That approach left significant gaps in 
oversight.

Taking harsh lessons learned from the financial crisis, 
and still reeling from the billions of dollars in fines result-
ing from the LIBOR scandal, financial services firms now 
want ways to monitor employee activity actively, rather 
than responding to regulatory demands. “They’re no long-
er just complying with regulations,” says Jake Frazier, sen-
ior managing director at FTI Consulting. “They want to 
take it to the next level.”

JPMorgan’s Corporate & Investment Bank (CIB), for 
example, said it launched a comprehensive review last year 
to analyze and make improvements to its sales and trading 
practices and related communications. “We recognized that 
enhancing market conduct would require using multiple 
preventive and detective levers in a coordinated way,” the 
bank stated in a report to shareholders. That review consid-
ered various means to:

 » Establish information barriers;
 » Conduct communications and transaction surveillance;

 » Adopt policies;
 » Implement training; and
 » Incorporate enhanced supervision, compensation, and 

disclosure practices.

“In the first phase of the review, the business enhanced 
information barriers by implementing new policies around 
electronic chat and launched an effort to increase and im-
prove communications guidelines and surveillance of chat 

and e-mail,” JPMorgan said. “In the second phase, we are 
carrying out a review of information flows in the markets 
businesses, further refining electronic chat guidelines, con-
tinuing enhancement of surveillance, and prioritizing other 
issues for review.”

JPMorgan added that the project “seeks to identify cer-
tain per se prohibited communications and set forth prin-
ciples governing permitted communications, including in-
formation to be shared on a need-to-know basis and only 
for legitimate business purposes, such as trade execution or 
clarification of operational details.”

Financial services firms are realizing they can “better 
protect their employees and their brand by having more 
clearly defined policies and exceptions to those policies,” 
says Scott Rister, vice president of compliance solutions at 
Charles Schwab. For example, some firms historically have 

Hurry-Up Offense on Employee Surveillance

“Financial services firms are realizing they 
can better protect their employees and 
their brand by having more clearly defined 
policies and exceptions to those policies.”

Scott Rister, VP of Compliance Solutions, Charles 
Schwab

Below is an excerpt from “LIBOR Scandal Costs Deutsche Bank $2.5 Million in Penalties,” a CW article by staff writer Jaclyn Jaeger. 

Deutsche Bank and its wholly owned subsidiary, DB Group Services 
(UK) Limited, pleaded guilty to wire fraud for its role in manipulating 
the London Interbank Offered Rate and agreed to pay $775 million 
in criminal penalties to the Department of Justice, bringing the total 
amount of penalties against the bank to $2.5 billion.

“Deutsche Bank is the sixth major financial institution that has admit-
ted its misconduct in this wide-ranging criminal investigation, and to-
day’s criminal resolution represents the largest penalty to date in the 
LIBOR investigation,” said Assistant Attorney General Leslie Caldwell.

DB Group Services (UK) Limited has agreed to plead guilty to one 
count of wire fraud, and to pay a $150 million fine, for engaging in a 
scheme to defraud counterparties to interest rate derivatives trades by 

secretly manipulating U.S. Dollar LIBOR contributions.

In addition, Deutsche Bank entered into a deferred prosecution 
agreement and admitted its role in manipulating LIBOR and partici-
pating in a price-fixing conspiracy in violation of the Sherman Act by 
rigging Yen LIBOR contributions with other banks. 

The agreement requires the bank to continue cooperating with the 
Justice Department in its ongoing investigation, to pay a $625 mil-
lion penalty beyond the fine imposed on DB Group Services (UK) 
Limited and to retain a corporate monitor for the three-year term of 
the agreement. 

Source: Compliance Week.

LIBOR SCANDAL COSTS $2.5 BILLION IN PENALTIES
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allowed employees to maintain person-
al investment accounts anywhere they 
wanted, as long as the firm could get a 
paper statement at least quarterly. Now 
they’re refining those policies, requir-
ing employees to use broker-dealers 
who provide an electronic data feed, so 
that the firm has better access to real-
time information—usually next day—
and can analyze it in a more efficient 
manner, he says.

Another approach that many banks have developed as 
part of their surveillance programs is a “hub and spoke 
type of model,” Frazier says. Under that model, a compli-
ance committee, or even a group of compliance liaisons, 
serve as the central hub, disseminating relevant information 
down to the business units, he says.   

JPMorgan, for example, established a steering commit-
tee, tasked with developing a global governance framework. 
“The committee is charged with setting policy and stand-
ards and creating an operating model to support a global 
communications surveillance program,” the bank said.

Advanced Analytics

As the industry has evolved, and as technology has 
evolved, financial services firms now also have the 

ability to gain greater insight into potential illegal conduct 
across various business units, and at speeds once inconceiv-
able. Although regulations still drive most employee sur-
veillance activities, “most financial institutions are much 
more proactive in how they monitor, meaning they are 
looking to leverage technology to get more timely access 
to information and better identify potential issues,” Rister 
says.

Newer surveillance technologies, for example, employ 
analytics that use not just structured data—such as trading 
activity—but also unstructured data generated by e-mails, 
text messages, phone conversations, and social media. The 
goal of marrying together structured and unstructured 
data is “to find patterns that wouldn’t otherwise pop up 
for an investigator or an auditor if they were looking exclu-
sively at one of those two silos,” says Joram Borenstein, vice 
president of marketing at NICE Actimize.

Many banks today also are implementing audio com-
munication surveillance capabilities, which employ a real-
time phonetic index of telephone conversations, much in 
the same way that a keyword search can analyze electronic 
communications. “For example, if a broker says on the 
phone, ‘I guarantee you five times your money back on this 
investment,’ then the phonetic indexing will catch that,” 
Frazier says. Historically, such information may not have 
been captured until an investigation ensued, he says.

Companies now can also overlay this data with infor-
mation from other departments such as HR records and 
financial records. The overall intent is to look at employees’ 
personal behaviors in the context of their IT behaviors, to 
see whether there is a heightened risk, or a shift in behavior, 
that suggests something needs to be investigated, says Greg 
Henderson, government healthcare director in the security 

intelligence global practice of SAS. If an employee suddenly 
is taking a lot of vacations and traveling to suspect foreign 
destinations during a time when his IT activity is also sus-
pect, those factors together might be a red flag to the com-
pany that the person needs to be investigated further.

With today’s advances in IT, even small firms are now 
able to implement a system that meets their needs, as more 
vendors offer monitor capabilities that can be scaled to the 
size of the firm. “That’s definitely made it easier for firms of 
all sizes to conduct surveillance in a more cost-effective and 
expedient manner,” says Amy Lynch, founder of FrontLine 
Compliance, a financial services consulting firm.

For financial services firms still developing their em-
ployee surveillance and monitoring activities, Borenstein 
says compliance officers shouldn’t simply rely on whatever 
regulatory framework they’re required to comply with—
whether that’s Dodd-Frank, the Sarbanes-Oxley Act, or 
any other regulation. “They shouldn’t take a check-the-box 
approach,” he says. Instead, they should satisfy those regu-
lations as a minimum standard, and then take a step back 
and ask where else their institution might have risks that the 
regulatory framework might not completely cover. ■

Below is an excerpt from JPMorgan’s “How We Do Business” re-
port, describing its revised sales and trading practices.

In the first quarter of 2014, the CIB launched a comprehensive re-
view to analyze and make improvements to our sales and trading 
practices and related communications. We expect our sales and 
trading personnel not only to treat customers fairly but to act in a 
manner that supports well-functioning, transparent markets.

We recognized that enhancing market conduct would require using 
multiple preventive and detective levers in a coordinated way. For 
example, the review took into consideration various means to es-
tablish information barriers; conduct communications and transac-
tion surveillance; adopt policies; implement training; and incorpo-
rate enhanced supervision, compensation and disclosure practices.

In the first phase of the review, the business enhanced informa-
tion barriers by implementing new policies around electronic 
chat and launched an effort to increase and improve communica-
tions guidelines and surveillance of chat and email. In the second 
phase, we are carrying out a review of information flows in the 
markets businesses, further refining electronic chat guidelines, 
continuing enhancement of surveillance and prioritizing other is-
sues for review.

The project seeks to identify certain per se prohibited communi-
cations and set forth principles governing permitted communica-
tions—including information to be shared on a need-to-know basis 
and only for legitimate business purposes, such as trade execution 
or clarification of operational details.

Source: JPMorgan.

JPMORGAN SALES, TRADING PROCESS

Rister
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Body cameras seem like a simple 
tool to address the frustrations  
of police officers and minorities,  
but is there a bigger risk?

By Matt Kelly

Some day in the future—hopefully after I am long 
dead—everyone will have body cameras implanted 
directly into their persons. Everyone will have an in-

disputable record of everything they do, all the time.
If you want to ponder the implications of that world, 

look no further than Black Mirror, a brilliant British tele-
vision drama that imagines what our tech-dependent life 
might look like in the future—and inevitably, it doesn’t 
look nice. The episode “The Entire History of You” de-
picts a world where everyone has implanted body cameras 
that let you replay and re-examine every moment of your 
life. I won’t spoil the plot here, but you’ll be so unsettled by 
the end of the episode that you’ll want either to pour your-
self a stiff drink or to scrub yourself clean in the shower.

Why? Because as much as we all talk about personal 
body cameras as a powerful technology to prevent cover-
ups of misconduct, they are also a dangerous technology 
that undermines ethical conduct.

Which brings us to Baltimore, police brutality, and 
some very hard choices we as a society need to confront.

Black Americans are right to say that police treat them 
unfairly too often;  sometimes with deadly consequences, 
as witnessed by the death of Freddie Gray while in Balti-
more police custody, other times with consequences that 
are demeaning, humiliating, or just plain annoying. At the 
same time, police unions are right to say that most of us can-
not imagine how perilous their job is. They live in a state of 
constant risk assessment, hyper-vigilant for deadly threat at 
every moment, even when most moments are pretty routine.

Body cameras seem like a simple tool to address the 
frustrations of both groups. The cameras are inexpensive 
and easy to install. They provide an incontrovertible re-
cord of encounters with law enforcement. The data is easy 
to interpret. We’re all compliance professionals here, so 
let’s use our own industry terminology: body cameras are 
a monitoring control. We would be able to install an ideal 
monitoring control on the “workforce” otherwise known 
as people. If I offered you an effective monitoring control 
for your own employees in the abstract, you’d be asking 
where you could buy it.

Putting body cameras on every police officer in the 
country, however, is anything but abstract. In that real 
world context, the idea doesn’t sit quite right any more, 
and I think this is why: in a world where everything is 
monitored, you need to trust others less often. Nobody in 
the business of ethics should feel comfortable with that.

Let’s stay abstract for another moment. If you imple-
ment a control to prevent some risk from happening, the 
employee no longer needs to worry about the risk. He as-
sumes the control prevents the risk. He no longer needs to 
assess his own exposure to the risk, or to adjust his process 
to avoid the risk. He puts his faith in the control.

You can see that principle at work in, of all places, the 
National Football League and its problems with concus-
sions. The NFL required a control (the helmet), so the em-
ployee (the player) no longer needs to worry about the risk 
(a head injury). He believes he no longer needs to assess his 
own exposure to the risk, or to adjust his process (tackling 
another player) to avoid it. He puts his faith in the helmet. 
Which is why you see similar rough sports that don’t use 
helmets, like rugby, with lower rates of head injury—be-
cause players are forced to assume the risk themselves, and 
adjust their play accordingly.

Now let’s apply that principle to body cameras. Will 
they make police more attentive to treating black citizens 
with more respect? Yes. Will they make people less likely 
to file false claims of police brutality? Yes. We’ve already 

seen both outcomes in places where body cameras have 
been adopted. If you simply want to achieve better out-
comes—which is what compliance officers talk about all 
the time these days—body cameras will do that.

But remember, the “risk” here is mistrust and miscom-
munication between police and public. If body cameras are 
the control, do you really want a world where police and 
public need to trust each other less? Do you want a world 
where someone can pass judgment more quickly based 
on a video record, and more people can pass judgment 
more quickly? The motives for police will be less about 
“I want this person to work with me” and more about “I 
don’t want to get fired.” The motives for the public will 
be less about “I want this officer to serve and protect me” 
and more about “let’s see whether this officer violates my 
rights.” That’s not a good place for us to be.

I have no illusions that the ideal solution—getting po-
lice and black citizens to trust each other more—is incred-
ibly difficult. But in so many other situations, ethics and 
compliance officers say the ideal solution to a problem is to 
improve “the process.” Using a technology solution, they 
say, is imperfect because you solve only one part of the 
problem, and usually create another one. They are right.

Well, better relations between minorities and police is a 
process too, and right now it isn’t a very good one. Body 
cameras would help to solve the problem—and that is a sad 
statement, because it means we cannot yet solve our prob-
lems ourselves. ■

The Consequences of Baltimore and Body Cameras

As much as we all talk about personal 
body cameras as a powerful technology 
to prevent cover-ups of misconduct, they 
are also a dangerous technology that 
undermines ethical conduct. 
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By Matt Kelly

G od, I love it when a federal judge goes off-script.
Most events in federal court are terribly dull, the 

carefully scripted culmination of legal briefs fired 
back and forth among various parties for years. But once 
in a great while, a judge goes a little nuts—as happened last 
week with the new hero of compliance officers everywhere, 
District Court Judge Ellen Segal Huvelle.

Huvelle was supposed to preside over a routine plea hear-
ing in Washington last week, where Innospec Inc. would ad-
mit to several violations of the Foreign Corrupt Practices 
Act stemming from bribes it paid while participating in 
the U.N. Oil for Food program in Iraq in the early 2000s. 
Innospec was already getting a somewhat raw deal, facing 
criminal charges and a $40.2 million fine for an offense the 
company voluntarily disclosed. As part of that settlement, it 
also agreed to hire a compliance monitor. Yes, that’s about 
as appealing as taking your guidance counselor to the senior 
prom, but that’s what the Justice Department wanted and 
what Innospec agreed to do.

Then Huvelle spoke up.
“It’s an outrage, that people get $50 million to be a moni-

tor,” she said according to an account from MainJustice.
com, which, hallelujah, had a reporter in the courtroom 
to capture her words. “I’m not comfortable, frankly, sign-
ing off on something that becomes a vehicle for someone to 
make lots of money … It’s a boondoggle for some of these 
people. If I was in private practice, I would love to be a mon-
itor.”

But wait, it gets better! The assistant U.S. attorney on the 
case, at a loss for words, called for backup from Mark Men-

delsohn, deputy chief of the Fraud Section over at Justice, 
who happened to be sitting in the spectator gallery. Men-
delsohn parried with Huvelle for a while, arguing the im-
portance of monitors and insisting that nobody in the Fraud 
Section would ever approve a monitor’s contract worth $50 
million. (That infamous $52 million contract awarded sev-
eral years ago to former attorney general John Ashcroft, to 
be a monitor for Zimmer Inc., came from the U.S. attorney’s 
office in New Jersey.) Huvelle eventually accepted the In-
nospec plea, but not before insisting that she be notified who 
the monitor would be.

Corporate compliance officers, meanwhile, are erecting 
statues in Huvelle’s honor across the country. CCOs have 
long complained that they don’t know how to work with 
monitors or how to set a reasonable scope of the monitor’s 
duties, much less dispute findings they believe to be wrong. 
The Government Accountability Office said as much in No-
vember, when it published a report urging the Justice De-
partment to give more guidance to companies with monitors 
about on how the agency may be able to help resolve ques-
tions they might have. Congress is also mulling legislation 
to bring more clarity to this murky, and expensive, point of 
confusion.

In fairness to Mendelsohn, the GAO report noted that his 
Fraud Section does indeed publish helpful guidance about 
monitors; the U.S. attorney offices are the primary trouble-
makers in the GAO’s eyes. So in that respect, Mendelsohn 
was correct when he told Huvelle that the Fraud Section has 
never been in the habit of awarding $50 million contracts for 
compliance monitors.

But monitors are still expensive, and they are still poorly 
understood—and in that respect, Huvelle was correct, too. ■

Judge’s True Feelings About Compliance Monitors

Below is an excerpt from the SEC’s press release on Innospec’s $40.2 million fine in 2010.

Among other things, the Securities and Exchange Commission alleges 
that:

From 2000 to 2007, Innospec routinely paid bribes to sell Tetra Ethyl 
Lead (“TEL”), a fuel additive that boosts the octane value of gasoline, 
to state owned refineries and oil companies in Iraq and Indonesia.  TEL 
was a significant source of revenue for Innospec; however, TEL sales 
were declining due to the passage of clean air legislation in the U.S. 
and abroad.  Innospec also paid kickbacks to Iraq to obtain contracts 
under the United Nations Oil for Food Program (the “Program”). In-
nospec’s former management did nothing to stop the bribery, and in 
fact authorized and encouraged it.  In addition, Innospec’s internal 
controls failed to detect the illicit conduct, which continued for nearly 
a decade.  In all, Innospec made illicit payments of approximately 
$6,347,588 and promised an additional $2,870,377 in illicit pay-
ments to Iraqi ministries, Iraqi government officials, and Indonesian 
government officials in exchange for contracts worth approximately 
$176,717,341 in revenues and profits of $60,071,613.    
 
From 2000 through 2003, Innospec obtained five Program contracts 

for the sale of TEL to the Iraqi Ministry of Oil and its component oil 
refineries (“MoO”) and paid kickbacks equaling 10% of the contract 
value on three of the contracts and offered kickbacks on the remain-
ing two contracts.  Innospec increased its agent’s commission as a 
means to funnel the payments to Iraq.  Innospec artificially inflated 
its prices in the Program contracts and did not notify the UN of the 
kickback scheme.  When the Program ended shortly before Innospec 
paid the promised kickbacks on two of the contracts, Innospec kept 
the promised payments as part of its profit. 

After the Program was terminated in late 2003, Innospec continued to 
use its agent in Iraq to pay bribes to Iraqi officials to secure additional 
TEL sales. From at least 2004 through 2007, Innospec made pay-
ments totaling approximately $1,610,327 and promised an additional 
$884,480 to MoO officials so as to garner good will with Iraqi authori-
ties, obtain additional orders under a Long Term Purchase Agreement 
that was executed in October 2004 (the “2004 LTPA”) and ensure the 
execution of a second LTPA in January 2008 (the “2008 LTPA”).   

Source: SEC.

INNOSPEC FINED BY SEC
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Five keys 
to a more 
secure data 
environment
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A holistic approach to data 
infrastructure security
Compliance professionals know better than anyone how compromised data 
can lead to financial and reputational risk. But security is a large, multifaceted 
endeavor, and it can be challenging to step back and see the full picture. 
Firms need to be equipped to handle a range of potential threats—from natural 
disasters and technological failures to cyber or real-world criminal activity. 
To do so requires a holistic approach to security infrastructure, with a clear 
understanding of the scope. 

Whether you are reviewing a third-party provider’s security plan or 
your own, you should examine these five key categories together:

1. Physical safeguards
2. Network security
3. Application security
4. Capacity planning and reliability monitoring
5. Disaster recovery (DR) planning

Each of these factors is one part of a strong security infrastructure. Many firms 
have excellent safeguards in some areas, but allocate fewer resources to others. 
To identify and eliminate gaps that could put your own firm at risk, it’s important 
to understand the baseline security measures in each area.

Data infrastructure security at a glance:
Physical safeguards
Data centers—both primary and 
disaster recovery centers—should be 
protected against natural disasters, 
sabotage, and power outages.

Disaster recovery planning
If a disaster event incapacitates a firm’s 
primary data center, a secondary center 
with 100% redundancy can help provide 
seamless continuity and prevent data loss.

Application security
Application security helps ensure
your data is protected over the Internet 
for cloud-based solutions such as 
employee-monitoring software.

Network security
Network configurations, encryption, 
antivirus software, intrusion 
detection, and regular testing help 
protect data from cyber attacks.

Capacity planning and reliability monitoring
Even if firms can handle business needs today, it’s important to 
ensure that no lapses in service, security, or data reliability will 
occur as the business grows or new functionality is added.

Firm data
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Physical safeguards 
Hackers and data breaches make for high-profile news stories, and while 
cybersecurity is imperative, it’s important not to overlook old-fashioned 
physical security. Without the right measures in place, data centers can easily 
be compromised—and all it takes is one break-in or power outage to disrupt 
business. Strong physical security can help keep business running as usual 
by accounting for these risks. 

The most secure data centers feature strong perimeters, surveillance 
systems, and authentication-only access points. 

At a minimum, a secure data center will have the following:
Camera security 
Cameras should be located throughout the facility to monitor and record activity.

Security personnel
On-site staff provide additional protection against unauthorized entry 24 hours 
a day, 7 days a week.

Unmarked building
A low-profile building is a reduced target for criminal activity.

Uninterruptible power supply (UPS) systems
In the event of a power outage, UPS systems can provide 30 minutes of battery 
life under peak load—enough time to save files and prevent critical data loss.

Generators
Generators should have enough fuel stored to provide up to 48 hours of power in the 
event of a power outage. The data center should also have access to additional fuel, 
and cooling units should be in place to keep generators functioning properly. 

Third-party security auditing
Physical security auditing by an independent firm can help identify gaps. SSAE 16 
compliance can provide firms with recognized systems reporting. 

Stringent policies and procedures
Policies limiting exposure of data to unauthorized people—such as those restricting 
visitor access and mobile devices—can help to maintain confidentiality.

Regular reviews
Physical safeguards should be reviewed regularly with the security, site, 
or operations manager. 

What is SSAE 16 compliance?
The Statement on Standards for 
Attestation Engagement (SSAE) 
No. 16 is one of the current 
standards for reporting on 
service institutions. To become 
SSAE 16 compliant, data centers 
undergo a rigorous third-party 
audit to assess internal business 
procedures and IT controls.



A Compliance Week publica A Compliance Week publication tion     11

4

Application security 
Application security is an extension of network security, 
which has become increasingly important as more and 
more software applications become available over the 
Internet. The applications can include cloud-based 
compliance and employee-monitoring software. 

When evaluating application security, look for the 
following standards: 
Secure Sockets Layer (SSL) encryption
All data transferred between a user’s browser and 
employee-monitoring software should be protected 
using SSL encryption.

Regular data scans
Data scans should be conducted at least once a week 
to help monitor for any unknown hacking situations.

Database encryption
Firms’ sensitive personal information should be encrypted 
in their databases.

Application architecture
Applications should be built using industry-leading 
technology standards.

Single sign-on (SSO) 
With an SSO authentication process, user access to multiple 
applications is granted via the firm’s corporate directory. 
This process eliminates the need to authenticate separately 
for each application, which reduces the need for multiple 
IDs and passwords.

Third-party application penetration testing
Application penetration tests simulate an internal hacking 
situation where intruders have some privileges or inside 
information about the system, but are attempting to go 
beyond the activities for which they’ve been authorized.

Network Security
Similar to how physical barriers in a data center protect its 
servers, network configurations, encryption, antivirus software, 
and regular testing protect its data from digital attacks. 

The financial services industry, in particular, is a common 
target for cyber criminals and “hacktivists.” In fact, the 
threat of cyber attacks in the financial services sector has 
been rising. It’s important to know that you have strong 
measures in place to guard against data breaches and 
denial-of-service (DoS) threats. 

When you evaluate network security measures, 
look at the following: 
Firewall protection and intrusion detection
Firewalls and intrusion detection systems provide protection and 
visibility necessary to minimize the threat of security breaches.  

Ongoing third-party network penetration testing
Infrastructure penetration simulates an external hacking 
threat—uncovering vulnerabilities and gaps in the network. 
This testing can help gauge how vulnerable the network is 
to both external and internal threats.

Antivirus software
Antivirus software should be active on all servers.

Security patches
Security patches help ensure systems always operate on 
the most current version of a software application. 
For software to stay up to date, these patches should 
be applied whenever necessary.

Encryption
All back-end file transfers should be encrypted using 
the latest industry standards. 
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Capacity planning and  
reliability monitoring 
Capacity planning is a vital part of security. Even if a 
firm has the capacity to handle today’s business needs, 
planning is necessary to ensure that client service can 
continue at the same level, and that data can keep flowing 
as the business and client base grow. 

But scalability alone is not a guarantee that data will remain 
reliable after growth. In order to ensure reliability as systems 
evolve, firms must conduct regular monitoring and testing—
especially as they add new functions or applications. 

Consider the following reliability standards:
Site access 
Websites should be accessible 365 days per year, 24 hours 
a day—regardless of access point or traffic load.

Performance testing
Before launching any new function, performance testing 
can assess whether the system can accommodate the new 
features and increased load. 

Reliability monitoring
Devices should be consistently monitored to help diagnose 
problems before they happen. Reliability monitoring can also 
help to quickly identify errors, so they can be repaired swiftly. 
Real-time dashboard tools can help analyze the overall health 
of critical websites. 

Device redundancy
Redundancy for every device in a network helps ensure that if 
one device goes down, the system can continue to function. 

Disaster recovery planning
No one can predict when disaster will strike—but everyone 
can take measures to prepare. Natural disasters, technological 
breakdowns, and crime all pose threats to the security of your 
data and that of your clients, making a DR plan essential to 
any compliance program.

In the event your primary data site is incapacitated, a 
secondary site can help provide seamless continuity and 
prevent data loss. 

A DR site should always be ready to assume all critical 
functions of the primary site. For that reason, all the same 
security measures in place for the primary site—physical, 
network, application, capacity—should also be implemented 
in the DR environment.  

As a best practice, the back-up data center should have 
the following: 
Secure, low-risk location
DR sites should be located in a geographic region unlikely to 
be affected by natural disasters, and far from the primary site. 
The same physical security measures that apply to the primary 
site should also apply to the DR site.

Server parity
A DR site should be equipped with the same number of servers 
as the primary site, which can help ensure 100% performance 
continuity in a failover event. 

Regular data back-up 
The site is ready to assume primary function at any time—
which means data should be frequently and regularly backed 
up from the primary site to the DR site. 

Reliability testing
Any testing conducted at the primary site should also  
be conducted at the DR site to ensure reliability. 

Business continuity plans (BCPs)
A DR plan is a vital component of 
keeping a firm’s technology 
environment secure and its data 
flowing in the event of an emergency. 
In addition, a detailed BCP can help 
ensure critical resources are available 
and able to continue working 
in the event that access to the primary 
office or working facility is limited. 
BCPs should be tested annually.
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Vetting a third-party provider? 
What you should ask.*
The best way to evaluate a current or potential third-party provider’s data security and reliability is to arm 
yourself with information. Start by asking questions that can uncover strengths or weaknesses in each of 
the five key data security categories:

Physical safeguards

 What type of physical security is in place for your data center and your business?

 Do you have video surveillance throughout your data centers?

Do you have on-site security personnel to protect against unauthorized entry 24/7?

Are your data centers located in unmarked, nondescript buildings?

 In the event of a power outage, do you have an uninterruptable power supply (UPS) system that can 
provide battery life for a period of time?

Do your data centers have generators that can provide additional power in the event of a power outage?

 Do you use an independent, third-party auditing firm to help test and identify security gaps?

Do you have stringent policies and procedures in place to limit exposure of data to unauthorized people?

Do you conduct regular reviews of physical safeguards?

Network security

What type of firewalls are in place to protect data?

Do you have an intrusion detection system in place to give visibility to potential data security breaches?

What type of infrastructure penetration testing is in place to gauge threats posed by both outsiders 
and those with inside information about the system?

Is antivirus software active on all servers?

Are security patches in place to help ensure systems always operate on the most current version 
of a software application?

Are back-end file transfers encrypted using the latest industry standards?

Application security

Are data transfers between a user’s browser and the application protected using SSL encryption?

How do you test new functionality prior to launch?

What controls are in place for deployment?

Do you perform ongoing scanning for vulnerabilities? If so, how frequently?

How do you protect the firm’s sensitive personal information?

Do you allow for a single-sign-on (SSO) authentication process?

Is application penetration testing used to simulate internal hacking situations? 
If so, how frequently is it conducted?
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Capacity planning and reliability monitoring

What is your capacity to grow within the next ___ years?

What is your capacity planning process?

How do you test new functionality prior to launch?

Do you have real-time threshold monitoring?

What measures are in place to help eliminate single points of failure?

Disaster recovery planning

Do you have a disaster recovery (DR) plan in place?

How often is the plan tested, and what were the results?

What is the scope of the recovery test?

Do you have a secondary site/back-up data center? 

Is your back-up data center in a geographic region that is unlikely to be affected by natural disaster?

Is your DR site equipped with the same number of servers as the primary site to help ensure 
100% performance continuity?

Is your back-up data center backed up regularly and ready to assume primary function at any time?

Does your DR site contain the same security measures as your primary site to help ensure data security?

Business continuity plans

Do you test your business continuity plan, and what is the frequency?

What does the test cover? (i.e., pandemic, loss of building, etc.)

What are the key elements of your incidence response plan?

Have you invoked your business continuity plan in the last 12 months?

Data loss prevention

Does the firm have a process to manage IT assets?

Can data be downloaded onto laptops?

What is your Information Security Policy?

Do you conduct periodic risk assessment on your vendors?

Does the firm leverage industry standards for Distributed Denial of Service (DDos), 
intrusion detection network?

*The above is not an extensive list of due diligence questions. Each situation will require different levels of due diligence.
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Compliance Solutions
At Compliance Solutions, the security of your data comes 
first. To help keep our clients’ data secure, we conduct 
regular third-party penetration testing and weekly security 
scans, as well as annual business continuity and DR testing. 
We also employ a structured software development life cycle 
and code reviews to ensure integrity and security in our 
software. Our production servers are hosted by Rackspace, 
a global leader in managed security. 

In addition, we’ve recently made significant technology 
investments to guard our clients’ data on even greater levels. 
Some of the most recent upgrades to our system include: 

• Enhanced firewall that provides an industry strength 
Layer 7 protection to the application platform

• Increased primary production site capacity 

• Increased DR site capacity—our DR site offers 
100% capacity 

• Enhanced monitoring of infrastructure and application 
components to better evaluate the overall health of 
our system

• Redundancy throughout every layer of technology to 
provide for transparent failover and recovery

These investments, along with those we will continue to 
make in the future, are all part of our commitment to data 
security and reliability for our clients—one more way we 
help them protect their employees and their reputation. Learn more

Interested in learning more about Compliance 
Solutions? Contact us today.

877-456-0777

schwab.com/compliancesolutions

About Compliance Solutions
Taking ownership of compliance means staying 
ahead of the regulatory landscape, seeing the 
big picture, and maintaining control. But it 
doesn’t mean doing it on your own. Compliance 
Solutions’ employee-monitoring offer includes 
Schwab Designated Brokerage Services, Schwab 
Compliance Technologies™ cloud-based 
employee-monitoring software, and a wide range 
of financial products and services for employees. 
These solutions can help you proactively manage 
compliance, promote a positive employee 
experience, build long-term value across your 
business, and instill trust with clients.



e-Book
A Compliance Week publication16

For companies that are assigned  
a court-appointed monitor, the 
standards will lay out certain  
qualifications to consider 

By Jaclyn Jaeger

The American Bar Association is mulling new stand-
ards for corporate monitors that could make the 
monitorship process a lot easier, cheaper, and trans-

parent for compliance officers.
The draft standards, which are still in the discussion 

phase and have not been publicly released, would offer 
clarity on several issues about monitorships that have long 
perplexed companies, monitors, and government agencies 
alike. Among the standards discussed: how to ensure in-
tegrity in the monitor selection process, responsibilities of 
a monitor, how to estimate monitor compensation and fees 
accurately, and ways to resolve disputes.

The push to create the standards started to take shape 
in 2012, when the ABA’s Criminal Justice Standards Com-
mittee created a task force to start the dialogue. “We tried 
to conceive every possible issue that could arise,” says John 
Hanson, founder of consulting firm Artifice Forensic Fi-
nancial Services and a task force member.

The task force had roughly 15 members, including gov-
ernment prosecutors, corporate counsel, judges, and moni-
tors. “All of them were very familiar 
with either hiring monitors, being 
a monitor, or overseeing monitors,” 
says Ronald Goldstock, task force 
chair and a private-sector inspector 
general. “Virtually every single stand-
ard was the result of consensus.” 

After going through two separate 
readings for further review and refine-
ment, the standards are expected to be 
taken up by the American Bar Asso-
ciation House of Delegates in July or 
late August.

“That’s the first step,” Goldstock explains. Then, the 
standards then will be supplemented with written com-
mentary sometime early in the next year, he says.

For companies that have never worked with a monitor 
before, “the standards go a long way toward facilitating a 
better relationship between the monitor and the company,” 
Hanson says. When a monitor first comes onto the scene, 
the company has no sense of “how much disruption you’re 
going to cause and how much money you’re going to cost 
them,” he says. By addressing these concerns, the stand-
ards will help establish a framework for what role a monitor 
should play.

For the monitors themselves, the standards in their fi-
nal form will be a welcome blueprint for the profession at 

large. Hanson, who has served four different monitorships, 
recalls numerous times encountering issues that he had no 
idea how to resolve. “There was nowhere to go to find out,” 
he says.

In many cases, compliance monitors simply have to wing 
it. “Even after doing four of them, I’m still learning,” Han-
son says. “Every time I get a new one, I bring experience 
from the last that will guide me to do a better job, but new 
issues always arise.”

“Although these standards were promulgated by the 
ABA, we believe they should have broad application beyond 
just monitors who are also attorneys,” says Preston Pugh, a 

partner with law firm Pugh, Jones & Johnson, who also sits 
on the task force. “It’s a way to normalize the activities of 
monitors regardless of their professional background.”

Monitor Selection

Not all settlement agreements allow companies to 
choose their compliance monitor—but if you can, then 

hiring the right person is essential. “You need to look for 
an expert in corporate compliance and ethics first and fore-
most, because that is the foundation of all settlement agree-
ments across the board,” Hanson says. 

For companies that are assigned a court-appointed 
monitor, the standards will lay out certain qualifications to 
consider, for example, when reviewing monitor candidates. 
Such qualifications to consider may include the integrity, 
credibility, and professionalism of the monitor; the level of 
experience in the particular industry or subject area at hand; 
and the relevant skills and experience necessary to carry out 
the monitor’s duties, just to name a few.

Goldstock says the ABA also is considering whose re-
sponsibility it should be to choose a monitor: “Should a mon-
itor be appointed by a court, an agency, or a prosecutor, or 
should there be a pre-qualified pool of monitors from which 
the host organization has a choice? Should the host organiza-
tion have a role in determining who the monitor should be?”

Work Plans

The standards also will explore the monitor’s obligations 
for creating a work plan at the outset of a monitorship 

and further suggest that the work plan be developed in con-
sultation with the host company and government agency. 
“There needs to be more transparency from the beginning 
through the end stages,” Hanson says.

“From a work plan, you can establish a budget,” Hanson 
adds. That then allows the company and the monitor to as-
sess the time and resource needed to carry out the require-
ments spelled out in the agreement. It also gives the compa-

ABA Seeks Clarity for Corporate Monitors

“The standards go a long way toward 
facilitating a better relationship between 
the monitor and the company.”

John Hanson, Founder, Artifice Forensic Financial 
Services

Goldstock
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ny a better sense of whether the monitor is doing enough, 
or too much, based upon the framework of the work plan.

“Companies have a right to tell the monitor, ‘I want to 
see exactly what you’re doing, how you’re doing it. Here are 
your objectives. Show me how you’re going to meet them. 
We’re going to do it not just effectively, but as efficiently as 
possible,’ ” he says.

Compensation & Fees

Organizations also have a right to transparent practices 
concerning monitor compensation and associated 

fees. The discussion draft suggests that, during the moni-
tor selection and approval process, the monitor should 
provide a reasonable estimation of fees and expenses that 
are expected to be incurred to achieve the objectives of the 
agreement.

From a consulting perspective, a lot of people may view 
companies that are in hot water with the government as 

a rich source of fees, Hanson says. 
“They have no control over what you 
do. They have to pay you, and you 
don’t even report to them. You can do 
whatever you want.” 

Sub-contracting fees are another 
“big problem area,” Hanson says. 
Some monitors, for example, will 
charge a flat annual fee—say, $100,000 
a year—but fail to mention that the 
sub-contractors they intend to use 
come at a cost of another $2 million 

a year.  
Aside from the monitor’s work plan, a host company 

should get a good sense of how much a third-party sub-
contractor will be used; what its work plans look like; and 

what their fees and costs will be.

Evaluation Process

In addition to establishing standards for corporate moni-
tors, the task force went one step further by recommend-

ing that the government evaluate the monitor’s effectiveness 
at the end of a monitorship, Hanson says. 

The idea, according to Hanson, is to use the results of 
the analysis to determine whether to consider that monitor 
again for future assignments and to help government agen-

cies improve the process when designing future monitor-
ships.

“That’s easier said than done,” Hanson adds. A lot of gov-
ernment agencies, particularly the smaller ones, wash their 
hands of a settlement agreement once it has concluded, he 
says.

That is not how most people believe corporate monitor-
ships should be done. “You’re not just there to do something, 
go away, and it all goes back to crap,” Hanson concludes. 
“You’re there to help the company make a big change, so 
that they can stay out of trouble in the future and be a better 
organization.” ■

In “Exceeding With External Compliance,” CW’s Jaclyn Jaeger presents a case study on working with an external compliance monitor. 

Any compliance officers out there who believe they have a hard time 
working with a government-appointed compliance monitor, be quiet.
United Launch Alliance has a story that tops yours.

The aerospace concern, a joint venture between Boeing and Lockheed 
Martin to build rockets and send satellites into orbit for the U.S. gov-
ernment, had to accept three compliance monitors simply to start busi-
ness in late 2006. That was primarily driven by pre-existing compliance 
demands placed upon its parent companies, plus the need to integrate 
the companies’ different processes from Day 1 of ULA’s existence. Then 
there was the small fact that as a defense contractor itself, ULA would 
be subject to its own thicket of compliance rules.

ULA’s head of internal governance, Cindy Corrigan, explained how the 
company navigated such a complex monitoring structure at the Compli-
ance Week 2010 conference. She also brought along Leslie Kenne, a 
retired U.S. Air Force lieutenant general and one of ULA’s monitors, and 
Steven Shaw, the Air Force’s deputy general counsel for contractor re-

sponsibility, to give their thoughts on how best to work with monitors.

One of ULA’s first challenges was that it had to figure out who its 
monitors would be. To begin business, ULA had to accept the obliga-
tions of an administrative agreement previously struck by Boeing and 
the U.S. Air Force. That agreement did allow ULA to choose its own 
external special compliance officer to oversee compliance with the 
agreement, but that monitor needed Air Force approval.

Of course, not all companies can choose their compliance monitor—
but if you can, then hiring the right person is essential. Kenne stressed 
that employees generally act more positively if they believe they are 
being treated fairly and can “have their day in court.” That means an 
auditor, whose primary role is to find wrongdoing, might not be the 
ideal person for the job, she said. Still, she added, the interests of the 
monitor should remain with the government, not the company.

Source: Compliance Week.

SUCCEEDING WITH EXTERNAL MONITORS

“Although these standards were 
promulgated by the ABA, we believe they 
should have broad application beyond just 
monitors who are also attorneys.”

Preston Pugh, Partner, Pugh, Jones & Johnson

Hanson
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Your policy should notify employees 
that their whereabouts and activities 
are being tracked and monitored

By Jaclyn Jaeger

It’s a compliance conundrum for the modern age: The 
proliferation of digital data generated while using em-
ployee monitoring technologies—often to ensure that 

workers stay on the right side of compliance—is creating a 
whole new set of data security and privacy risks that com-
pliance officers need to worry about.

Companies today can monitor the work-related ac-
tivities of employees in many ways, from GPS tracking 
on company-issued vehicles and iPhones to fingerprint 
or retina scanning for authentication purposes. Do they 
work? You bet. But using those technologies is forcing 
companies to strike a careful balance between legitimate 
business purposes and employees’ expectation of privacy 
and security.

“Employers need to make sure they have a really compel-
ling business reason for requiring employees to use biomet-
rics in the workplace,” says Mariam Wugmeister, a partner 
with law firm Morrison Foerster.

One easy example of legal risk is discrimination claims, 
such as for disability or religion. If employers want to 
use monitoring technologies, they should be prepared to 
respond to any reasonable accommodations employees 
might request. For example, earlier in March the Equal 
Employment Opportunity Commission urged a federal 
judge in West Virginia to grant an injunction to stop coal 
mining company Consol Energy from forcing its employ-
ees to use biometric hand scanning devices, because they 
could violate anti-discrimination laws under Title VII of 
the Civil Rights Act. “The likelihood of future violations 
may be inferred from past unlawful conduct,” the EEOC 
said.

In January, a jury awarded $150,000 in compensatory 
damages to a former employee of Consol, Beverly Butch-
er, who argued that he was forced to leave his job after 
refusing to comply with the company’s hand scanning 
policy for timekeeping purposes. As an evangelical Chris-
tian, he believed that submitting a hand scan had a con-

nection to the “Mark of the Beast,” 
as referenced in the Book of Revela-
tions. Consol refused Butcher’s re-
quest to allow him to track his time 
through a manual time recording 
system instead. The EEOC has since 
filed a motion seeking an additional 
$413,000 in lost wages.

C.R. Wright, a partner with law 
firm Fisher & Phillips, says the case 
serves as a valuable lesson to compli-

ance and risk officers that they must carefully evaluate an 
employee’s reasoning for not using biometric technology. 
By listening to employees’ concerns, and finding other 
ways to accommodate them, the company may be able to 
avoid a discrimination claim, he says.

Privacy Risks

A common concern for GPS-tracking devices is privacy 
risk. The privacy risks posed by GPS tracking, while 

not a new concept, are especially relevant today in an age 
of wearable devices, and when an increasing number of 
companies allow employees to bring their own devices to 
work—many of which are equipped with GPS tracking 
capabilities. “Compliance officers have a greater problem 
with respect to employees bringing this new technology to 
the workplace,” says Tracy Moon, a partner with law firm 
Fisher & Phillips.

The benefits of GPS tracking are many: companies can 
confirm that vehicles they own are being used for proper work 
purposes, or they can track delivery and pickup times to cus-
tomers more accurately. The risk, however, is that companies 
also end up collecting data concerning employees’ private and 
personal non-work-related activities (sometimes inadvertent-
ly). The risk of privacy-related claims is especially heightened 
when the company seeks to put such tracking capabilities on a 
device the employee owns rather than the company—say, in-
stalling a tracking app on a worker’s own phone.

The policy management challenges to navigate that 
kind of situation are not easy. First and foremost, your 
policy should notify employees that their whereabouts 
and activities are being tracked or monitored. “Employ-
ees need to be put on notice that the employer is conduct-
ing tracking and surveillance, so that they waive potential 
claims for violations of privacy rights,” Tracy Moon says. 
“An important factor is for employers just to be honest 
with their employees about what their uses are and what 
protections are in place.”

To develop such a policy, companies must first identify 
the legitimate business interests they want to protect by 
collecting that data. “The key is trying to strike a balance 
between the employee’s personal privacy interests versus 

Managing Data Security and Privacy Risks 2.0

New York Labor Law §201-a states, in full:

§201-a. Fingerprinting of employees prohibited. Except as other-
wise provided by law, no person, as a condition of securing employ-
ment or of continuing employment, shall be required to be finger-
printed. This provision shall not apply to employees of the state 
or any municipal subdivisions or departments thereof, or to the 
employees of legally incorporated hospitals, supported in whole or 
in part by public funds or private endowment, or to the employees 
of medical colleges affiliated with such hospitals or to employees of 
private proprietary hospitals.

Source: New York Labor Standards.

NEW YORK LABOR LAW ON FINGERPRINTING

Wright
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the company’s legitimate reasons or interests and trying 
to use the least intrusive method possible to achieve the 

company’s goals,” says Lilly Moon, a 
shareholder of law firm Jackson Lew-
is. One solution, for example, would 
be to track mobile devices only dur-
ing business hours.

Most devices with tracking ca-
pabilities have a feature that allows 
users to turn them off.  “Often, the 
company will tell the employee, 
‘Turn it on when you come to work, 
turn it off when you leave work’,” 
Tracy Moon says.

“Only collect that information that you really need,” 
Wugmeister says.  “If you don’t need it, don’t collect it.”

Security Measures

As with the use of any technology, employee monitoring 
devices create security risks as well. “Companies need 

to stay abreast of the latest, greatest security measures to 
keep the biometric data—just like any other data—from be-
ing inappropriately accessed,” Wright says.

The same data security and privacy measures organiza-
tions already have put in place for other forms of personally 
identifiable information (PII) will also apply to employee 
tracking data. “Make sure that only the people who really 
need to have access to the information to do their jobs have 
access,” Wugmeister says. “Make sure whenever you have 
sensitive data that you can articulate a business rationale as 
to why each different employee really needs access to that 
data.”

Another important security measure: data destruction. 
“Get rid of data when you don’t need it anymore,” Wugmeister 
says. “Don’t just keep everything because maybe someday it 
might be useful.”

In some respects, biometric data is even more invasive and 
sensitive than other PII. It’s also permanent, which makes 
the loss of such data all the worse if you get hacked. “You 
can change your password, but you cannot change your iris, 
or your thumbprint, or other biometric indicators,” Wug-
meister says. Given how difficult it is to keep basic informa-
tion such as user names and passwords private and secure, 
organizations need to assess whether the risk of using the 
biometric data really outweighs whatever benefit you ex-
pect, Wugmeister says.

Another way to avoid legal claims is to “keep up with 
privacy and other potentially relevant laws,” Wright says. 
“Laws are quickly changing in response to public pres-
sure.” New York State, for example, prohibits employers 
from fingerprinting employees unless required to do so by 
law. ■

“Employers need to make sure they have 
a really compelling business reason for 
requiring employees to use biometrics in 
the workplace.”

Mariam Wugmeister, Partner, Morrison Foerster

In the article below, “Protecting Your Data From the Unhappy Employee,” CW columnist Jose Tabuena discusses if compliance should oversee 
privacy protocols.

Almost all organizations have faced the situation of a once highly 
regarded employee  who turns disgruntled or goes rogue  and now 
threatens to cause havoc to the company’s IT system or to take valu-
able data as they walk out the door. Companies can sometimes for-
get about the employee with elevated privileges, who can enter back 
doors that are rarely monitored.

 Often such employees possess the keys to the kingdom and because of 
their status can use their knowledge and skills against the organization. 
Typically efforts to terminate such individuals must be discreet and car-
ried out before they get a whiff that their status is in jeopardy to lock 
out access before IT sabotage or theft of intellectual property can occur.

 Cyber-crimes committed by malicious insiders are among the most 
significant threats to networked systems and data. A malicious insider 
is a trusted individual who abuses this reliance to disrupt operations, 
corrupt data, steal sensitive information, or compromise an IT system, 
thus causing substantial loss or damage. As increased information 
sharing exposes sensitive information to more insiders, such attacks 

will become an increasingly serious threat.

In conducting enterprise-wide risk assessments, internal audit and 
compliance professionals must consider the threat posed by insiders 
to the organization’s critical assets, people, technology, information, 
and facilities. During audits involving information security, human 
resources, and evaluation of the compliance program are opportune 
times for internal audit to review and recommend the technical and 
non-technical controls that may be effective in preventing, detecting, 
and responding to insider threats. 

A first step is to identify and prioritize assets, followed immediately 
by determining who has, or should have, authorized access to those 
assets. Many organizations fail during this step when they allow au-
thorized access to extend beyond what is required for employees to 
fulfill their job responsibilities. Privileges tend to accumulate over time 
as employees migrate among departments and accept new job roles.

Source: Compliance Week.

PROTECTING YOUR DATA

Tracy Moon
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