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There is no doubt that social media has now exploded into a global 
phenomenon that enables companies to share product information, 
build brand awareness, and connect with customers much more effi-

ciently than ever before. While companies have always worried that they 
could not absolutely control its content or use by employees, new threats 
have recently emerged; hackers can penetrate company systems through 
social media sites, and applicable regulations can be violated more easily 
through inadvertent sharing of privileged content. This ExecBlueprint 
discusses how companies can address these risks through the development 
of a comprehensive risk management framework that incorporates both 
company policy to enforce standards for safe social media and technology 
use and technical controls to monitor activity. Although no single blueprint 
exists, the framework should be sufficiently robust to prevent most employ-
ees from clicking on suspicious links and posting confidential information 
— and contain damage caused by inevitable human error, before the story 
ends up in The New York Times. n

Action Points

 I. What Are the Risks Associated with Social Media 
Use?
Companies used to mainly worry that employees would 
waste time on social media sites or share company 
secrets through comments they would post. Unfortunately, 
however, there’s more. Did you know that hackers now 
target company social media sites to gain information 
about customers? Or that even innocuous tweets can 
violate regulations?

 II. The Bottom Line
While social media enables a wide range of business 
opportunities, it can also leave companies vulnerable to 
financial, legal, or reputation losses if appropriate controls 
and processes are not instituted governing the dissemi-
nation of content, technical architecture of databases, 
identification and mitigation of security risks, and use by 
employees.

 III. Must-Have Technology-Based Solutions to Mitigate 
Social Media Risks
Due to the volume of data and speed at which social 
media operates, policies alone will never ensure that 
networks are protected and regulations are followed. 
Organizations must also leverage technologies that have 
the capacity to aggregate and analyze enormous amounts 
of data to identify everything from information breaches to 
violations.

 IV. The Golden Rules for Communicating with 
Employees About Social Media Use
You may not be able to prevent your employees from 
using social media, but you can establish policy regard-
ing the posting of company-related content and provide 
guidance on safer practices. For example, you can 
advise using different passwords for work and personal 
accounts, and inform them that the company is monitoring 
their online activity. 

 V. Essential Take-Aways
Now that social media use is nearly ubiquitous, organiza-
tions are seeing the risks that come with it and must 
consider how to leverage tools and practices to reduce 
potential negative impacts. Given that social media 
engages both people and technology, solutions will need 
to involve fostering a risk-aware culture and developing a 
secure infrastructure.
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Facebook, LinkedIn, Twitter, 
and Beyond: The Explosive 
Growth of Social Media
Ten short years ago (although it 
seems much longer), Facebook 
came into being and very quickly 
changed the way information 
moves. LinkedIn, the business-
oriented social networking site that 
had started off slowly a year ear-
lier, drafted on the Facebook slip-
stream to gain dramatic growth. 
Twitter opened up the capacity for 
the immediate global exchange of 
information and many other social 
media sites launched, some fail-
ing quickly and others building 
smaller but dedicated communities 
of participants focused on business 
issues, politics, hobbies, and other 
interests.

Initially, many companies saw 
two main risks in the rise of social 
media. First, they feared that 
employees would affect  company 
reputation or share company secrets 
through comments they would 
post online. Second, they believed 
employees would be less productive 
because they would waste time at 
work viewing social media sites. In 
the beginning, these were the only 
concerns and many tried to deal 

with these perceived risks by pro-
hibiting employees from making 
references to the employer or job-
related events on social media sites 
and banning use of social media at 
the office. 

Early Attempts to Leverage 
Social Media for Building 
Customer Relationships
In the time it took to have lawyers 
craft these short-sighted, unreal-
istic, and virtually unenforceable 
policies, the use of social media 
exploded into a global phenome-
non. Social networking, for many, 
became part of the job and compa-
nies joined the fray, setting up their 
own Facebook, Twitter, and other 
social media accounts to engage 

with customers and build presence 
online and in communities where 
they did business. 

Creative marketers began to 
develop models that went beyond 
company web sites and used social 
media outlets to build excitement 
about new products, offer special 
benefits to followers, and encour-
age active engagement with oppor-
tunities to comment, add photos, 
and otherwise directly change the 

content of the sites. All of this 
activity was seen as a way to build 
loyalty and to gain e-mail and 
other contact information from 
both existing and potential cus-
tomers. Once in hand, those e-mail 
addresses could be fed into a nur-
ture campaign sending announce-
ments of special events, discount 
offers, and other news that might 
lead to a deeper relationship. 

Taking it a step further, and a 
few years down the road, com-
pany sites began to use the “single 
sign-on” opportunities presented 

Carole S. Switzer
Co-Founder and President 

OCEG

“Social media use policies alone don’t 
go far enough in preventing, detecting, 
and correcting intrusions into com-
pany information through social media 
access points.”
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Hubbell Bar Register of Preeminent 
Women Lawyers
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As the theft of customer confidential information 
continues, new and deeper forms of infiltration 
are taking place that often begin with malware 
embedded through employee and customer social 
media interactions, ultimately reaching into the 
confidential information systems of companies in 
organized cyber crime attacks.

Carole S. Switzer

Co-Founder and President
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by Facebook, Twitter, and others 
that enabled users to log on eas-
ily and companies to gain even 
more insight into the likes and dis-
likes of the targeted individuals — 
as well as information about their 
broader interests, communities of 
friends, and business connections. 
By March of 2013, venturebeat.
com was reporting that more than 
15 million businesses had their own 
Facebook pages.

Acceptance and adoption of 
social media by companies to build 
brand awareness and a larger cus-
tomer base was “phase one” of 
doing business in a social media 
world. Then phase two hit, the 
hacking. 

Let the Hacking Begin 
First, we saw numerous cases 
where company social media sites 
were entered and altered in annoy-
ing but largely harmless ways (not 
counting the resulting embarrass-
ment). These types of attacks could 
be viewed as just the expression of 
ego and power by capable hackers 
rather than an intent to cause real 
damage. Next, though, we began to 
see attacks through company social 
media sites to gain financial and 
other valuable information from 
customers and enable identity theft. 

As the theft of customer confi-
dential information continues, new 
and deeper forms of infiltration 
are taking place that often begin 
with malware embedded through 
employee and customer social 
media interactions, ultimately 
reaching into the confidential infor-
mation systems of companies in 
organized cyber crime attacks. No 
matter how well the company con-
trols its own social media outlets, 
it may not matter if access into 

the company’s financial, sales, and 
legal databases can be gained by 
a criminal starting out from sites 
your employees and customers visit 
that you don’t control. And even 
though this sounds like a script 
from a corporate crime thriller, it 
isn’t. It’s happening every day.

Let’s look at some examples of 
how these different types of attacks 
work, and ways to stop, slow, or 
control them. 

Example One: The Perils of 
Open Door Access
In 2012, it was reported that nine 
major league baseball (MLB) team 
accounts in Facebook and Twitter 
were hacked, and numerous rude, 
lewd, and misleading messages 
were posted before the accounts 
could be shut down. However, it 
turns out that this wasn’t the work 
of “Anonymous” deciding to dis-
rupt America’s favorite pastime, 
but rather (allegedly) that of a dis-
gruntled employee. How did this 
happen? It was widely reported 
that MLB wasn’t very careful about 
who in the organization had pass-
word access to administer these 
accounts and had given the pass-
word to many more people than 
was necessary or prudent.

In another case involving the 
retailer HMV, following a mass 
firing of staff the company’s Twit-
ter account allegedly was hijacked 
by some of those who were let go 
and confidential company informa-
tion was posted. Even worse than 
the MLB case, it was reported that 
neither the marketing director nor 
other senior managers knew the 
Twitter password, or how to turn 
off the account that originally had 
been set up by an unpaid intern. 

Lesson Learned: Control 
Administration of Company 
Social Media Accounts 
One effective control is requir-
ing approved social media admin-
istrator sign-on to be the user’s 
company e-mail address and pass-
word, so at least you know who 
logs in and your IT team can turn 
those rights off whenever nec-
essary. Remember, though, that 
strong password discipline is only 
the last level of defense; you need 
to begin with strong web site secu-
rity. If you aren’t sure that your 
social media sites are adequately 
defended, then don’t link and feed 
information from them directly 
into other systems in your com-
pany. Also, as a secondary lesson, 
ensure that employees who have 
something to complain about have 
adequate channels for doing so, in 
the hopes that you can prevent this 
sort of reactive bad behavior.

Example Two: The 
Temptation of Just One 
Click
Even though we are all savvier 
about Internet security these days, 
and most of us don’t easily fall for 
blatant phishing expeditions seek-
ing our personal information, there 
are still many tempting and seem-
ingly innocent links to click on that 
we see in social media sites or invi-
tations from “friends.”

The amount of fake invites to 
connect, play a game, download 
photos from someone who is in 
your contact list, or learn more 
about something is overwhelming. 
We are all aware that we should 
not download files from people 
we don’t know or that we aren’t 
expecting to receive (and yet we 
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still do it sometimes), but we are 
less careful about clicking on a link 
purporting to take us to a news 
article, or a friend’s photos, or a 
recommended game. And yet, these 
links that come to us through both 
personal and business activity can 
not only infect our own devices, 
they can lead to infiltration of our 
company systems by tracking key-
strokes to determine important 
passwords or installing “man in 
the browser” or MitB malware that 
can bypass multi-step authentica-
tion systems and intercept or mod-
ify information sent from a user’s 
browser to a server.

Lesson Learned: Encourage 
Care over Convenience
Educate employees about the  
risks and repercussions to them-
selves and the company arising 
from carelessly clicking on links 
that may carry malware. Provide 
regular reminders and use real-
world lessons from the news to 
drive home the message. Encour-
age them to limit the number of 
sites that store their confidential 

information, especially if they can’t 
figure out just how secure the sites 
are. Suggest visiting sites directly 
rather than clicking on links sent by 
e-mail or embedded in social media 
sites. And ensure that employees 
don’t use one weak password for 
all of their company access points 
and social media sign-ups, or estab-
lish “daisy chains” connecting all 
of their social media profiles with 
significant personal or company 
information. At least then, if some-
one does screw up and create a 
breach, it won’t flow immediately 
through every link on the chain.

Example Three: Leaving the 
Box Unlocked
Thinking “outside the box” to 
defend against hackers is becoming 
ever more difficult as sophisticated 
and creative cyber-criminals are 
always one step ahead in the game, 
but remembering to think about 
the box itself may be even more 
important. One of the more recent 
astonishing cybercrime efforts I 
read about was how a break-in 
to a major oil company’s internal 

systems was accomplished by plac-
ing malware in the online menu 
of a Chinese restaurant visited by 
many of the company’s employ-
ees. This story, as reported by my 
favorite writer on technology secu-
rity, Nicole Perlroth of The New 
York Times, focused on deliberate 
attempts to use third-party ven-
dor software as an access point 
to company systems, but it made 
me think about the thousands, or 
tens or hundreds of thousands of 
links that any company’s employ-
ees might be clicking on during 
any given day. With the growth in 
use of mobile phones and tablets, 
which users bring from office to 
home, and switch seamlessly from 
work-related to personal and fam-
ily use, the “attack worth” of these 
devices is growing at an incredible 
rate, and breaches can easily occur 
even if an employee is being care-
ful. The design of the box itself 
— the place or places in a com-
pany’s technology databases and 
connected computers and devices 
where it stores its most valuable 
information and systems that con-
trol its physical, financial, and 

Encourage employees to 
limit the number of sites 

that store their 
confidential information.

Suggest visiting sites 
directly rather than 

clicking on links sent 
by e-mail or embedded 
in social media sites.

Ensure that employees 
don’t use one weak 

password for all of their 
company access points 

and social media 
sign-ups.

Provide regular 
reminders and use 

real-world lessons from 
the news to drive home 

the message.

Watch Where You Click: Essential Steps to Cultivating
a Culture of Cyber Security Awareness
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other operations — may well be 
the most important element in a 
strong social media risk manage-
ment capability. 

Lesson Learned: Build a 
Stronger Lockbox
While important, social media 
use policies are only the starting 
point for a complex capability 
that must rely on effective technol-
ogy design and controls in addi-
tion to policies and procedures. 
Unless Compliance, HR, and IT 
work together to look hard and 
often at the risks presented as social 
media sites evolve and cyber-crime 
tactics evolve along with them, 
Nicole Perlroth will continue to 
have a host of breathtaking cyber-
crime schemes to write about (and 
since the necessary collaboration 
is unlikely to take place in many 
organizations until they suffer their 
own attacks, I’d venture to say her 
job is secure).

The OCEG GRC Capability 
Model is a great starting point as 

guidance for establishing a strong 
approach to controlling risks (not 
just social media risk), and it’s free 
and open source. Use it to assess 
risks and establish appropriate pre-
ventive, detective, and corrective 
controls supported by protective 
technology architecture. 

Managing Social Media 
Risks: Giving New Meaning 
to the Social Security 
Lockbox
When Al Gore spoke of a “Social 
Security lockbox” during the 2000 
presidential campaign, he was refer-
ring to the need to protect Social 
Security funds in the most secure 

way possible. Today, the lock-
box metaphor is aptly applied to 
protecting information and opera-
tional systems. Without adequate 
design of technology security and 
a well-thought-out architecture of 
the information databases them-
selves that closes any unnecessary 
openings into systems and aggres-
sively controls those that remain, 
there simply is no secure way for 
companies and their employees to 
participate in social media. And 
since there is no stopping that now, 
forward-thinking companies need 
to take concerted action to protect 
themselves before they find their 
names in the technology pages of 
The New York Times. n

Expert Advice

Shortly before the military coup that took place on May 22, 2014, I received an 
invitation to connect on LinkedIn from someone appearing to be Yingluck Shinawa-
tra, the Prime Minister of Thailand. The LinkedIn profile had her actual photo but 
of course this message was not from her. I’m not even sure it was an actual fake 
LinkedIn profile page; it might have been a fake page designed to look like it was 
part of the LinkedIn site. I didn’t accept the offer, but I’m sure others probably did.



© Books24x7, 2014 Gaurav Kapoor  ExecBlueprints  7

Gaurav Kapoor
Chief Operating Officer, MetricStream

Finding a Balance
In the business world, social media 
is a veritable double-edged sword. 
With over one billion users active 
on Facebook and an average of 500 
million tweets sent per day, the ben-
efits and opportunities associated 
with social media — from market-
ing and brand awareness to busi-
ness growth and lead generation 
— cannot be understated. At the 
same time, social media exposes 

organizations to a number of sig-
nificant reputational and opera-
tional risks. 

As a diverse number of regu-
latory bodies publish guidelines 
in response to the pervasiveness 
of social media as a tool for busi-
ness communication, companies 
are becoming increasingly aware 
of the need to develop formal 
procedures for strict social media 
oversight. In fact, 67 percent of 
respondents to a recent survey con-
ducted by ThriveOnRisk in associ-
ation with ComplianceOnline listed 
regulatory oversight as one of the 
key factors influencing their social 
media risk management efforts1.  
The challenge lies in effectively 
1  ‘Industry Survey — Does Social 
Media Risk Management Mat-
ter?’ Conducted by MetricStream, 
Thrive OnRisk, and Compliance-
Online, Published: 2013

balancing the opportunities social 
media affords while adhering to 
existing regulatory guidelines and 
complying with evolving industry 
standards. 

From Risk to Regulation: 
The Evolving Social Media 
Regulatory Landscape
The power of social media lies, at 
least in part, in its ability to rapidly 

disseminate information to a wide 
range of audiences in real time. 
However, this same fact also makes 
it difficult for organizations to con-
trol the distribution of company-
related content. Not surprisingly, 
the potential to violate rules related 
to data privacy, information secu-
rity, confidentiality, and disclosure 
remains high for all industries. 

Though the overwhelming 
majority of regulatory guidelines 
governing the nature of business 
communications, consumer pro-
tection, and data privacy were 
developed prior to the age of Face-
book and Twitter, social media 
raises the stakes considerably. 
Take, for example, the Security 
and Exchange Commission’s (SEC) 
policies regarding the disclosure 
of material information by pub-
licly traded companies, or the Fed-
eral Trade Commission’s (FTC) 

standards regulating third-party 
endorsements. What one employee 
may perceive as an innocuous tweet 
or Facebook “like” may actually 
place their company in direct vio-
lation of their industry’s regulatory 
standards. 

In addition to preexisting indus-
try guidelines, regulatory bod-
ies, such as the Food and Drug 
Administration (FDA), the Finan-
cial Industry Regulatory Authority 
(FINRA), and the Federal Financial 

Gaurav Kapoor
Chief Operating Officer 

MetricStream

“Effectively balancing social media’s 
opportunities while adhering to regula-
tory guidelines is a challenge compa-
nies can readily meet with the right 
combination of business processes 
and risk management technology.”

• Responsible for sales, marketing, 
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• Launched ComplianceOnline.com, a 
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• Business degree, FMS, Delhi

• M.B.A., Wharton Business School, 
University of Pennsylvania

Mr. Kapoor can be e-mailed at
gaurav.kapoor@execblueprints.com

At the most basic level, social media risk and 
compliance issues need to be taken as seriously 
as other types of organizational risk and inte-
grated into a comprehensive risk management 
framework.

Gaurav Kapoor

Chief Operating Officer

MetricStream



© Books24x7, 2014 Gaurav Kapoor  ExecBlueprints  8

Gaurav Kapoor
Chief Operating Officer, MetricStream (continued)

Institutions Examination Council 
(FFIEC), among others, have been 
tasked with updating their stan-
dards to account for the increas-
ingly integral role social media 
now plays in everyday business 
practices. While these standards 
continue to evolve on an ongo-
ing basis, it’s clear that companies 
cannot wait to address the ways in 
which social media intersects with 
an increasingly complex risk and 
regulatory landscape. 

Ensuring Compliance: 
Processes 
Against this backdrop, how can 
organizations ensure that their 
social media activity remains in 
compliance with evolving indus-
try standards and regulations? To 
begin, companies need to continu-
ously monitor and track their social 
media activity not only for market-
ing and business development pur-
poses but also with an eye toward 
potential risks. At the most basic 
level, social media risk and com-
pliance issues need to be taken as 
seriously as other types of organi-
zational risk and integrated into a 
comprehensive risk management 
framework. Similar to the strategy 
around other risk management ini-
tiatives, social media also requires a 
solid foundation rooted in organi-
zational culture, policies, processes, 
and technology. 

The implementation of processes 
to provide the overarching guid-
ance for social media risk identi-
fication and reporting can play a 
critical role in helping employees 
develop an understanding of what 
constitutes a social media risk, 
and facilitate responsive action to 
assess, analyze, and mitigate risks 
related to social media activity. This 

is especially important given that 
social media use occurs across a 
diverse number of platforms and is 
often managed by multiple depart-
ments. Standardized processes can 
harmonize various organizational 
approaches to social media moni-
toring and lay the foundation for 
larger risk management initiatives. 

Ensuring Compliance: 
Policies 
In addition, as social media contin-
ues to dismantle traditional bound-
aries between life inside and outside 
of the office, companywide social 
media policies can serve to out-
line clear guidelines for employee 
use of social media and estab-
lish important distinctions between 
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prohibited and permitted conduct. 
Taken together, a robust social 
media risk management process, 
along with a social media policy, 
can help safeguard against regula-
tory violations, prevent potential 
revenue losses, and reputational 
damage.

Currently, despite the fact that 
the majority of organizations rec-
ognize the need for social media 
policies, many have been slow to 
implement companywide guide-
lines and training programs. For 
example, in a recent ThriveOn-
Risk (in association with Compli-
anceOnline) survey, 22 percent of 
respondents indicated that they 
have yet to develop policies to 
ensure that employee social media 
conduct remains in line with indus-
try standards2. This is precisely 
an area in which a lack of stan-
dardized policies and processes 
can leave organizations exposed 
to a host of potentially damaging 
situations. 

Ensuring Compliance: 
Culture 
Organizational processes, however, 
need to be buttressed by a strong 
risk-aware culture that extends 
beyond those specifically involved 
in governance, risk, and compli-
ance efforts. For example, at 70 
percent of companies, social media 
management is typically external to 
the organization’s core risk func-
tions, run by the corporate commu-
nications or marketing department, 
or in other cases, managed by an 

2  ‘Industry Survey — Does Social 
Media Risk Management Mat-
ter?’ Conducted by MetricStream, 
Thrive OnRisk, and Compliance-
Online, Published: 2013

external agency3. Those managing 
social media on behalf of the orga-
nization need to increasingly see 
their role as having a direct impact 
on risk and compliance activities.

Though establishing a risk-
aware culture certainly takes time, 
it can play a vital role in helping 
cultivate a sense of accountabil-
ity throughout the entire organiza-
tion and help ensure that company 
social media channels, as well as 
employee conduct, remains well 
within the bounds of industry 
guidelines at all times. 

Ensuring Compliance: 
Technology
Ultimately, effective monitoring of 
social media risk activity requires 
more than just company policies 
and manual controls. The sheer 
volume of data and speed at which 
social media operates make manual 
tracking an impossible task. Orga-
nizations need technology-based 
solutions that have the capacity 
to aggregate enormous amounts 
of social media data to identify 
everything from disclosure and 
3  ‘Industry Survey — Does Social 
Media Risk Management Mat-
ter?’ Conducted by MetricStream, 
Thrive OnRisk, and Compliance-
Online, Published: 2013

endorsement violations to fraud 
and copyright infringement. 

For organizations, the data that 
has to be tracked is a combina-
tion of structured and unstructured 
data. Given the sheer volume of 
information, big data frameworks 
should be leveraged to aggregate, 
contextualize, and analyze this 
information. In the world of gover-
nance, risk management, and com-
pliance (GRC), it becomes critical 
to take it one step further, and to 
link this data to internal taxono-
mies, policies, business units, prod-
ucts, geographies, organizational 
hierarchy, risks, rules, and more, 
so that decisions can be made at a 
truly “viral” speed. For organiza-
tions, an inability to react quickly 
can cost the company billions of 
dollars in real losses, reputational 
capital, and regulatory fines.

Social media risk management 
technology solutions can also assist 
companies in establishing system-
atized reporting practices and con-
tent approval processes informed 
by industry regulations. Addition-
ally, these tools can be used to 
track changes in regulatory policy 
in order to ensure that social media 
processes and controls remain in 
accordance with evolving indus-
try standards. (See sidebar for an 
example.) 

Expert Advice

Leading organizations across industries leverage MetricStream’s Social Media 
GRC Solution, which allows them to identify potential risks based on big data 
and social media content. With the solution, content is processed in real time 
through an advanced analytics engine using open-source Hadoop Framework and 
Natural Language Processing capabilities. The risks are identified and then further 
classified into categories such as reputation, litigation, and financially confidential 
information. The MetricStream Social Media GRC solution has an out-of-box 
integration with the MetricStream ERM solution to integrate the risks emanating 
out of social media into the broader organizational risk framework, which helps 
drive a more integrated and organization-wide remediation plan and workflow.
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Ensuring Compliance: 
Collaboration
Finally, implementing a common 
social media risk management 
platform allows multiple depart-
ments to communicate with one 
another and coordinate their risk 
and compliance-related activi-
ties. However, just as important 
as fostering open communication 
between teams, is the ability to 
create a central repository of risk 
related data, an increasingly com-
mon regulatory mandate in the 
social media age. FINRA’s guide-
lines, for example, require firms 
in the financial services industry 
to archive social media content for 
regulatory purposes. But given the 
pace at which social media moves, 
as well as the potential for social 

media content to be modified, 
edited, and even deleted, having 
a system that allows for ongoing 
archiving of data can go a long way 
toward ensuring that organizations 
remain compliant. 

Being Proactive 
There can be little doubt that an 
online presence is essential for any 
organization wishing to remain 
competitive in today’s media land-
scape. However, that competitive 
advantage can be quickly erased by 
a lack of proactive social media risk 
management. While social media 
enables and supports a wide range 
of business opportunities, it can 
also leave companies vulnerable 
and exposed. 

As regulatory standards govern-
ing the use of social media continue 
to evolve, it’s clear that there is no 
single blueprint for companies to 
adopt. The most effective programs 
will balance specific business goals 
and industry guidelines in order to 
maximize social media’s potential 
while mitigating associated risks. 
Though risk environments are by 
their nature uncertain, integrating 
the right tools with clearly defined 
processes, and a corporate culture 
that cultivates personal account-
ability and risk awareness, will 
ensure that businesses are well 
positioned and well prepared to 
remain compliant with a progres-
sively more complex set of regula-
tory requirements. n 
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Collaborating in Use of 
Social Media
At Acolyst, we utilize social media 
and networking activities that 
involve our clients and partners. 
One such tool is Microsoft’s Yam-
mer, an enterprise-networking tool 
that helps us communicate and 
collaborate not only with internal 
employees but with invited users 
from outside of our organization. 
In addition, it is very important 

to us to engage with our partners’ 
or clients’ social media teams to 
ensure we are all compliant and 
consistent when considering dif-
ferent social media activities. This 
also confirms that we are protect-
ing our customer and partner data 
so that we are not posting infor-
mation that might be considered 
“inside knowledge.” To prevent 
such possibilities, an open line of 
communication is best.

Authorized Social 
Networking
At Acolyst, authorized social net-
working and blogging are used to 
convey information about com-
pany products and services, pro-
mote and raise awareness of the 
company brand; search for poten-
tial new markets; communicate 
with employees and customers; 

issue or respond to breaking 
news or negative publicity; and 
discuss corporate, business unit,  
and department-specific activit-
ies and events. These authorized 
activities are performed by desig-
nated job roles that provide over-
sight to ensure that the use of these 
communications maintain our 
brand identity, integrity, and rep-
utation while minimizing actual or 
potential legal risks, whether used 
inside or outside the workplace.

Employees do not own 
company-related accounts or any 
of the authorized activities con-
ducted through social network-
ing or blogging tools, but are 
granted the privilege to use them 
for company purposes only. As a 
result, unless specifically instructed, 
employees are not authorized to 
speak on behalf of Acolyst, and 
are instructed not to hold their 
personal views out as those of the 
company. 

Rules and Guidelines 
for Authorized Social 
Networking
The following rules and guidelines 
apply to social networking and 
blogging when authorized by Aco-
lyst and done on company time. 
The rules and guidelines apply 

to all company-related blogs and 
social networking entries:

• Only authorized employees can 
prepare and modify content 
for Acolyst’s blogs and social 
networking sites.

• Any copyrighted information 
where written reprint authori-
zation has not been obtained in 
advance cannot be posted on 
the company’s blog.

• Business units and departments 
are responsible for ensuring all 
blogging and social networking 
information complies with 

Valeh Nazemoff
Senior Vice President 

Acolyst

“It is the right and duty of a company 
to protect itself from unauthorized 
disclosure of information over social 
media.”

• Author, The Four Intelligences of the 
Business Mind

• Guides clients on ways to improve 
organizational communication 
through documentation

• Member, CRN Power 50 Solution 
Providers list

• Frequent contributor, SMART Enter-
prise Exchange publications

Ms. Nazemoff can be e-mailed at
valeh.nazemoff@execblueprints.com

As business needs, social media, and cloud com-
puting evolve, the demand for proper strategy 
mapping, governance, and formal service-level 
agreements takes serious shape in enterprise 
organizations.
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these written policies. Business 
unit and department heads 
are authorized to remove any 
content that does not meet the 
rules and guidelines of this 
policy or that may be illegal 
or offensive. Removal of such 
content will be done without 
permission of the blogger or 
advance warning.

• All guest bloggers are expected 
to abide by all rules and guide-
lines of this policy. Acolyst 
reserves the right to remove, 
without advance notice or 
permission, all guest bloggers’ 
content that is considered inac-
curate or offensive and to take 
legal action against guests who 
engage in prohibited or unlaw-
ful conduct.

Planning and Documenting 
Social Networking and 
Media Policy/Procedures
When planning and documenting 
your social networking and media 
policy and procedures, make sure 
you are accounting for the differ-
ent roles in your company that 
might be impacted. As most social 
media content is used to promote 
a company’s product and services, 
a formal plan needs to be put into 
place on how to appropriately 
retrieve, document, and approve 
product information prior to the 
social media announcement and 
how to handle e-discovery situa-
tions should they arise. 

For example, you may not have 
accounted for content posted via 
social media when you got into a 
legal hold notice situation when 
marketing products. A question 
that needs to be asked during the 
planning and documentation of 

social media activities is how does 
an enterprise manage e-discovery 
issues and legal hold notices not 
only on the data within the com-
pany, but also on the data held 
by third parties, including data 
maintained by social media ser-
vice providers? The planning and 

formal documentation of social 
media activities and process 
flow are important, especially in 
response to legal hold notices. 
Most e-discovery issues with social 
media involve marketing or the 
employee population. 

Identify all applicable laws that govern online activities.

Perform social media risk assessment.

Institute social media policies to protect
the brand while preventing issues.

Identify social media etiquette standards that should be upheld in your 
company:
• How to respond to negative comments and postings
• How to handle negative news before it goes viral
• How to promote positive news and enable it to go viral

Address how to handle spammers: 
• How to respond to spammers in a timely manner
• How to keep spammers from taking over the comments section with 

unwanted promotional links

Hire outside consultant(s) to help with social media and planning on 
brand protection. 

Learn how to manage customers or partners who are not social-media 
savvy. For example, some customers or partners may not be aware that 

there is a difference between a confidential chat with a bank 
representative and a social-media posting. Your standards must 

include guidance for how to handle and react when a customer posts 
confidential information (“insider knowledge”) on the social profile.

Define appropriate guidelines for storage and retrieval of passwords.

Essential Steps for Developing a
Social Media Governance Strategy
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It is therefore critical for the 
company to have a solid gover-
nance practice with a strategy map 
of its data flow and formal service-
level agreements (SLA) in place. 
As business needs, social media, 
and cloud computing evolve, the 
demand for proper strategy map-
ping, governance, and formal SLAs, 
among other things, takes serious 
shape in enterprise organizations. 
In other words, active steps and 
measures need to be taken to avoid 
conflicting situations. (See box.)

What Employees Need to 
Know About Proper Use of 
Social Media
Communicate the importance as 
well as the impact of social media 
to your employees. When employ-
ees are engaging in online activities, 
Acolyst wants to make sure they 
understand the expectations and 
consequences of their conduct. The 
following are important to know:

• Employees should refrain from 
using company-owned equip-
ment and tools or company 
time to conduct personal 
blogging or social networking 
activities. 

• Employees are prohibited from 
using blogs or social network-
ing sites to harass, threaten, 
bully, or discriminate against 
employees or anyone associ-
ated with or doing business 
with Acolyst.

• Employees may not represent 
personal views expressed as 

those of the company, or any 
person or organization affili-
ated or doing business with 
Acolyst.

• Employees may not post 
company-privileged informa-
tion, including company-issued 
documents, photographs, or 
details about clients, vendors, 
or suppliers, or photographs of 
persons engaged in company 
business or at company events 
without prior consent and 
approval.

Acolyst, however, takes no posi-
tion on an employee’s decision to 
start or maintain a blog or par-
ticipate in other social network-
ing activities. These social media 
activities can take many different 
forms, including Internet forums, 
blogs and micro blogs, online pro-
files, wikis, podcasts, pictures and 
video, e-mail, instant messaging, 
music-sharing, and VoIP, to name 
just a few. Examples of social 
media applications include but 

are not limited to LinkedIn, Face-
book, MySpace, Wikipedia, You-
Tube, Twitter, Yahoo groups, and 
WordPress.

Acolyst respects the right of 
employees to write blogs and use 
social networking sites and does not 
want to discourage employees from 
self-publishing and self-expression. 
Acolyst does not discriminate 
against employees who use these 
media for personal interests and 
affiliations or other lawful pur-
poses. Employees are, however, 
expected to follow the company’s 
guidelines and policies. Bloggers 
and commenters are personally 
responsible for their commen-
tary on blogs and social network-
ing sites. Inappropriate postings 
that may include discriminatory 
remarks, harassment, and threats 
of violence or similar inappropri-
ate, unprofessional, or unlawful 
conduct will not be tolerated and 
may subject an employee to disci-
plinary action up to and including 
termination. n 

Expert Advice

Using Tools to Monitor Social Media Social media activity should not be taken 
lightly by a company and policies need to be put into place to avoid any conflict 
or confusion. Hootsuite is a great social media tool that Acolyst uses to capture, 
monitor, and archive our company’s social media presence. 

When it comes to tools and company monitoring, employees should have no 
expectation of privacy while using the Internet. Acolyst reserves the right to moni-
tor comments or discussions about the company, its employees, clients, and the 
industry, including products and competitors, posted on the Internet by anyone, 
including employees and non-employees, and to take steps to address violations 
to the company’s expectations in the use of social networking and media, including 
employee investigations and corrective actions up to and including termination 
of employment.
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Ideas to Build Upon & Action Points 
I. What Are the Risks Associated 
with Social Media Use?
In the business world, social media is a 
double-edged sword. With over one billion 
users active on Facebook and an average of 
500 million tweets sent per day, the benefits 
and opportunities provided through social 
media channels cannot be understated. At the 
same time, due to its ability to rapidly dissem-
inate information to a wide audience, social 
media exposes organizations to a number of 
significant risks, including:

• Lower employee productivity

• Breaches of confidential information or 
data by employees, third-party suppliers, 
or hackers

• Damage to company reputation

• Exposure to litigation

• Noncompliance with applicable 
regulations

• Infiltrations of malware and/or spam

II. The Bottom Line
Unfortunately, it often takes suffering finan-
cial, legal, or reputation damages before 
companies get serious about instituting 
appropriate policy- and technology-related 
safeguards to govern the use of social media. 
You can evaluate your own organization’s risk 
for falling prey to increasingly common neg-
ative consequences by determining to what 
extent you are exercising due diligence in the 
following areas:

• Do you have a policy governing 
employee use of personal and company-
sponsored social media? Does it align 
with industry standards?

• Do you have appropriate offline chan-
nels through which employees can 
express complaints?

• Have you conducted a technical assess-
ment of your social media sites to deter-
mine if they are adequately defended 
against attacks?

• If they are not adequately defended, 
have you taken steps to ensure that 
they cannot link and feed information 
directly into other company systems?

• Have you instituted standardized 
processes for tracking your social media 
activity across departments to ensure it 
complies with applicable regulations?

III. Must-Have Technology-Based 
Solutions to Mitigate Social Media 
Risks
Ultimately, effective monitoring of social 
media risk activity requires more than just 
company policies and manual controls. While 
important, they represent only the starting 
point for a set of complex capabilities that 
must also incorporate effective technology 
design. Without well-thought-out architecture 
(such as big data frameworks), there simply is 
no secure way for companies and employees 
to participate in social media. Such capabili-
ties discussed in this report can:

• Continuously archive social media 
content into central repositories

• Aggregate, contextualize, and analyze 
the high volume of social media data

• Link data to internal taxonomies, 
policies, risks, business units, products, 
etc., to identify risks, thereby enabling 
informed decision making and quick 
reactions

• Integrate risks emanating out of social 
media into broader organizational risk 
frameworks

• Establish systematized reporting 
practices and content-approval pro-
cesses that are informed by industry 
regulations

• Track changes in regulatory policy to 
ensure ongoing compliance

• Facilitate cross-departmental communi-
cation and coordination

IV. The Golden Rules for 
Communicating with Employees 
About Social Media Use
You can be certain that at least the majority 
— if not all — of your employees will par-
ticipate in social media, even if not on com-
pany time. That said, you can — and should 
— promote safer use of social media chan-
nels and control the content that is posted 
through proactive communication and dis-
semination of clear policy, efforts that are 
especially important now that employees are 
using their own devices to access company 
networks. Suggested content of these mes-
sages includes: 

• Try to visit sites directly rather clicking 
links in e-mail or on social media sites, 
which could carry malware.

• Limit the number of sites that store your 
confidential information, especially if 
you don’t know how secure the sites are.

• Don’t use one weak password for all 
company access points and social media 
sign-ups, or “daisy chains” connecting 
social media profiles with significant 
personal or company information.

• Do not post company-privileged infor-
mation without prior approval.

• Do not represent personal views as those 
of the company, or other employees, 
clients, or suppliers.

• Don’t use blogs or social media sites 
to harass, threaten, or discriminate 
against company employees, clients, or 
suppliers.

• Entertain no expectations of privacy 
while on the Internet; the company 
reserves the right to monitor comments 
or discussions about the company, 
employees, clients, and industry.

V. Essential Take-Aways
As security and regulatory standards govern-
ing the use of social media continue to evolve, 
it’s clear there is no single blueprint for compa-
nies to adopt. The most effective programs will 
balance specific business goals and industry 
guidelines to maximize social media’s potential 
while mitigating associated risks. In formulat-
ing appropriate practices for their environ-
ments, companies will need to consider:

• In what ways has your company 
fostered a risk-aware culture, especially 
within the departments that manage the 
company’s social media presence?

• Are employees aware of your social 
media policies and motivated to follow 
them?

• Are robust technology tools being lever-
aged to protect systems and networks?

• Are rules and guidelines in place about 
what content can be posted on company 
social media sites? Is content being 
regularly monitored for compliance? 

• Do the guidelines address how to 
respond to negative comments/postings 
and manage non-social-media savvy 
customers or partners?

• Are social media-related risks and 
compliance issues taken as seriously as 
other types of organizational risk and 
integrated into a comprehensive risk 
management framework? n
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10 Key Questions and discussion Points
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1  To what extent is your company currently using social media? Which platforms do you use? How long 
has your company been using social media? How has your social media use changed over time? What 
is the intended audience of your social media outreach?
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 To what extent is the social media use of companies in your industry regulated? What regulatory bodies 
are involved? What regulations are most relevant? How rapidly are these regulations changing? Are 
they keeping pace with the changing social media landscape?
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 Has your company performed an internal risk assessment regarding social media usage? If so, when 
was it conducted? Who conducted the risk assessment? What insights did you gain from this risk 
assessment?
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 Does your company have a formalized social media compliance policy? If so, when was it created? 
Who was involved in its creation? Which departments within your company primarily use social media? 
Are any of the departments exposed to greater risk? 
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 What type of social media guidance do you offer to employees? Are your social media policies spelled 
out in an employee handbook or other documentation? Do you have mandatory social media training? 
Do you issue any guidance regarding employees’ personal use of social media sites while not at work 
or using company equipment?
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 Which employees have the ability to post via your company’s accounts? What departments do they 
work for? Are posts vetted internally before they are released? How do you ensure company log-in 
credentials remain protected?
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 Do any members of your C-suite post regularly to social media? Do they have accounts referencing 
their position at the company? How do you ensure these company leaders understand compliance risks 
and proper social media protocol?
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 Do you archive your company’s social media posts? If so, are you required to do so by a regulatory 
agency? What volume of data are you required to keep? For how long? How do you manage the 
archival process?
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 What are the greatest challenges of keeping your social media use compliant? Protecting customer 
data? Ensuring that you do not post information that could be considered “insider knowledge”?  
Protecting your accounts against malware? Other?
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 What unique challenges exist in remaining compliant with social media regulations in foreign markets? 
Do you operate in countries with different laws in this area than the United States? If so, how do the 
regulations differ? Does your company post on social media sites that are popular in markets other than 
the US? If so, what challenges exist in this area?

?


